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Five	Decades	of	So2ware	Crisis:	1968	

§ Term	„so2ware	crisis“	was	coined	in	1968	at	the	first	NATO	So2ware	Engineering	
Conference	in	Bavaria,	Germany	

§ So2ware	crisis	(1968)	
u So2ware	with	low	quality	
u So2ware	projects	over	budget	
u So2ware	projects	late	

§ Friedrich	Ludwig	Bauer:	„“There	is	so	much	Qnkering		
with	so2ware	...	what	we	need	is	so2ware	engineering”	
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Five	Decades	of	So2ware	Crisis:	Today	

§ Standish	Group	CHAOS	Report	2015	(Qme/costs/completeness):	

§ Successful		=	in	Qme,	in	budget,	all	features	
§ Challenged	=	over	Qme	and/or	over	budget	and/or	reduced	number	of	features	
§ Failed 	 	=	Project	stopped	
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Five	Decades	of	So2ware	Crisis:	Today	

§ Quality?	Quality	aspect	security	as	an	(important)	example	

§ Number	of	vulnerabiliQes	in	Top	10	of	so2ware	products	(most	used):	
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Begrüßenswert ist, dass große Cloud-Anbieter wie 
Amazon Web Services, Google, Microsoft und SAP 
Informationsplattformen bereitstellen, auf denen 
detailliert über den aktuellen Sicherheitsstatus 
verschiedener Teile der Cloud berichtet wird. Dies 
ist ein Schritt hin zu mehr Transparenz für Kunden 
und dient als Quelle für Lageeinschätzungen zur 
IT-Sicherheit.

1.1.2 Software-Schwachstellen

Einleitung 

Softwareprodukte sind zunehmend komplexe 
Gebilde, bei deren Entwicklung Fehler unterlau
fen können, die dazu führen, dass die Software 
Schwachstellen beinhaltet. Für die IT-Sicherheits
lage relevant sind dabei insbesondere gängige 
Softwareprodukte, die weltweit von Millionen von 
Anwendern genutzt werden. Aufgrund ihrer weiten 
Verbreitung kann die Ausnutzung von Sicherheits
lücken in diesen Produkten potenziell schwerwie
gende und Á ächendeckende IT-Sicherheitsvorfälle 
nach sich ziehen.
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Abbildung 2: Schwachstellenaufkommen von Q2/2014-Q1/2015 zu 
Q2/2015-Q1/2016

Lage

• Die Anzahl der Schwachstellen der Hälfte der 
betrachteten Softwareprodukte bewegt sich im 
Vergleich zum Vorjahreszeitraum in einem eher 
vernachlässigbaren Schwankungsbereich (Abb. 2). 
Von den verbleibenden Softwareprodukten waren 
Adobe Reader und Flash Player sowie Apple OS X
im vergangenen Jahr verstärkt im Fokus von 
Sicherheitsforschern, die insbesondere durch 
automatisiertes Ausprobieren (Fuzzing) eine 
große Anzahl gefundener Schwachstellen an die 
Hersteller gemeldet hatten. Durch eine strikte 
Veröffentlichungsrichtlinie der Sicherheitsforscher 
werden die Hersteller unter Druck gesetzt, die 
Schwachstellen schnell zu schließen und dieses 
auch öffentlich durch einen CVE-Eintrag zu doku
mentieren.

• Für die zehn verbreitetsten in der BSI-Schwach
stellenampel erfassten Softwareprodukte (Abb. 3) 
wurden im Jahr 2016 bis Ende September 717 
kritische Schwachstellen bekannt. Eine große 
Anzahl gefundener Schwachstellen allein ist 
dabei zunächst nicht unbedingt problematisch. 
Kritisch zu bewerten ist jedoch, wenn durch Fuz
zing mit nur geringem Aufwand auch potenziell 
kritische Schwachstellen gefunden werden, da 
auch Angreifer diese Techniken zum Finden von 
Schwachstellen aktiv einsetzen. Durch vergleichs
weise leicht ausnutzbare Schwachstellen und eine 
hohe Verbreitung ist daher besonders Adobe Flash 
in den Fokus von Angreifern gerückt. So wur
den einige Schwachstellen zuerst bzw. auch von 
Angreifern gefunden und ausgenutzt. Microsoft 
Windows und Office stehen seit jeher im Fokus 
von Sicherheitsforschern. Durch die komplexen 
Dateiformate können durch Fuzzing insbesondere 
auch immer wieder viele Schwachstellen in Office 
gefunden werden.

Schwachstellen davon kritisch

Abbildung 3: Anzahl aller Schwachstellen der zehn verbreitetsten in 
der BSI-Schwachstellenampel erfassten Softwareprodukte

vulnerabiliQes	 criQcal	vulnerabiliQes	
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So2ware	&	Society	

§ Computers	will	do	many	jobs	that	humans	do	at	the	moment	
	

§ Computers	will	have	more	autonomy	to	act	

§ Computers	will	be	used	in	any	life	aspect	
u E.g.,	autonomous	driving	
u E.g.,	credit	approval	
u E.g.,	crime	predicQon	by	parole	boards	

§ Low	so2ware	quality	could	have	tremendous	negaQve	
effects	in	all	areas	of	life	

§ Somehow,	people	got	used	to	low	quality	so2ware...	
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Trust crisis 

	
 

Education crisis 

 
	

Attitude and 
ethics crisis 

 
	

Software crisis 

Crisis 
4.0 
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Does the quality of software reflect the
societal significance of software?

No – We need to escalate non-
functional requirements in the SDLC to
increase software quality



How do we model Non-Functional
Requirement Implementation?
Example Non-Functional Requirements
Must continue to record data for up to 24 hours of
network partition

Must be able to support 10,000 concurrent devices

Must guarantee that clients are who they say they are



Are model models organized for non-
functional requirements
Structural - Since structure diagrams represent the structure, they are used extensively in
documenting the software architecture of software systems.
Class diagrams vs. constraints

Behavioral - Since behavior diagrams illustrate the behavior of a system, they are used
extensively to describe the functionality of software systems.
Use cases vs. misuse cases
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 The Pentest itself is only a
small part of the process.

 Do not underestimate the
organization necessary for
a successful test and
followup.

 Focus on the bottom of the
pyramid!

Pentests: Just the Tip of the IcebergPentests: Just the Tip of the Iceberg

Test

Prep

Contracts

Corrections, Retest

Secure SDLC



Thanks for listening!

OPTIMAbit GmbH

Kaflerstr. 4

82141 München

Tel.: +49 89 8895 1819-0

bruce.sams@optimabit.com

www.optimabit.com



Five Decades of Software Crisis:
Standing on the shoulders of giants?

Chris Ireland

The Open University, UK
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Software Crisis (1968)…

The causes of the software crisis were linked to the overall
complexity of hardware and the software development process.

The crisis manifested itself in several ways:

• Projects running over-budget
• Projects running over-time
• Software was very inefficient
• Software was of low quality
• Software often did not meet requirements
• Projects were unmanageable
• Code was difficult to maintain
• Software was never delivered

[Wikipedia]



Software Integration

Two Perspectives on the crisis:

● Macro

An Industry-level perspective

An Organisation-level perspective

● Micro

A system-level perspective

A program-level perspective



A Micro Perspective (e.g. ORIM)

Ireland, C., Bowers, D., Newton, M., Waugh, K.:
A Classification of Object-Relational Impedance Mismatch.
Proc. DBKDA 2009, Vol. 1. IEEE Computer Society, Cancun, Mexico (2009)

p36-43



Software Crisis (2017)…

● Software remains intangible & there are many choices
(efficiency)

● Ever more complex models & SDLC (budget & time, delivery)

● Ever more interconnected (manageable?)

● There is an expectation that it should just work. Development
projects are about managing expectations (delivery,
functionality, efficiency)

● Software is embedded in many aspects of daily life. Difficult
for one person or even a team to comprehend all the
possibilities and use cases/scenarios (requirements)

● Need macro and micro solutions!



CHALLENGES IN DEVELOPING

SECURE SOFTWARE

Panel Discussion, SECURWARE 2017

Rome, September 12th 2017

Stefan Schauer, AIT
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• Affiliation

• AIT Austrian Institute of Technology

• Center for Digital Safety & Security

• Secure Communication Technologies Group

• Scientific Background

• Master in computer science (IT security)

• PhD in theoretical physics (quantum cryptography) 

• Current Research

• Risk and security management for critical infrastructures (CIs)

• CI interdependencies and assessment of cascading effects

• Game theoretic approaches for risk management

PERSONAL INTRODUCTION
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• Security needs to be an integral part of software development

• IT systems (and software) influences our life in multiple different ways 

(communication, transport, government, personal data, …)

• In many fields security is only a by-product or add-on 

to the developed IT systems 

• Several approaches towards Security by Design are present 

and need to be integrated from the start

• Flaws and errors in software open doors for attacks 

• Software vulnerabilities are mostly due to error-prone implementation 

• Flaws in software can be used to create unexpected and malicious 

behavior

IMPACT OF INSECURE SOFTWARE
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• IT systems are misused by malicious parties

• Botnets are created and DDoS attacks are using thousands of IoT devices

• Systems get hacked and encrypted

• Crypto ransomware like WannaCry and Petya creates data loss 

and stops the operation of several important services 

• Attackers get control of highly-relevant systems or information

• Electrical power system gets shut down by attackers in Ukraine

The price for developing secure software might be small, 

the potential impacts of error-prone systems can be severe!

IMPACT OF INSECURE SOFTWARE



LET‘S START THE DISCUSSION

Dr. Stefan Schauer
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GOALS

GOALS

To ensure graduates from the programs are employable.
• University and College programs should be aligned with

• The latest technological trends as well as with the
market needs.

• Study programs also need to focus on raising the level of
professionalism of the students
• By exposing them to best practices used by top

organizations and companies in the relevant market.
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PROCESS

PROCESS USED

Process generally used;
• Design Programs through

• Industry Liaison
• Consultation with the constituents

• Design Student Outcomes for programs after
consultation with the
• Faculty and
• Industry advisory board

• Assessment of Course Learning Outcomes
• To see if we are meeting the student outcomes

• External Program Accreditation
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CHALLENGES

GRADUATE FOR NATIONAL AND 
INTERNATIONAL EMPLOYERS

• In general a graduate of a program is considered as
• A testimonial of a level of knowledge, skills and

understanding.
• However, employability is concerned

• With the way in which those who have completed
university courses can be integrated into national as well
international employment.
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WEAKNESSES

Following are some of the weaknesses that have been reported by 
various researchers;

• Weak communication and collaboration with the market and the 
employers.

• Unsatisfactory practical and applied skills for the students.
• Students have shallow knowledge about the role of innovation, 

creativity and entrepreneurship in the computing discipline.
• Lack of strong personal skills for the college graduates
• Students are not up to date with the latest advances and 

developments in the field of computing technologies
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Does the Quality of Software Reflect the 
Societal Significance of Software?
– Clear and simple answer: No.

– From the security perspective

• Quality of software and software vulnerability are 
closely related

• Mass software vulnerability losses per attack are 
estimated between 9.7 billion USD and 28.7 billion USD

– Is all hope lost?

• Perceived significance of software quality has changed

• Technological, Organizational, Governance, Economic



Software quality strategies
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Technological
– Secure software development

• Secure agile development

– Automated testing

• Fuzz testing

(Synopsys)
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Technological
– Secure software development

• Secure agile development

– Automated testing

• Fuzz testing

(OUSPG)
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5Thomas Schaberreiter

Governance
– Network and information security (NIS) directive

• Focus on collaboration and coordination

• Incident reporting obligations

– General data protection regulation (GPDR)

• Article 25: Data protection by design and by default

• Article 32: Security of Processing (e.g. monitoring and 
evaluation of security measures)

– ISO/IEC 27000: Information security management

• ISO/IEC 27034: Application security (e.g. implementation 
of security controls)

(EU Cybersecurity Strategy)
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Organizational
– How to manage software and software vulnerabilities on a day to day basis

– Implement security policies that respect dynamic nature of software

• Software is never finished, it is constantly repaired and improved

• Update and upgrade procedures

• Phase out legacy software in time

• Create awareness and provide information



Software quality strategies
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Economic
– How to you get companies to pay more for higher quality software?

– “Market of lemons” situation

• Information asymmetry between buyer and seller – the buyer does not know about the 
quality of software, only the seller

• Higher quality software will disappear from the market

– Create incentives for investment in high quality software

• Increase customer demand through awareness

• Network economics: If enough players do it, the others need to follow

• Compliance to regulations and standards

• Reward/Penalty system



The silver lining
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Technology

Organizational

Governance

Economic
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