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Coming now…. already here…

• Immersive computing [Virtual Reality]
Immersion into virtual reality (VR) is a perception of being physically present in a non-
physical world. The perception is created by surrounding the user of the VR system in
images, sound or other stimuli that provide an engrossing total environment. ]

• 5G [Wireless Services]
NGMN Alliance or Next Generation Mobile Networks Alliance define 5G network
requirements as:
- Data rates of several tens of Mb/s should be supported for tens of thousands of
users.
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users.
- 1 Gbit/s to be offered, simultaneously to tens of workers on the same office floor.
- Up to Several 100,000's simultaneous connections to be Hybrid intelligence

• Fog computing [super-Cloud]

• Approximate computing [Big Data]

• Eventual consistency [Replicated Data]

• Programming paradigms

• Designing paradigms

• Machine learning

• etc.



Technology Lifecycle

maturity

Artificial Intelligence:
expert systems

autonomous systems
autonomic systems

cognitive systems
artificial intelligence
~ 40/45 years
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Technology Lifecycle

maturity

expert systems:
rule-based systems monitoring
policy-based systems access
autonomous systems robotics
autonomic computing  self-….

~ 30-40 years

expert systems

rule-based

? execution

autonomic
behavior
? composition
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policy-based

autonomous
behavior

? execution

? conflicts

? behavior
specification



Technology/Maturity Lifecycle

IoT

maturity

smart phones

cloud ~10 years

IPv6 ~20 years

cloud: data-as-a-service
bandwidth-on-demand
utility-on-demand
……

fog

facebook
cyberspace
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5G

fog
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time



Today’s Panelists

• Moderator
Petre Dini, Concordia University, Canada / China Space
Agency Center, China

• Panelists
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Zulkifly Mohd Zaki, Sains Islam University, Malaysia | trust
on tools

Mohamed Eltoweissy, Virginia Military Institute and Virginia
Tech, USA | cyberspace

John Talburt, University of Arkansas - Little Rock, USA |
data-as-a-service



Q & A

Qs & As
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Data as a Service (DaaS)

• Software has become commodity
• Open Source Software

• Cloud Services

• Software-as-a-Service

• The new opportunity• The new opportunity
• Ability to extract information from Big

Data

• Primarily Social Media



Extending CRM to Social Media

• Businesses have are good at
customer data integration (CDI) for
structured data

• Missing the Social Media component• Missing the Social Media component

– Twitter

– Facebook

– SnapChat

– Tumblr

– InstaGram



Noisy Channels

• Spamming

• Low data quality

• Low information content

• Irrelevant information• Irrelevant information



Analysis Elements

• Hash tags

• Text elements

• URLs

• User rankings• User rankings



Biggest Opportunities

• Product reviews

– Comments to product sites

• Marketing campaign reaction

– Comments to others– Comments to others

• Trigger events

– Looking for a car

– Going to sell my house

• Customer Preferences

– How, what, when to communicate



Thank You!

Questions?
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“Thing” connected to the internet
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IOT Creates Opportunities
Merging computing and communication
with physical processes has
numerous benefits:

• Safer and more reliable

• Reduced operation cost

• New capabilities – Smarter X
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Security threats pose

• significant risk to health and

safety of human lives

• severe damage to

environment

• adverse impact on economy.



The IOT Security Challenge?

• 4Vs for devices and data

• Complex large-scale heterogeneous compositions of cyber and physical
components with varying capabilities that must simultaneously satisfy
dependability, real-time safety and security requirements

How to effectively and efficiently defend IOT and ensure
their resilience given:

• Increased automation resulting in significant increase in volume of data
flowing between cyber and physical processes exceeding the analysis and
investigation capabilities of current defense solutions

• Patching cannot be fully automated in large-scale operational IOT as
operation and interaction occur at multiple temporal and spatial scales
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The IOT Security Challenge?
• Legacy compatibility and lack of coherent security metrics

limits security system capabilities to deeply analyze and correlate
behaviors at runtime

• Isolated situation-oblivious defense service provisioning

o Cyber and physical security isolation might increase conflicts
o Possible privacy policy violation limits sharing of information

• Adversary asymmetric advantage

o Low cost of entry
o Widely available resources
o COTS security products makes it easy for attackers to discover

possible security system flaws
o Software monoculture facilitates attack re-application/diffusion
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CARD Objectives
Explore the fundamental science and technology to provide a defense platform

that would enable security and resilience through:

Accurately detecting, analyzing predicting, and
containing attacks in a timely manner

Ensuring resilient operations in presence of
persistent and evolving attacks and failures

 Enabling cooperative defense crossing
Intelligent Transportation

Smart Battlefield

 Enabling cooperative defense crossing
organizational boundaries for shared defenses
and understanding

Achieving asymmetric advantage to
defenders, prohibitively increasing the cost for
attackers Smart Power Grid
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Cooperative Autonomous Resilient
Defense

Privacy-preserving
autonomous

information sharing

Pervasive self & situation
awareness

(Monitoring, Analysis, Prediction)

CARD:

Evolutionary Defense
Services

Trace-resistant
resilient operation in
presence of attack

Intrinsically-resilient
elastic architecture
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CARD Conceptual View
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IOT-CARD Platform in a Nutshell
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How far do users trust a central
repository?repository?

Zulkifly Mohd Zaki, Ph.D

Universiti Sains Islam Malaysia

(USIM)



Electronic Laboratory
Notebooks

ChemTools, University of Southampton User-Orientated ELN, University of Leeds



Towards the Sustainability

• Are all my data save?

• How do I ensure that nobody is using my
experimental data before publication?

• Is it possible that the data might be• Is it possible that the data might be
manipulated?

• Are the data readily accessible when it is
needed?



Further Investigation Needed

• Option for users to perform their experiments
locally and online

• Option for users to store their data in their
personal system as well as onlinepersonal system as well as online

• The online version can be made as a backup to
their personal system

• Third party to administer the repository


