Price of Sensor Data
in Participatory Sensing

Yoshito Tobe
Aoyama Gakuin University
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SENSORIZED City

Social Phenomena | |Natural Phenomena

Dynamic

Real-Time, Real-World ~
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Umbrella Human Probes
[TDU,2005]
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Value

V1: Value of pre-sensed data with sensed time
V2: Value of post-sensed data with elapsed
time

V3: Value of pre-sensed data in spatial
correlation

V4: Value of post-sensed data in spatial
correlation

V5: Value of pre-sensed data from demand
V6: Value of post-sensed data from demand



Value of pre-sensed data with sensed time

value
A

] time
Previous sensing
time



Value of post-sensed data with elapsed time

value
A

time
sensing
time



Value of data in spatial correlation

Value(POIli) = % Aij * Value (POIj)



Value from Demand

Value(POli) = How much data(POli)
is requested



Utility Function

e ,

] ] time

sensing  sensing

U;(t)

‘ U;(t) = max(Upin, min(Upqx, a(t —¢;)))

U;(t) = Utility at POl i at time t
U.iin = Minimum utility

Unax = Maximum utility

a = Constant

t = Current time

t; = Latest sensing time at POl i
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We will become smarter ©

» Remote tracking and control

PCE

Koubachi Plant Care Engine

— -l T-Mobile E 20:50

= | ocation Based Services

Weberstr., Mannheim

~ Distance: ca.90 m

Miihldorferstr., Mannheim >

Distance: ca. 110 m

Planetarium, Mannheim >

Distance: ca. 240 m

Kunstverein, Mannheim

= Mobile social networks

» Augmented Reality

in 35 min

/o
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Traffic will become more safe

= Car2Car Communication
http://ww. car-to-car.org/
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Industry will become more safe

» Example: Collaborative business items (CoBis)
http://ww. cobi s-online. de
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Cities become more "intelligent"

h_da

i HOCHSCHULE DARMSTADT
i UNIVERSITY OF APPLIED SCIENCES

fbi

FACHBEREICH INFORMATIK

» Smart-City-Conzept
z.B.http://ww.s

© DER SPIEGEL 11/2013

NER SPIEGEL

o 4
-~-‘\‘~.

‘*\?\H = ) Smart Cities as source
LHEN for Big Data

lEBEN NACH ZAHLEN

BIG DATA: Wie Staaten und
Konzerne berechnen, was wir tun werden

Rumd 10000
verteilt an HauseEnden, Latemen,
Masten oder im Straienasphalt,
mes=sen Lichieintall, Larmpegel,
Verkehrsaufommen und
medden StaEus

Taxis, Busse, Polizeiwagen Problemsbelle n werdien
peten ciEndig ihnen Sandort durch automatiseh dem JusEn-
und dbertragen Messwerte der digen Steflen der Sadi-
jeweailigen Umgebung. lopischien Vorgaben bewassem. verwattunig gemeldet.
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Critical: Privacy and Data Protection

"Ubicomp might lead directly to a future of safe,
efficient, soulless, and merciless universal
surveillance" (Rheingold 1994)

..., these systems bring about so far inconceivable
levels of surveillance, collection of personal data,
their merging and continuous transfer and
processing, creating unprecedented threats to
privacy and data protection (Cas 2011)

® (Cas (2011). Ubiquitous Computing, Privacy and Data Protection: Options and Limitations to Reconcile the
Unprecedented Contradictions. In Computers, privacy and data protection: an element of choice. Springer
Netherlands.

®* Rheingold, H. (1994). PARC is Back. Wired 2.02. Available from
http://www.wired.com/wired/archive/2.02/parc_pr.html
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Risk: http://pleaserobme.com

- |69 http: 1/ pleaserobme.com/

- H
haising awareness
| | | -
about over-shnaring

Check out our on the COT website.

wilike 5 Send W 31967 likes. Sign Up to see what your friesds Lke. More Infc

Home
Why

Check your own Twitter timeline for checkins

Are you curious if people can see veur checkins? 3 n Made Possible By
Enter your Twitter username and find out. Eoursquate
[ Your Twitter username I F\

@bowanamstel
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Risk: http://icanstalku.com

ann | Can Stalk U - Raising awareness about inadwertent information sharing
‘ l - | J | + |iHh1tp: § Peww_icans talku .com fwhy.php . | ¢ Q- [ )
’ Please Rob Me ] I Can Stalk U = Raising awareness. . [ T

| Can

Raising awareness about inadvertent information sharing

Home How About Us Contact Us

Why? Links

Everyone loves to post things to their Twitter account. Every
day, people post things about the minutiae in their lives, from
where they had lunch to what their kids are doing. People also
are using services that allow them to post photos of these things.
Because after all, a picture is worth a thousand words and isnt .
limited to 140 characters. This seems great, but did you kmow

that for a lot of folks, whenever they post a photo of their lunch [

or kids, also included in their thousand words are details about F:
|

thoatir avart laratriam af whara fhoo fanl tha rhatra®



Risk: Tracking devices
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» http://www.boycottgillette.com/

SEND GILLETTE A MESSAGE:
DON'T BUY PRODUCTS WITH
TRACKING DEVICES!

ather
GTLLETTE S o g}ﬂow a
SPY CHEF’S
e émm’

L = J

FIGHT BACK
PRESS :

BOYCOTT
GILLETTE
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Protection of Privacy ?

Mark Zuckerberg, Januar 2010, CEO & Founder, Facebook:

People have really gotten comfortable not only sharing more
faCEbOOk information and different kinds, but more openly and with more

people. That social norm is just something that has evolved
over time.

) Eric Schmidt, Dezember 2009, CEO, Google:
GO ijgle If you have something that you don't want anyone to

know, maybe you shouldn't be doing it in the first place. If
you really need that kind of privacy, the reality is that search
engines — including Google — do retain this information for
some time and it's important, for example, that we are all
subject in the United States to the Patriot Act and it is possible
that all that information could be made available to the
authorities.
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Privacy Protection is interdisciplinary
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Technical

« Encryption

« |D management

* Privacy-enhancing
technologies (PETs)

Legal/regulatory
* Consumer consent
» Collection imstation
* Use limitation
* Opennass

* Accountability

Economic/imarket
Priv + Self-regulation
ac':y + Codes of conduct
Protection « Privacy certification
« Consumer education
Socio-ethical

* Consumer rights
* Public awareness
* Dischoswure

» cons umer advocacy

Source: The Internet of Things - International Telecommunication Union (ITU)

Internet Report, 2005
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THANK YOU VERY MUCH FOR
YOUR ATTENTION!

Any Questions

P—
\.—/—

¥ |
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Panel SMART: Smart Environments:
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Mining process in SE ?

Abdenour Bouzouane

abdenour.bouzouane@ugac.ca

Université du Québec a Chicoutimi, Canada
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Built-in mining cycle

Systematic integration of the mining process in
every daily life objects !
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The dilemma..futur ?

Many research projects with great results
but there does not seem to be a system:

» Learns quickly from few examples ?
» High accuracy and independance of the domain ?
» Delivers an understandable user profile ?

SMART 2013
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