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What this Presentation is Not…

Source: HTTP://IMGS.XKCD.COM/COMICS/STANDARDS.PNG



What this Presentation Is…
(Takeaways)

• Education on “hackers”

• Understanding of a hacker’s methodology

• Education on some SCADA/ICS Threats

• Thinking like a hacker in your own research• Thinking like a hacker in your own research



What is a Hacker?

• The bad guy?

• A researcher?

• A subculture?

• A buzz term for the news media?• A buzz term for the news media?



Hacker Origins

• MIT 1960’s – Made computers work in ways they
weren’t designed; a positive term

• John Draper “phreaked” phones for free long-
distance calls in the 1970’s

Kernel Memory corruption exploit by US Air Force• Kernel Memory corruption exploit by US Air Force
member James P. Anderson - 1972

• Chaos Computer Club, Germany – 1980’s

• William Gibson termed the term “cyberspace” in
the science fiction novel Neuromancer in 1984



What is a Hacker?

• Someone who makes something work in a
way it was not intended

• Computer Hacker – Making information
systems, programs, etc. do things they weresystems, programs, etc. do things they were
not designed to do for purposes such as
offense, defense, intelligence gathering, or
forensics

• PhD Hacker – Have people actually read your
thesis



What is SCADA/ICS?

• Supervisory Control and Data Acquisition

– Monitors large scale and often distributed control
systems

• Industrial Control Systems• Industrial Control Systems

– Manufacturing, Oil Refineries,
Telecommunications, Satellites, etc.

• Control systems play a role in almost every
aspect of daily life



Typical ICS
Network

Source:
NIST 800-82



Typical SCADA Network

Source:
NIST 800-82



What is Cyberspace?

• Not just a term for getting grant money…

• A thin veil laid over all the other domains

• Interacts with almost every aspect of daily life

• Considered the fifth domain of warfare• Considered the fifth domain of warfare

– (Air, Land, Sea, Space, and now Cyberspace)



What are SCADA/ICS
Cyber Based Threats?

• Accidental Infections

– Inability to patch

– Poor security policies

• Advanced Targeted Attacks• Advanced Targeted Attacks

• Common hacking tools

• Normal “hacker” methods

• Lack of security built in



“The reality is that there is the
cyber capability to basically bring

down our power grid to create…to
paralyze our financial system in this

country to virtually paralyze our
country.”country.”

- Former U.S. Secretary of Defense
Leon Panetta



Stuxnet

• History Recap

• Not made by your traditional “hackers”

• Two portions:

– Weapon System – “Computer hackers”– Weapon System – “Computer hackers”

– Payload – Exceptional engineers/scientists



Weapon System:
• 5 Vulnerabilities (4 0-Days)

• Targeted Multiple OS
• Spread on LAN

• Injected via USB

Payload:
• Extremely Targeted Code

• 1 Target 1 Kill
• Module Based

• HMI/Safety Bypass Loop



Stuxnet

DB 8063

Encrypted Library Configuration File

FC 6075 FC 6064 FC 6065

Encrypted Block

Stores input
processes which

relates to the
number of

centrifuges in
each cascade.

(6 is significant)

Initiation code to
assign values for
the centrifuges.

(Values placed in
groups 1-15 to

match sections of
Natanz cascade)

Attack
configuration
block; checks
conditions to

make sure the
time is “right” for

the attack.

Sets pointers in
the code to each

individual
centrifuge;

continues to
check for proper

attack conditions.

Original Analysis Credit: Ralph Langner



Information Gathering Tools

• Shodan

– Ability to search for Internet connected control
systems and facilities

– Popular searches pre-saved for users who do not– Popular searches pre-saved for users who do not
know what they are looking for

• Displayed Information

– Company info, Social Media profiles, etc.







Hacking Tools

• Exploit packs

• BackTrack

• Common tools like Nmap

• Metasploit• Metasploit

– Various modules constantly developed

– Many controllers NEVER get patches







Source: Matt Luallen at CYBATI (has an excellent ICS Security Course)



Controller Exploits Require Access

• Hacking controllers require access to the
controller which can be very difficult

• Must identify facilities

• Must break past security• Must break past security



Target the Users

• Advanced Persistent Threat…or BPT

• Spearphishing or USB/portable drives

• Supply chain hacks and user created links

• Most intrusions can be attributed to Layer 8• Most intrusions can be attributed to Layer 8



Because if you can’t secure it surely someone
else can…right?



Lack of Security in Devices/Protocols

• U.S. PDD-63 was in 1998

• Still poor (i.e. none) security on controllers

• FUD sellers advocating security “solutions”

– It’s a process not a tool– It’s a process not a tool

• Unauthenticated protocols and traffic



Source: Matt Luallen and his CYBATI course again



Advanced vs. Persistent

• Why create Stuxnet? How advanced was it?

• No longer mindset of “focus on large targets
you get one shot”

• No logistic lines like in land warfare, defenses• No logistic lines like in land warfare, defenses
up front



Cyber Conflict and ICS

• Threat to Civilian Infrastructure

– Target infrastructure as military target

– Corporate secrets and competitive advantage

– Labs research– Labs research



Loss of Human Life



Offensive Approached
Computer Hacker Methodology

• Reconnaissance/Information Gathering

• Active Scanning/Enumeration

• Exploitation• Exploitation

• Privilege Escalation

• Persistent Access

• Cover Tracks



What is SCADA/ICS?

• Same slides as early…

• But now think like a hacker…

• Think like an attacker…



SCADA as Cyber TargetsSCADA as Cyber Targets



Typical ICS
Network

Source:
NIST 800-82



Typical SCADA Network

Source:
NIST 800-82



Hypothetical Attack ScenarioHypothetical Attack Scenario



Industrial Control Systems

Certificate Authorities

Information
Stealing

Cyber Espionage

Industrial Factory University/Corporate Research
Laboratories/AV Companies

Stealing



Key Internet Nodes/ISPs

Cyber Attack
Disruption of

Communication

Satellite Communication NetworkKey Electrical Power Grids



Nation vs. Nation
Non Nation vs Nation

Military Conflict

Non Nation vs Nation

Coastal Defenses

Missile Radar/SAM
Sites/Warning Systems

Mobile C2 and
Attack/Defense A/C



How Difficult is That?

• Very difficult and no need to exaggerate

– However, it’s something that is possible

• In fact we’ve already seen an approach to
doing multiple approaches in one platformdoing multiple approaches in one platform



Tilded

• History of Tilded

• Style
– Framework for Stuxnet/Duqu

• Features• Features
– Module based code writing, similar drivers

between August 2011 Duqu infection to Stuxnet,
updatable framework

• Stuxnet and Duqu spawn
– The reason Stuxnet/Duqu look as they do

– Design driven by purpose and needs



Tilded

Duqu Stuxnet Third
Weapon

?

Tilded



FUD vs. Real Threats

8132-1869-2304-9579-8415



What Now?

• The current security regarding SCADA/ICS is
horrible but not as bad as the news says

• What was amazing technology years ago is not
now though; what was difficult research isnow though; what was difficult research is
now taken for granted

– Accomplishing a difficult attack now will not be so
difficult in the future as the tech/experience
advances



Is Defense Doable?

• Yes!

• Approach security as a process

• Defense is actually easier when done right

– Know your network and keep learning– Know your network and keep learning

• Provide accessible education to users

• Incorporate security mindset into research for
the next generation of protocols/tech



“I’m Not the Security Guy”

• Who is this mythical “security guy?”

• It all starts with the research
– If you do not incorporate it no one else will

• Approach your research from all angles• Approach your research from all angles
– You think of how someone would attack your

thesis, think of how someone would actually
attack it

• Make your expertise work in new ways

• Security is part of the process



Conclusion

• Attacking SCADA/ICS is NOT easy
– But it’s doable and getting easier

• Security starts with the researcher

• If you do not research, examine, critique,• If you do not research, examine, critique,
analyze, theorize, propose, etc. the WHOLE
process no one else will

• Think like an attacker with your systems, think
of how you’d break them, and think outside
the box…be a hacker…it impacts us all



Questions?
RobertMichael.Lee@Gmail.com

Twitter: @RobertMLee


