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Wireless becomes ambient and intelligent

Loss of control 9

Surveillance

Profiling

(SWAMI-Safeguards in a World of Ambient Intelligence, EU-Project, FP6)
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ldentity Management Roadmap
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* Ambient
Environments

* Context based
privacy enhanced
personalisation

* Future Internet
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TEChnObQ ies/ * Login/Password * Liberty Alliance 2.0 User-SW-Agents
Platforms * Biometry * OpenlID * Interoperable |dM-

Middleware
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User-centricity
A question of the perspective
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(Research) Challenges for
User-centric Identity Management

. e User Empowerment
Citizen _
— User-controlled Identity Management
— Informational Self-determination

— Minimisation of Information Disclosure
Employee — Transparency
e Support of Anonymity & Pseudonymity

— Application level
Customer — Middleware
— Access and Core Networks

e Privacy-enhanced Personalisation

Individuum — Best Practice
— Rise Awareness
. . e New Development Tools for Ambient Environments
Victim

— Efficient and flexible Service Creation
— Security & Privacy by Design (default configuration)
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The Backend for Ambient Intelligent Systems

Networked Embedded System Middleware for
Heterogeneous Physical Devices in a
Distributed Architecture

HYDRA

European Commision with he Shh The for implementation of ambient computing
Framework Programme under contract . . .
572005034857 in networked embedded systems is to support the self-adaptive
Partners

interplay of a vast range of existing and new components.

1 C International Ltd., UK

2 CNet Sweden AB, SE

3a Fraunhofer Institute for Applied
Information Technology, DE

e s e 3 major objectives:

4 In-JeT ApS, DK

5 Priway, DK .

7 Teltonia 14D, s - middleware tool that to develop systems
8  University of Aarhus, Dept. of . . . . . .

,  Computerscence Ok with embedded, autonomic ambient intelligence computing
10 University of Reading, . .

11 MEH Technologien DK\ - middleware tool that of the underlying
12 Siemens Business Services, DE .

13 Technical University of Kosice I nfra Stru c't u re

- make new and existing distributed device networks
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Outlook: Prototype

ICT Summit, 25th-27th Nov 2008, Lyon, France
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1. Breakdown of the Heating
System

e  Context information to
enhance resolution process (@)
<
é s g

Firmware
Database

2. Resident receives error

e Send request with context

specific token HYDRAbased
Buildiné;:tletrc:_lmation
3. Approach of the service agent \

e Token is co-signed by service

provider @ t

4. Firmware update %
o Restricted access to internet Servic

based on context

Service
Provider
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Hydra’s Security by Design Approach
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Hydra’s Security by Design Approach

Virtualisation

Integration of Trust Models

Semantic Resolution of Security
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HYDRA's Ten Laws of Identity

1. User Empowerment: Awareness and Control

2. Minimal Information Disclosure for a
Constrained Use

3. Non-repudiation

4. Support for directional identity topologies

5. Universal Identity Bus

6. Provision of defining strength of identity

7. Decoupling identity management layer from

application layer

8. Usability issue concerning identity selection
and disclosure

9. Consistent experience across contexts
10. Scalability
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HYDRA Identity Law 1

e User Empowerment: Awareness and Control

& 5+9(PNRAD.D

Profile edit Friends * Inbox (14) v >

facebook

Find people you know on Facebos

Search

n “our friends on Facebook are the sa
wiorld. Vou £an use any of the taols

Applications edit

Phatos )
12 Goups @ Find People You Email
— Searching your emal addrg

find your friends g

Marketplace
B ke

= & Meescard number

—
E ‘e PIM

Login

P

WIRELES

Dwrasd oA ki hllsrneafe Cunk

Server Certificate Expired

"x-change. sit.f

: . 2
SN Lo openBC ... XING

q E

I Anmelden I Hilfe

k\,\bralnfjmde

Das CXPERTEMNPORTAL

Prer

| Ly g

ko continue anyway?

Conkinue

“Supports for Identity Management in Ambient Environments I-Centric

— The HYDRA Approach”, Hasan Akram, Mario Hoffmann 26th Oct - 31st Oct, 2008, Sliema, Malta



HYDRA Identity Law 4

e Support for directional identity topologies
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HYDRA Identity Law 7

e Decoupling identity management layer from
application layer
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Architecture/Implementation
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State of the Art Evaluation

@
N e°\0 @6& '@O\é& Q\& © ?
Hydra Identity Laws X | R | F | Y
1. User Empowerment - - ++ - - - ++
2. Minimal Disclosure + + + ++ + + ++
3. Non-repudiation - - 0] - + 0] +
4. Directional Identity 0 ++ ++ - ++ + ++
5. Universal Identity Bus - - + - ++ ++ +
6. Strength of Identity - - - - - - +
7. Decoupling Layers - 0 ++ 0 ++ 0 ++
8. Usability - 0 ++ 0O ++ 0 ++
9. Context Consistency + ++ ++ - ++ ++ ++
10. Scalability ++ ++ ++ + ++ ++ +
—
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Socio-Political Frameworks & Legal Aspects

RS

Consistently upholds human rights standards
Significant protections and safagl_mrda

Adeguate safegunrds ﬂgainst abuso
Somea snfegum'dﬁ but weakenad protactions

Systamic failure to uphold safeguards

Extonsive surveillance sociotios
Endamic survaillance sociatios
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Map developed from http/Yanglish freemap jo

http://www.privacyinternational.orqg/
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Summary

e Different perspectives allow different
interpretations of the term “user-centric”

— The perspective of the user is decisive!

e Privacy enhancing technologies (e.g. on
middleware layer) have to enable developers
to design privacy preserving applications

e Socio-political environments and legal
constraints have to be taken into account

e Privacy and data protection needs support
from politics and society
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