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What is CSIRT-CV? 
ICT Security Centre of the Comunitat Valenciana,

dependent on Generalitat Valenciana.

CSIRT-CV offers services within the Comunitat

Valenciana (Alicante, Castellón and Valencia), with

a non-profit public service vocation, so its services

are offered free of charge.



Attacks to Healthcare
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Cost of data breach in Healthcare
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Technologies in Healthcare
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➢ Mix of technologies: OT, Medical devices, Medical-grade network and IT

IT, OT, Medical devices and Medical-grade network are nowadays indivisible.

Providing patient safety is directly related to providing 
IT, OT, Medical devices and Medical-grade network security.  



Main weaknesses in medical devices
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• Designed for medical purposes

• No “security by design”

• Unencrypted data

• Hidden functionalities

• Complex to manage & to set up

• Default passwords & unknown 
functionalities

• Bad configurations

• “If it Works, don’t touch it”

• Security by obscurity

• Expensive devices & long-term life

• Legacy devices

• Outdated OS 

• Rented equipment

• Default passwords

• Operated remotely

• Trivial passwords

• Mobility inside hospital



Most disruptive technology in Healthcare
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Materials & Methods
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Attacker

Consult PC

(Practitioner/Radiologist)

Simulating medica 

imaging devices PCs + 

ultrasound scanner

Managed Switch

PACS 

•   Steganography in DICOM

• Modify metadata

• DICOM image modification

• Exfiltration of information

• Export metadata



Results
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Results
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•   Steganography in DICOM

• Modify metadata

• Exfiltration of information

• Export metadata

• DICOM image modification

A

B



Results
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• Use strong passwords

• Encrypt DICOM communications

• Perform periodic audits on medical network

• Monitor DICOM requests and accesses through web interface

• Network segmentation

• Implement security measures as firewalls



Conclusions

• Improve cybersecurity knowledge of healthcare environments.

• Test in a real simulated environment.

• Attack teams can identify vulnerabilities and exploit them without
risk of causing harm to either facilities or patients.

• Defense teams can monitor actions.

• Presentations in conferences, lectures and trainings for
cybersecurity awareness in healthcare environments.

• Teach new professionals how to defend and attack such facilities for
ethical purposes.
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C/ Ramiro de Maeztu Nº9 46022 Valencia, España

Teléfono: +34-96-398-5300  Email: csirtcv@gva.es 
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Thank you!
Questions?
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