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ol INTRODUCTION

MCI - Mass Casualty Incident

High demand:
- Large number of victims
- Limited resources

- Limited time

In a cross-border scenario, the situation is even more challenging as it requires
international collaboration (agreements, processes, technologies).




cveies OPERATING IN A MCI SCENARIC

VALKYRIES
o Forest Fire in the border

Porto ke
O

e ! . Madrid.
2 2 :
e ’ cefate Lo
o r" Flazenzia + e 1
L R Y ° Tolado (=
wa e ) e
Portugal

Dolmen “ElMelli



\¢
VALKYRIES

. 16. political coordinations

OPERATING IN A MCI SCENARIO

ab «

COUNTRY A

I1 5 . Incident reported

13. Reference ALERT

> &b

COUNTRY B

I 14. Incident Reported

12 |

CITIZEN
PSAP OP - 112
. 5. Register Victim ( 1st leve Triage data )
6 . Report First Responder data ( Position, ID, etc)
FIRST RESPONDER
8. Dispatch AMBULANCE
7. Victim data

9. Dispatch Victim to Hospital

&,
1 ALERT
g L@ h =2
CITIZEN
o 2. Raises Alert
4. Situational 3. Dispatch -
awareness ey —‘
_— >
ADVANCED  17. OPS Report
COMMAND POST
ADVANCED MEDICAL COMMAND POST
POST A

18. Sensor data

v

12. Report Response availability

SENSOR

2 o - 10. Report Ambulance data
m 11 . Report Victims data
VICTIM (e) (o)

(SENSOR WEARABLES ) AMBULANCE

’
i

HOSPITAL

Actors Technological Artifact
o User Terminal (e.g., Mobile phone and
Citizens
App), Web-client
Wearables (e.g., activity tracker with
Firefighters satellite positioning)
FR (¥) User Terminal (e.g., Professional Mobile

Advanced Medical Post Phone with App)

TETRA Terminal

PSAP (*) Operator 112 Terminal

112 Coordination Centre

Emergency Management System

Coordination Centre

Command Post

Emergency Management System

Command and Control System

Political Liaison

User Terminal (e.g., Phone / E-mail)

Vehicle Terminal (with network

First Aid Vehicles &
connection and satellite positioning)
Ambulances
Medical devices and wearables
Hospital Hospital Information System
Victims Medical devices and wearables

(*) PSAP: Public Safety Answering Point. FR: First Responder
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A federated approach to connect different systems together
Distributed operational response, coordination capability and supporting services.

Modular plug’n’play services and applications, running on top of SIGRUN (the

VALKYRIES interoperable framework), benefitting from available standards and
protocols

................... Application/

......... Service

................ (SlGRUN .'.'...........
'''''''''''''''' standard) LT

' DATA HANDLING
~ COMMUNICATIONS HANDLING




e . ARCHITECTURE - STANDARDS AND PROTOCOLS

= All-over-IP = VALKYRIES web-based requests:

= OASIS Emergency Data REST, JSON, HTTP(S)
Exchange Language (EDXL) = MQTT

= EDXL Hospital Availability = WebRTC
Exchange (EDXL-HAVE) = XMPP

= NENA Emergency Incident Data , Security: TLS
Object (EIDO)

= FHIR for medical data

= Smart Applications REFerence
ontology (SAREF) for loT




s . ARCHITECTURE - VIF SERVICES

(" VALKYRIES INTEROPERABILITY FRAMEWORK SERVICES = Communication Resources: These services are
- 2 responsible for delivering communication
COMMUINCATIONS Exchange capabilities to federated entities; management
DevcezDevice]] i B - and coordination of different networks.
e il ) Bt = Data Exchange: protocols for enabling
T | s e || sackup operational services to exchange data within
== gW

SIGRUN (e.g., subscribe messages to the
message broker).

MOBILE Phone| | yobile Radio T::;:ty File Sharing
> S 5 = VIF Core Services: necessary functions to set-up,
. Mutimedia 2 deploy and orchestrate the VALKYRIES
Management S federation:
N A J = The Single Sign-On service & User registration
2 VIF CORE SERVICES v o o e e o, h (S S O) .
— - e i = The Registration service.
Time Broker : BLC Securt | = The SIGRUN time service.
. : = The Message broker service.
S50 & User Regitration | 1| BLCOATA || = Blockchain (BLC) based services, functioning as a
S i ' secure trace and auditing mechanism in VALKYRIES.
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Minimum dataset Metadata

Category Description

= Timestamp

Data related with an MCI. It observes EDXL
and EIDO specifications.

Incident Data

= ProducerlD
Data concerning vehicles used in an MCI, like

Vehicle Data ambulances. It observes FHIR and EIDO [ | D ataTi m eva I i d ity

specifications.
Data related with connected devices and IoT, [ | OWH e rI D
Smart Devices such as victims’ vitals, fire detection and air
and IoT Data quality. It observes FHIR and SAREF u P ri O rity Leve I
specifications.
First Responders Data related to first responders. It observes ] U se rl D
Data EIDO and FHIR specifications.
Information collected about a victim during an [ ] S h b | red

Victim Data MCI. This includes triage information, location

and injuries. It observes FHIR standards.

Information about a hospital capabilities and
Hospital Incident  capacity in receiving and treating victims. It
Data observes EDXL, EDXL-HAVE and FHIR

standards.




onnd es CONCLUSION

= Two small-scale simulations performed:
= https://particle-summary.pt/wp/2023/03/30/valkyries-demonstration-at-ifise/

= https://particle-summary.pt/wp/2023/04/15/second-integration-test-of-the-valkyries-
system/



https://particle-summary.pt/wp/2023/03/30/valkyries-demonstration-at-ifise/
https://particle-summary.pt/wp/2023/04/15/second-integration-test-of-the-valkyries-system/
https://particle-summary.pt/wp/2023/04/15/second-integration-test-of-the-valkyries-system/

onnd es CONCLUSION

= This paper presents the work performed in the VALKYRIES project towards
defining a technical architecture capable of enabling collaboration among multiple
agencies operating in a cross-border MCI.

= An interoperability framework, named VIF, was defined. Organisations complying
with VIF can participate in a federated collaborative environment, exchange MCI-
related information and achieve high-levels of shared situational awareness, thus
contributing towards a better employment of resources and improving the
mission’s effectiveness and efficiency.

= Next steps of VALKYRIES will be validated in demonstration scenarios planned
for 2023 in Portugal, Spain, Bulgaria, Slovakia, ltaly, Greece and Norway.

= A key objective will be to develop technical specifications serving as the basis for
a standard, thus benefitting all organisations involved in MCI and cross-border
emergency situations.
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