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IDE Plugins For Secure Android Applications Development:
C o ntexlt Analysis & Classification Study
Android apps security

Key values findings

Android market share close to 73 %

~ Android is a leadi bil
naroidis a’leadig moble ——" | (05/2021) [Statista].

operating system

Vulnerabilities By Year
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Development: Analysis & Classification Study
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->  Resulted Security Attacks: Malwares,
Private Date Exfiltration.
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https://www.statista.com/statistics/272698/global-market-share-held-by-mobile-operating-systems-since-2009/
https://www.cvedetails.com/product/19997/Google-Android.html?vendor_id=1224




IDE Plugins For Secure Android Applications Development:
Co ntex.t Analysis & Classification Study
Ways to secure mobile ecosystem!
Protection solutions are proposed from different perspectives

@ 4

Security-Policies

- Educate users
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Development: Analysis & Classification Study

- Improve developer awareness
about vulnerabilities (security threg Our focus!

%
- Secure/Harden Android apps l\—=LJ

Secure code

- Keep malicious apps
out of the system K

Anti-malwares
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IDE Plugins For Secure Android Applications Development:

M Ot I Vat I O n Analysis & Classification Study

Our Focus: Android Apps Vulnerability Detection From Developer’s Perspectives

Android developers are the main reason of security vulnerabilities [R. Balebako et al. 2017; Scoccia; SCAM, 2019]
N z

Security isan a ought concern!

<~ N

New SD paradigms like: DevSecOps

|

Security Requirements
Risk assessment

|

Arch & Design reviews
Threat Modeling

Y
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Development: Analysis & Classification Study

l Security

Server Config Reviews
Network Config reviews Security

SDLC

are/System Development Securlty
Life Cycle - SDLC

M. TEBIB et al.
SECUREWARE

Security

Security

oY
I

Testing

Tests: unit, instrumentation,
fuzzing

Secure coding best practices
Static & Dynamic Analysis




IDE Plugins For Secure Android Applications Development:

CO ntri b Uti o n Analysis & Classification Study
Common research works

Provide Android developers an overview of existing security analysis plugins
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Development: Analysis & Classification Study

Mitra et al. [ESE, 2020] Li.Jetal. [PEASE, 2019] J-Mejiaetal. [WCIST, 2020]
Baset, A et al. [SPW, 2017]
Vulnerabilities detection assessment  |DE plugins for secure development! gy stematic Review
Only pentesting tools Vulnerabilities detection assessment 150 generic!
Only academic tools No focus on the Android apps No tools evaluation = u
2
5 =
a A =
w 5
Proposal: ; O
(%)
e Studying Android IDE plugins from security perspectives
e Studying different SD stages
e Experimental evaluation on real Android apps [ ) ]
e Academic and Industrial tools

AU )




- IDE Plugins For Secure Android Applications Development:
Resea rc h Q u eStI o n s Analysis & Classification Study

® RQ1. What are the existing IDE plugins that assist developers in preventing the
security issues in Android apps?

e RQ2. Issecurity considered in all the design levels during the development
process of Android apps?

e RQ3. Which analysis techniques are being adopted by the existing security
development solutions?

e RQ4. Are the studied IDE plugins effective in detecting known vulnerabilities ?
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IDE Plugins For Secure Android Applications Development:

P ro posa I Analysis & Classification Study

Android DevSec classification framework

[Components Hijack]

Data Injection Code Injection
Priv. Escalation Info. Leaks

IDE
Plugins
2

Security
Attaks

Instrumentation
ere? What?

Debugging /
Formal Verification
Analysis Android DevSec
GELTEREE IDE Tools
: Symbolic Execution
Fuzzing
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M et h od o I O IDE Plugins For Secure Android Applications Development:
gy Analysis & Classification Study

Followed steps

et
Literature ™.
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Development: Analysis & Classification Study

. \
(conference, Jourrv—
reports....) - Classification Per Design Phase
- Selected IDE Plugins - Adopted Analysis Approaches W N o e e
/‘ﬁ*\\ - Selected Analysis Criteria - Covered Vulnerabilities
[,ndustrlal & research, >® = - P o o
tools 7 \ ) &) \J U

//m\\ and Selection (documentation) (experimentations)
Public Source

repositories >
\ /
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(

conference, ournal
&

Methodology

Stepl: Search & Selection

—~Literatur re\

.

~_reports...

- Selected IDE Plugins
P . W - Selected Analysis Criteria

/m

(

.

dustrial & research,

tools ; > @ O

4

T —
] oo seerch

/ S and Selection
/ Public Source

\\

repositories /
b =

[1] https://github.com/impillar/AndroidReferences

IDE Plugins For Secure Android Applications Development:

Analysis & Classification Study

Sources

Github Repositories [1]

Literature Reviews
Baset et .al (SPW, 2017)

Industrial tools Known by authors

Inclusion
Tools integrated with the IDE

Industrial free tools
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Res u Its IDE Plugins For Secure Android Applications Development:
Analysis & Classification Study

Answer RQ1: What are the existing IDE plugins that assist developers in preventing
Android security issues ?
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Development: Analysis & Classification Study

Tool Name Ref. | Year | SD Stage | Focus Approach Method | Availability
Curbing [7] 2011 CR Permission Over-privilege Static, Manual | AST No
Lintent [24] | 2013 CR Communication static FM e
PermitMe [25] | 2014 CR Permission Over-privilege Static AST No
Page [26] | 2014 Spec Privacy policies Static NL No
Vandroid [27] | 2018 CR Communication Static FM No
Androidlint [28] | 2019 CR Communication Static AST Yes
Sema [29] | 2019 Design General Security Properties | Static FM Yes
PerHelper [30] | 2019 CR Permission Over-privilege Static AST No
PoliDroid-As | [31] | 2017 Spec Privacy security policies Static NLP No
9Fix [32] | 2021 CR General Code smells Static AST No
Sonarlint [33] | 2021 CR General Code smells Static TA Yes
FindBugs [34] | 2016 CR General Code smells Static AST Yes
Cocunut [35] | 2018 Spec Privacy policies Static H Yes
FixDroid [36] | 2017 CR General Code smells Static AST Yes

I AST: Abstract Syntax Tree; CR: Code Review; FM: Formal Methods; Spec: Specification;
2 SD Stage: Software Development Stage; AV: Android Version




IDE Plugins For Secure Android Applications Development:

Res u Its Analysis & Classification Study

Answer RQ2: Is security considered in all the design levels during the development
process of Android apps?

Specification

» Code source guided by textual

specification of security requirement
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Development: Analysis & Classification Study

_PoliDroid-AS -Sema -Curbing -ADB .
_Page -Vandroid -Lintent DeS|gn
. . . . — w
_Cocunut -PermitMe Analysis of Security properties at app v =
. . ()]
Vandroid models and graphical storyboards o >
- Android-Lint o 0 %
Coding -3
- PerHelper s T
-9-Fix Code reviews; Security Smells
- SonarLint
-FindBugs Testing [ 11 ]
-FixDroid

Pentesting tools




IDE Plugins For Secure Android Applications Development:

Res u Its Analysis & Classification Study

Answer RQ3: Which analysis approaches or techniques are being adopted by the
existing security development solutions?

Static Analysis

Abstract Syntax Tree (code smells)

Formal methods:
Reasoning about security aspects:
Inter Component Communication (ICC),
Permissions;
Verify security properties

Dynamic Analysis

Run analysis scripts during app run

m Static Analysis = Dynamic Analysis

M. TEBIB et al.
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H H ¥ IDE Plugins For Secure Android Applications Development:
Vu I n e ra bl I Itl es Analysis & Classification Study
Ghera: A repository of Android Apps vulnerability benchmarks

Secureltl / Ghera / android-app-vulnerability-benchmarks

UnnecesaryPerms-PrivEscalation-Lean

. O p e n S 0 u rce a p ps Repository of verifiable Android app vulnerability benchmarks

§s master Files v  Filterfiles Q

BB android-app-vulnerability-benchmarks / Permission / UnnecesaryPerms-PrivEscalation-Lean

e +60 Well Known Vulnerabilities
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Development: Analysis & Classification Study

Name Size  Last commit Message
S L.
BB senign 2019-01-22 Re-built all benchmarks with min-sdk 22 and target-sdk 27
. Vu I n e ra b i I ity eX p | O it BB malicious 2019-01-22 Re-built all benchmarks with min-sdk 22 and target-sdk 27
. BB secure 2019-01-22 Re-built all benchmarks with min-sdk 22 and target-sdk 27
o  Benignapp
- Testing 2018-05-26 tested for API 26 and 27
O M a | I C I o u s a p p E README.md 2.59KB  2018-06-29 fixed avdmanager command (_‘; E
=
0 <
README.md 0 o
o0 o
. . . Summary & D
. G IVeS I nfo rm at I O n a bO ut t h e VU I n e ra b I I Ity Apps that use more permissions than they need are vulnerable to privilege escalation attacks. . B
S n

Versions of Android where the vulnerability is possible

Tested on Android 5.1.1 - Android 8.1

e Reference to the source vulnerability
Description of the vulnerability and the corresponding exploit

The use of protected features on Android devices requires explicit permissions, and developers occasionally ask for more permissions than necessary.

(o)
[N
(98]

Nt

Issue: If an app asks for more permissions than necessary then the permissions can be used by malicious apps that do not have those permissions to invoke protected APIs

https://secure-it-i.bitbucket.io/ghera/index.html




H H HH IDE Plugins For Secure Android Applications Development:
Assess Analysis Capabilities Aaloe & Oloesifeation Stany
sonarlint & \/
e Lint Summary
Android Lint
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Development: Analysis & Classification Study

Plugins | ‘
gIDS installe
<: @ Detected vulnerability X

i ii @ Not detected X

App with vulnerability X @

@ Exploit the vulnerability

Is this vulnerability up to date ? “J

\
O
™

M. TEBIB et al.
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Res u Its IDE Plugins For Secure Android Applications Development:
Analysis & Classification Study

Answer RQ4: Are the studied IDE plugins effective in detecting known vulnerabilities?

Iteration 1 Shallow Analysis

( 1

Iteration 2: Reep Analysis

e B Iteration1 TP
Tool
FixDroi

Cocunut

I Iteration1 FN

- Iteration2 TP
- Iteration2 FN

FindBugs

SonarLint
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Development: Analysis & Classification Study

9Fix

PoliDr-AS

PeHelper

Sema

AndLint

Vandroid

M. TEBIB et al.
SECUREWARE

Page

PermitMe

Lintent

Curbing n Vulnerabilities

AT"ATAT AT AT A27A27A2-A2. A3. Ad. Ad. Ad. AL Ab. Ab. A5, A5,
V1 .P2V3 V4 V5 VI V2 V3 V4 VI V1 V2 V3 v4 vi v2 v3 va Ot ers

(o)
[N
U

TP True Positive: a vulnerability is present and detected by the tool.
FN False Negative: a vulnerability is present but not detected by the tool.




O bse rvat i o n s IDE Plugins For Secure Android Applications Development:
Analysis & Classification Study

Tools outdatedness and availability

Most of the security assisting IDE plugins become outdated
Many tools are not available for testing and use

Tools Effectiveness
Much False Negatives (FN)
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Development: Analysis & Classification Study

Analysis approaches for security

Lack of dynamic analysis approaches (important for: hijacking and over;
privilege detection ...)

M. TEBIB et al.
SECUREWARE

Benchmark availability and incompleteness

(o)
[N
(9))]

Nt

Availability of more relevant benchmarks could be a real breakthrough towards more
thorough security analysis.




C o n CI u S i O n IDE Plugins For Secure Android Applications Development:
Analysis & Classification Study

Summary

e We provide Android developers an overview of existing security analysis plugins
capabilities with regards to Android application development.

® We proposed a classification framework that deeply analyse a sample of IDE plugins
based on three dimensions:

1.  The analysis based approach,
2. Security vulnerabilities,
3.  Design level.

Future work
e Complete the deep analysis step (ongoing work)

e Extend the study with new more vulnerabilities

e Development of a tool with more analysis capabilities (ongoing work)
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Any Questions

Thanks for your attention!
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IDE Plugins For Secure Android Applications Development:
C o nteXt Analysis & Classification Study
Vulnerabilities Included in our study
Privilege Escalation

Unnecessary use of permissions
Empty Pending Intent
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Development: Analysis & Classification Study

Data Injection

Ordered Broadcast Cn|dr0Idb"A|\'Ft)'pS Unauthorized Acglgss f -
Sticky Broadcast ulnerabilities Incorrect Ha'm' ing of Implicit Intents = w
Weak permission checks 5 <;E
Developer’s Perspectives L
= 3
7
Code Injection
DOS attacks ) Information Leaks Dvnamic Code Loadin
Unhandled Exceptions Internal To External St y 8
nternal 10 external >torage Java script execution [ 20 ]

https://bitbucket.org/secure-it-i/android-app-vulnerability-benchmarks/

https://developer.android.com/




