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Prior research works used as foundation for this work
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Cyber attack scenario in the context of quantum computing & communication.
Step 2

Step 2
/ / Encrypted communication set up by

Encrypted communication set up by KD f ) s d P
\ PKI for user’s internet data traffic \ Q oruser’s internet data trafc

Bob

Bob Alice

Alice

Step 1

Step 1
QKD (e.g. 128 bit key) >

PKI1/RSA Algo ( 128 bit key) >

MITM attacker or eavesdropper can stealthily Quantum key distribution (QKD) leverages
read, copy and store the transmitted bits the 'no-cloning' property and lets Bob/Alice
and then do offline brute force analysis. detect an eavesdropper or a MITM attacker
Computation power of quantum computing is as qubits collapse from superposition when measured /
exploited to break classical security schemes such as read. While improving security compared to classical
Public Key Infrastructure (PKI) using Shor’s algorithm communication, QKD can still be vulnerable from very
to find the prime factors for RSA encryption many sophisticated MITM attacks on the quantum channel
orders faster. like intercept/resend faked states, quantum cloning, etc
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Basics of BB84 and DJ-algorithm for Quantum Key Distribution (QKD)

Alice sending |0> or | 1> on quantum channel using one of two bases BBS4

R e Alice randomly selects one of
1>| 1> | 10> | 10> o>’ 1>‘ o>‘ o>’ 1> :
10> 1> 1> ] 19 10> |10 1A |10 10 | | the two different bases

&
I0>\\ 4> V4 I - - TR - S 4%’ (rectangularé» or diagonal 53)

to transmit |0> or |1>.
e Bob randomly uses one of the

Bob randomly selects one of the two bases for measurement two base§ for mea.lsu.rement.
Alice S [FOA | = 5 : Bob e After qubit transmission they
‘%’ ‘%’ %_@@ aﬁ ‘{" @iq 1S4 Bob's Bases share the bases they used
10> | (1> | 1> [ 100 [ o> [ 11> [ 115 [ 115 | 1 Bobs Result (Alice for sending, Bob for
measurement).
X lok| X |ok|ok|ok| x| x| ok correct/ e |f Bob measures a qubit in the
Incorrect same base that Alice sent, the
- [>| = [j0>]10>|1>| = | = | |1> correctresult reception is correct.
determined
- . . o ‘n’ Input [ |
DJ-algorithm finds if an unknown function ‘Uf’is: non . Zn 13 i
e constant: for all input possibilities the R (0%7) - H ! ; * LA s
output is always |0> or always |1>. Helper Target : Uy :
e balanced: for one half of the inputs the qubit (T) |1) H : vy ud f(z) :
output is |0> and for the other half of the . | . )
inputs the output is |1> L _Ahce ) 1 Bob ) 1 Alice
sending Request receiving

For QKD the DJ-algorithm is split into 3 steps:

(1) Alice sends request with |0> initialized ‘n’ input qubits & |1> initialized helper target qubit (T), that are all
superposed, forming a DJ-packet.

(2) Bob applies Uf (constant or balanced) that updates the DJ-packet and sends back to Alice.

(3) Alice receives and measures the DJ-packet to determine type of Uf that was applied. This in essence communicates
a secret binary value, interpreted as: constant = 0, balanced = 1
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Past work on QKD based on DJ-algorithm

l_ — =— =— —— — — Flxed sized (4 qubits) & fixed position: —— =—— =—— — — — 1
I| ny o1 pen Lt : 7 | : Bob x|
Q2 Q2 Q2 | Q2j1Q1 Q1 |@1 | a1
Alice sending ml@ |m mlm @ | (1 | © { | U |
| Request | “J
| 1) H DJ-Packet 2 DJ-Packet 1 v v f(x) |
— /' =1l QUANTUM CHANNEL L) S——
Frm—mm —m 2 DJ-Packet 1 DJ-Packet 2

S Ee e —H - . e |
| Alice | a1 a1 a1 |al |B2 a2 az2]a2

receiving \(0) Mm @a|lm@ o @|m H

Q# :indicating DJ packet #
(#) : qubit index in DJ packet

(T) : indicating target qubit in DJ packet

\/

Eve intercepting DJ packets
after Bob applied Uf

Fixed sized DJ-packets
with no target qubit
reordering.

Throughput = 1/4 secret
bit per qubit.

Secrecy = VERY LOW
Easy for Eve to
predictively intercept the
entire DJ-packet, identify
the qubits, determine Uf,
and then replace with
fresh qubits.

Ref: K. Nagata and T.

Nakamura,
doi:10.4236/oalib.1101798

J— - — Hopping & Reorder: HR:3(1),2(0),4(2) —— =—— = =—— =—— —— 1
08ny A gen Lt ARl Bob .|+
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I Request | (2) p(T) J(1) | (0) | (O J(T) §(1) | (T) ](O) | J f
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| Alice | a1 a1 a1 o2 |a2Bae: a3 |a3 | a3
| receiving 0) § (M (1) (1 (Mm@

Q# :indicating DJ packet #
(#) : qubit index in DJ packet

(T) : indicating target qubit in DJ packet

T

Eve intercepting DJ packets
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after Bob applied Uf

Size Hopping and
reordering of target
qubit for DJ-Packets.

Throughput = 3/(3+2+4)
= 1/3 secret bit per
qubit.

Secrecy = HIGH

Ref: R. De, R. Moberly,
C. Beery, J. Juybari and
K. Sundqvist, IEEE
QCE21
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The new work: The HRB (Hopping, Reorder, Basis) scheme

e HRB is an enhancement on the past work by R. De, R. Moberly, C. Beery, J. Juybari and K. Sundqvist, IEEE QCE21

A HRB further increases the entropy by using multiple orthogonal
bases (B) e.g., Z-basis, X-basis, for the different qubits in a
DJ-packet, during communication over the quantum channel.

A attacker's interception success drops 200-times when using two
orthogonal bases vs. 12-times in the past work in IEEE QCEZ21.
With three orthogonal bases the attacker's interception success
drops more than 1000-times, and Secrecy increases upto 99.98%

A |0>and |1> in Z-basis upon rotation
s about the Y-axis by 0.5*pi radians (90

\ N\ degree) become the |[+> and the |-> in

ST[) the X-basis.

. A To recover the qubits into Z-basis

TV values a rotation of the qubits by

' Y\ -0.5%pi radians (-90 degree) about the

Y-axis is needed.

Practical quantum hardware realization for the basis change (through

rotations) are possible using a combination of Hadamard (H) and T

|-‘-> gates. The T-gate is a rotation around the z-axis by pi/4 radians. With a
sequence of H and T gates, a single-qubit gate rotation of various angle
values can be set-up around an arbitrary axis in the Bloch sphere

Qubit H-gate T-gate H-gate f—> Qubit < H-gate

T-gate

H-gate H T-gate |
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The new work: The HRB scheme options and details

Option (i): Uses same basis for all the qubits in the same
DJ-packet, but different DJ-packets in the same hopping
sequence can use different basis.

r A , B

Q1 Q1 Q1 Q2 ‘ Q2 ‘ Q2 | @2 | a2
(0, BO) | (T, BO) | (1,B0) | (0,B1) (1, B1)| (2, B1)| (T, B1)| (3,B1)

Hopping Sequence HRB:3(1,B0),5(3,B1): the first
DJ-packet (Q1) using basis B0, and the second
DJ-packet (Q2) using basis B1.

Where, B0 = standard basis/Z-basis, B1= X-basis

Option (ii): individual qubits within a DJ-packet can use
different basis (B0, B1)
N
s N
Q1 Q1 Q1 Q2 Q2 Q2 Q2 Q2
0,80) | (r,B1) | (1,81)  (0,B1)|(1,B0) | (2, B1)| (T, B0)| (3,B0)

Hopping Sequence HRB:3(1, B0, B1, B1),5(3,B1, B0,B1,B0,B0) where basis can be different

for individual qubits in a DJ-packets Q1 and Q2. Where, BO = standard basis/Z-basis, B1=
X-basis
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The new work: Example Cirq circuit for Alice and Bob in the HRB scheme

0:
5 qubit Cirqg circuit:

¥ B
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3:
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3 qubit Cirq circuit: Bob Balanced Uf
1: —Ry(-0.5n) l @—Ry(0.5n)
2: —Ry(-0.51)—X—X—X Ry(@.5r)—
9: H X (@
3 cubit Cirq circuit: Alice Receiving |
1: —Ry(-0.5m) H X {@—
|
2: —Ry(-0.5m) H X M
Circuit for

HRB: 3(2,B0,B1,B1),5 (4,B1,B0,81,B0,B0)
~

Q[0]
(Z-basis)

Q[1]

Q[2]
(X-basis)j(X-basis)

Q[0]
(X-basis)

Q[1]
(Z-basis)

Q[2]
(X-basis)

(2

Q[3] Q[4]
-basis) I (Z-basis) I

Rohit De

5 qubit Cirq circuit: Ali
B

1 B @

2: —Ry(-0.5m) @—Ry(0.5n)

32 ’ @

4. X—X X )I( X
©: —Ry(-0.5mn) H X @

ce ReceivirJg

: —Ry(-0.5mr)

[

X

H

e
(|

@
—e
—e

)

Del Norte High School, San Diego, USA

IARIA INFOCOMP 2022

June 26 - 30, 2022




The new work: Example circuit showing buffering, serialization, reordering from
Bob to Alice in the HRB scheme a 5-qubit DJ-packet

0: =Ry (-0.51)—@—Ry(0.5n) . Q(0) | buffering for serialization with reordering
C X-basiS|m m o
QI[0], Q[2] received as X-basis, changed to Z-basis, Q(1) == -~ N
i @ B\ ZbasisT T .= TS\ I
Oracle applied, and sent again in X-basis Q@2 . < a@3) | a@) | am) fam i a)
2: =Ry (-0.5m) —Ry(0.50—— " am) L 7 2| X | 2| 2| X
: y\-v.om @—Ry(@.5n) Q@) |~ basis | basis | basisf|basisf|basis

DJ-packet with reordered qubits
(Z or X basis) on the sequential
quantum channel

4:—> X—X X—X X

Cirq circuit: Bob receiving, then sending after applying
Balanced Uf

Cirq circuit: Alice Receiving

0: —Ry(-0.5n)—H—X—@
un-doing reordering, buffering to__ . X?)(aos)'s
parallel form  — — _ / ~basi 1: H—X—@
\ ~r -~ : ¥
a3) | a@) | o) Fam | o) Z-basis QI0], Q2] changed to Z-basis
Z | X |z}l z ]| X | (- QA) —>) —Ry(-0.51)—H—X—@
basis | basis | basisfbasisfbasis | X-basis
Q(3)
\\i‘———-\__/ /| Z-basis| | 3: H—X—@
T = - j Q(T)
N\ - i
— Z-basi 4 H X "
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Cirq simulation, attack model simulation in Python & theoretical probabilities

1. Cirq simulation uses quantum gates (e.g., Hadamard, Pauli X, CNOT) to implement Alice, Bob & Eve with DJ-packet
qubits as inputs. Separate simulator instances for Alice, Bob, & Eve as they are on different quantum devices.

2. Python simulation with Eve attack model and DJ-packet stream set up with various HRB schemes and randomly
selected (balanced, constant) oracles. Is much faster than the detailed Cirq simulation involving quantum operations.

TIME INCREASING

———

DJ-packet stream between Bob & Alice tagged with ‘constant’ or
‘balanced’ Uf in a sequential quantum channel

Scan window 1 T; <Scan window 2 T“ Scan window 3T,

5 l‘Sca n window 1 TNScan window 2 T>< Scan window 31;
Offset 0 Scdn window 1 T, ‘Scan window 2 T»« Scan window 3T,

Offset 1 I
Offset 2 ‘

4

- . . T
<Scan window 1 T> ‘Scan window 2 T’: Scan window 3 .

Eve attack Model assumes a fixed
DJ-packet size (M = 4) & target qubit
(T) at the last index (index = 3).
Scanning starts with
different offsets.
Hopping Sequences
have at least one DJ-packet of size M.
Assumes qubits can be using either of
the two basis Z-basis or X-basis

Fixed DJ-packet size is N = 4; Eve Scan window is M = 4

oo

Number of Bases used B =2

The theoretical probability of successful Interception for:

Fixed for F:4 Interception=1/M=1/4 = 25%

Fixed Reorder for FR:4 Interception = (1/M)*(1/M) = 1/(M*M) =
Hopping for H:2,6,4,5,3 Interception = P*(1/H)=P/H =1/20=5

Computing theoretical probabilities of interception for the various schemes:

Total Size of Hopping Sequence in qubits is H = 20 for HRB:2,6,4,5,3; (20=2+6+4+5+3)
Number of DJ-packets in Hopping Sequence with same size as Eve Scan Window is P = 1;

Hopping Reorder for HR:2,6,4,5,3 Interception = (P/H)*(1/M) = PI(H*M) = 1/(20*4) = 1.25%
Hopping Reorder Bases for HRB:2,6,4,5,3 Interception=(P/H)*(1/M)*(1/B)-pow-M = 1/(20*4*16) = 0.078%

1/16 = 6.25%
%
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The simulation results

% Successful Interception

Attacker's Successful Interception % vs. Hopping Sequences

100

% Secrecy vs. the Various Schemes

A
S

The first bar (F:4) represents work by
K. Nagata & T. Nakamura, with fixed size
DJ-packets where attacker’s interception
success is 25%.

The second & third bars (HR) show
prior work by R. De, R. Moberly, C. Beery,
J. Juybari & K. Sundqvist, IEEE QCE21.
where attacker's interception success
dropped to 2.77% and 2.0%,
respectively, i.e., a 12.5-times drop
compared to F:4.

The fourth, fifth and the sixth bars
show the new HRB scheme.

e The fourth bar uses two basis and
option-1 with 1% successful
interception.

e The fifth bar also uses two bases
but with option-2 has 0.13%
interception success, which is
200-times lower than F:4.

e The sixth bar uses three bases with
option-2 with 0.02% successful
interception which >1000-times
lower than F:4.

Secrecy improves from 75% for one
basis, to 98.4% for two basis, and to
99.7% for three basis.

The best secrecy (99.98%) is achieved
when three orthogonal basis is used with
DJ-packet size-diversity, and target qubit

reordering as in HBR3:2,6,4,5,3(ii)
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The high entropy quantum communication framework: overall system diagram

Step 2 Alice and Bob has the list of all predefined HRS
/ Encrypted communication set up by HRB \ schgmes, kept indexed using 8-16 bits (number of
\ QKD for user’s internet data traffic entries between 256 to 65,000)
Alice Step 1 el Alice and Bob uses the BB84 scheme to communicate

the index of the HRB scheme to use. Then they use the

HRB QKD / Secure Messaging (>= 128 bits) - :
specific HRB scheme for the actual QKD, or instead of

\ .\\ _StepO QKD Alice and Bob performs Short Secure messaging
< share 8-to-16 ':'ts for HRB index using BB84 > using the HRB scheme to encode the message bits
g R N
\
\
: LUl
Item | HRB Scheme Description O QUANTUM CHANNEL .
1 F:4(3) \ it
2 FR:4(3),4(2) \ - (ot ok N~ Dipadiets :
3 FR:4(3),4(2),4(0) \ g b 2E=DG 4 *
4 H2(1)4(3) o | 0 o o 8? & I
: \ : A
5 HR:2(0),4(3) \ ac 2
8 H:2(1),4(3) \ VY X ] S :
9 HR2(0),4(3) 1 ot bt omama ) & ] ac[ac]
\ y Q1 Q1 JQ1 JQ2 JQ2 Q3 JQ3 JQ3 03: 89'
11 HR2(1),4(3),3(O) \ O | () (MmO §M pO M (1) @ & oS 8§ 8§ JL,
\ DJ-packets in Sequential Quantum Channel l)\J;packets in mh;ﬁ;g
17 | HR4(3),2(0),6(2),5(3) |y , ,

\ Q1 Q1 Q1 a2 | a2 Q2 Q2 Q2 Q2 Q2
0,B0) | (r,B1) | (1,81) | (TBO) | (0.B1) | (0, B1) | (1, BO) | (2, B1) | (T, BO) | (3,B0)
27 | HR:2(0),6(3),4(3),5(2),3(1) | \

‘ Hopping, Reordering, Multiple-Bases
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Detecting MITM attack by determining qubit state mismatches in DJ-packets

IARIA INFOCOMP 2022

Alice measures DJ-packet | A Bloch Sphere represents a DJ-packet qubit. The expected (@) state and the
qubits received from Bob. _ _
BA4-1 Determines Balanced or actual (@ A ) state of the qubits for three different test runs are shown
. Constant. Qubit-0 Qubit-1 Qubit-2 Target Qubit
) y ) |0)
v o ® i
Futput DJ-packet = { input A 'y
B5-2 UbitS, target qu|t set by w MATCHED MATCHED
results = Balanced/Constant} ¢’ 4 @\%@ @?@K.@\
B6-1 @\% y | @\‘%ﬂf\\ y y
o 1
Is Balanced Uf: The actual states of Qubit-O and Qubit-1 t do not meet the
Ca-1 Output DJ packet respective expected states, indicating an interception by Eve.
state == state of an

i Expected output Qubit-0 Qubit-1 Qubit-2 Target Qubit

DJ-packet 10) 10) : .
coa ? 4& 5
C5-2 vES NO A
Co-1 ¢ O 'S @\@‘@\ MATCHED “ ®@\®

No _ Eve @&%@ y @\% y y @\% ¥y
C6-2 interception intercepted x . : -
Storage by Eve. The reStUI:; ’ ’ ) ’
of Value of (Com.pu © Constant Uf: The actual states of Qubit-0, Qubit-1 and Target Qubit do not
expected| | computed Uf) is not : g : :
output DJ Uf is the reliable meet the respective expected states, indicating an interception by Eve.
packet
states shared
secret
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Conclusion

A novel way to increase the entropy of the DJ-packets communicated over the quantum channel is developed by
employing different orthogonal basis for the qubits in the DJ-packets and combined with the past research that
introduced DJ-packet size variation and target qubit reordering.
e Simulations showed that attacker's successful interception rate drops 200-times when using two orthogonal
bases, and more than 1000-times when using three orthogonal bases vs. past research.
e The method can be used both for QKD and also for secure messaging due to very high secrecy (e.g.,
99.98%) that can be achieved.

Worldwide, there is an increasing focus on quantum technology to strengthen cybersecurity:
% US Department of Energy (DoE) in 2020 announced a blueprint for a “superfast and almost unhackable
national quantum Internet”.
% Various research labs in USA and Europe have set up QKD networks for experiments and trial runs.
% China launched a satellite (Micius) that demonstrated QKD to set up secure communication.
% Various research teams worldwide are working on Quantum Emulation hardware that can make transition to
quantum less risky and more accessible.
% Many companies are also working to bring quantum computing in the forefront. While PKI can be
compromised in a number of ways, QKD provides companies and government agencies the means to
share confidential, mission-critical data in an ultra-secure, almost unhackable way.

Possible Future Works:
> Evaluate different HRB schemes on real quantum hardware (it’s difficult to get access) and perform trade-offs
on HRB quantum circuit size vs. secrecy requirements for the quantum channel.
> Explore ways to prevent DoS that can happen when the attacker is continuously trying to intercept.
> Test robustness against quantum decoherence and noisy channels/hardware that can lead to false positives.

This research can also provide a foundation for interested readers to learn more about how quantum computing and
gquantum communications impact cybersecurity.
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