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ÅGeneral consideration of existing lightweight XOFs

ÅDeep analysis of three:
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ÅXoodyak
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ÅA set of design considerations
ÅRound function width

ÅNumber of rounds

ÅRound constants

ÅRate

ÅLinear layer

ÅNonlinear layer

ÅSecurity claim



What is a Resource-constrained Device?

ÅLimited processing and storage capabilities
ÅE.g., RFIDtags, sensor networks, 

microcontrollers, IoTdevices.

Wireless Sensor Tags ÅMotion
Ådoor/window 

(opened/closed)
Å temperature or 

humidity

Any device with internet access

Wi-Fi Router

Free Cloud Server

Local server

Notify



Some Applications 

Smart Home 
Appliances

03
Medical 
sensors

02

ÅIn-vehicle, vehicle-to-
vehicle and road-to-
vehicle communication, 
driving assistance 
systems.

Automobiles

01

ÅMeasuring blood 
pressure, blood 
sugar etc.

ÅSmartHeating, Door Locks, 
smart gardening



Why is it Difficult to Secure Lightweight Devices?

o Limited Memory.

o Limited Computational Power.

o Limited Power.

LWD



Lack of Suitable Cryptographic Solutions 

SECURITY

Many products  use 
non-standard security 

algorithms .

Not suitable For low 
resource devices

Broken in practice
Do not offer sufficient
protection



Lightweight devices need right-sized cryptography

Urgent need for suitable crypto!



Lightweight cryptography 

LightweightCryptographyis a Subfieldof
cryptographythat aims to provide crypto
solutions optimized for constrained
environments

The US National Institute of Standards and 
Technology (NIST) competition .


