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Black swan situations
Termed by Nassim Taleb in his book: “Antifragility, things that gain from disorder.” 

A Black Swan situation is an unexpected situation with 3 attributes: 

I. Before the situation occurs, it is considered extremely unlikely, if not impossible; 

II. When it occurs its consequences are significant, either in changing belief, or in consequence;

III. After it has occurred, it makes perfect sense as something that could happen

[41]
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Black Swan cyber situation: Emotet
Large scale, high impact

Distribution of  Emotet botnet IP addresses, 

June 2019. [36]
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Black Swan cyber situation: WannaCry

Distribution of WannaCry infections

14 May 2017, after 5 minutes [5][19]
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Large scale, high impact



Black Swan cyber situation: WannaCry

Distribution of WannaCry infections

14 May 2017, after 1 hour [5][19]
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Large scale, high impact



Black Swan cyber situation: WannaCry

Distribution of WannaCry infections

14 May 2017, after 24 hours [5][19]
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Large scale, high impact



Emotet infection process

[4]
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attack 
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[5][18][36]



1. Current state of the organisation

• Cyber-risk awareness of personnel based on click-rate

• Compliance with cyber security standards and guidelines

• Maintenance of these

2. Critical Vulnerability Reports

• Microsoft CVE & NIST

3. Threat alerts and reports from cyber research centres

• MalwareTech

• Metasploit

• Qualys

Open communications between cyber teams, sharing information

Notice early warning indicators through situational 
awareness of vulnerabilities and threats.

There to be found by those who seek them: friend or foe.



Preventing these Black Swan situations
Be alert, take action!

1. Address the weakest link: people

2. Incorporate cyber into policies

3. Control who accesses what, when

4. Maintain a technology barrier

5. Be prepared for the worst, with backups

6. Maintain current state situational awareness

7. Limit exposure of critical systems and data

8. Apply emergency zero-day patches immediately

[1][2][4][6]
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Conclusion
Black Swan situations are preventable

1. Policies, processes and practices that align with current state

2. Individual accountability for everyone

3. Situational awareness through timely and relevant information

4. Constantly changing:

1. Cyber environment

2. Malicious actors

3. Threats

4. Vulnerabilities

5. Situational awareness is key to preventing malicious exploits developing 

into Black Swan situations. 

6. Notice the early warning signs, prepare for and respond to emerging situations

Situational awareness

+

Preparation and 

Response
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Questions?

Please email your questions to

Anne Coull


