
Attack Path Generation Based on Attack
and Penetration Testing Knowledge
Prof. Dr.-Ing. Reiner Kriesten (reiner.kriesten@h-ka.de) 

Florian Sommer, M.Sc. (florian.sommer@h-ka.de)

Foto: Qijin Xu / Unsplash



Resume: Reiner Kriesten

2

Karlsruhe University − Institute of Energy Efficient Mobility

12.11.2022

• Since 2009: Professor at Karlsruhe University of 

Applied Sciences

• Since 2012: Chair Institute of Energy Efficient 

Mobility

• Since 2013: Academic Dean of Master’s 

program Automotive Systems Engineering

Research

• Systems and software engineering of embedded 

systems

• Security of Cyber Physical Systems (CPS)

University Activities

• Lectures

• Supervision of Bachelor and Master Theses

• Supervision of PhD Theses



Domain

Gateway

Sensor

Actuator

ECU

ECU

ECU

ECU

Sensor

Remote 

Gateway

Car-to-

Infra-

structur
GPS

Car-to-

Car

Sensor Sensor

Sensor

Actuator

Actuator

ECU

AI-

ECU

AI-

ECU

Domain

Gateway
Domain

Gateway

Central

Gateway

Internet

Actuator

Sensor

Sensor

Sensor

Actuator

Sensor

Sensor

Actuator

…

AI-

ECU

AI-

ECU

Automotive Security

3

Karlsruhe University − Institute of Energy Efficient Mobility

12.11.2022

Secure 

Operation 

(Lifecycle)

Threat Analysis 

and Risk 

Assessment

Security 

Requirements

Security Concept, 

Security Measures

Secure 

Implementation

Security 

Verification

Security 

Validation

• ISO/SAE 21434:2021 Road Vehicles –

Cybersecurity Engineering

• UN Regulation No. 155 – Cyber security and 

cyber security management system 
Connected and autonomous vehicles

→Highly complex system of systems
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Security Testing mainly applied 

at late stages of development

vs.
• High number of components

• High degree of communication

• High degree of data processing
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Penetration Testing, 

Fuzzing, 

Vulnerability Scanning

Verifying Security Measures, 

Code Analysis

Goal:: Verification - is the system 

correct realized ?

Goal:: Finding of residual 

vulnerabilities

Goal:: Validation - is the 

correct system realized ?

A deeper look in security testing



What about multi-stage attacks? 

−“Single functional requirements testing” does not stress out possible “vulnerability chains” which might exist

−Importance of multi-stage attacks?

−So: how can we detect vulnerability chains in a system which might be exploited?

−Quality rating of security testing without vulnerability chain analysis?

Automotive Security
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132; 37%

229; 63%

ATTACKS
Multi-Stage Single-Stage

132; 45%
164; 55%

ATTACKS 
(WITHOUT RELAY ATTACKS)

Multi-Stage Single-Stage

392; 63%

229; 37%

ATTACK STEPS
Multi-Stage Single-Stage



Approach: 

1. Move test activities to left side of V- Model via Model-Based Approach for Security Testing

2. Focus on multi-step attacks, see next slides

3. Find security attack paths automatically based on attack database

4. Fill database with new validated paths / restart 

Automotive Security
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Keen Security Lab, “Experimental security assessment of bmw cars: A summary report,” 2017. Available: 

https://keenlab.tencent.com/en/whitepapers/Experimental_Security_Assessment_of_BMW_Cars by_KeenLab.pdf
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Attacker

GSM

Read/Write

Encr., Sign.Vul

(Step1)

Vul

(Step3a)

Vul

(Step2a)
Vul

(Step4a)

Telematics

Full Control

-

USB

Read/Write

-

Infotainment  

Full Control

Code Signed

Vul(Step1):

• Acquired Privilege: 

Read/Write

• Violated Security Property: 

Confidentiality and authentication

• Exploit: 

Bypassing encryption/signature 

algorithms and establishing a GSM 

network to access remote services 

offered by the Telematics unit.

Vul(Step2a):

• Acquired Privilege: 

Full Control

• Violated Security Property: 

Authorization

• Exploit: 

No access control 

implemented on the Telematics 

ECU, so attackers are 

authorized users while sending 

valid GSM messages.

Vul(Step3a):

• Acquired Privilege: 

Read/Write

• Violated Security Property: 

Authentication

• Exploit: 

Sending valid messages from 

Telematics the USB channel.

Vul(Step4a):

• Acquired Privilege: 

Full Control

• Violated Security Property: 

Integrity

• Exploit: 

Exploiting a memory 

vulnerability in the 

Infotainment’s in-vehicle 

browser.
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J. Dürrwang, F. Sommer, and R. Kriesten, “Automation in automotive security by using attacker privileges,” Proceedings 19th escar Europe 2021.
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• Formal Model: Extended Finite 

State Machine (EFSM)

• States contain E/E architecture 

components and related attacker 

privileges

• Transitions contain attacks and 

exploited vulnerabilities
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• Events represented by exploits

• Guard condition represented by 

vulnerabilities

• Actions represented by acquired 

attack privilege and violated 

security property

Transitions:

𝑺𝒐𝒖𝒓𝒄𝒆
Event[Guard]/Action

𝑻𝒂𝒓𝒈𝒆𝒕

State 3: CGW

Execute

-

State 2: CAN 1

Read/Write

-

Exploit [Vulnerability]/{Privilege, Sec. Property}
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F. Sommer, J. Dürrwang, R. Kriesten: Survey and Classification of Automotive Security Attacks, MDPI Information, Vol. 10, Issue 4, 2019

361 published attacks classified by  our attack taxonomy and separated into their 

individual steps (621 steps). (Automotive Attack Database: https://github.com/IEEM-HsKA/AAD)
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• Knowledge base is created

• Constant refinement and updates 

of the database

• Early tests possible based on 

existing penetration tests

• Reusing attacks/tests in security 

testing and threat modeling

• Mitigations can be aligned with 

attacks

Note: Research was performed within the SecForCars project, 
funded by German „Bundesministerium für Bildung und 
Forschung“ (BMBF)
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