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&=  Connected embedded systems FZI

e Advantages
 Efficient resource utilization
e Minimizing human effort
e Savingtime

e Problems
o Security
* Privacy
e Complexity g

‘ Secur e embedded
systems

© FZI Research Center for Information Technology 4

/




A e

L— Challengesfacing secure embedded system design FZI

= Security as add-on feature to embedded systems

=  \Weakness elimination efficiency

= Design decision verification from security aspects
= Security processing gap

= Entangled structure of embedded systems
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Security by design

model -orientation

Proposed
solution

Security mechanisms estimation

Refinement process

Covering hardware architecture and network structure
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Proposed approach

Security by design

M odel-orientation

Security mechanisms estimation
Refinement process

Covering hardware architecture and network structure
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Security by design

SDLC (System Development Life Cycle) models:

* V-shaped model

e |terative modd

Iteration 1
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Iteration 2 Iteration 3 Heration N
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| Y
Design || Design
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Implement
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Virtual prototyping ?;'I

Preliminary stage of physical prototype

Completely or partial provision of subcomponents
Executable model

Widely used in product development and system analysis

Simulation language : SystemC
« Different abstraction level of SW/ HW
 Modeling of SW application/ Digital
and anal og electronic components

Redesign « Fail Virtual Tests

Pass Virtual
Tests

Pass Physical
Tests

[ Requirements H Design Virtual Virtual Physical &M;p::f_z:)ct:re
Prototype Prototype Prototype istribution

Redesign « Fail Physical Tests
and fix code Y
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verification

Requirement

e e ] o o

Known vulnerabilities

Validation factors based on security requirements

R e I R
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Requirements specification step 1

General Security Requirements }

<<requirement>>
Security Requirement

<<requirement>>
Security Requirement

<<requirement=>
Security Requirement

Requirement
Tree

<<requirement>>
Security Requirement

==requirement==>
Security Requirement

ID="2.1" ID="22"
Security Requirement
1

text="" text=""

Requirements specification step 2

Attack surface categories J

Asset categories /

<<requirement>> <<requirement>> ==requirement=> <<requirement=> <<requirement=> <<requirement=>
Confidentiality Integrity Availability Confidentiality Integrity Availability

—1 PG.DataModifyl PG.DataAdd2
Asset="" Asset="" Asset=" Aftack surface="" Aftack surface="" Altack surface=""

Requirements specification step 3 —1 PG.DataConfidential 1

Security Profile

<<stereotypeName>>NodeName

PropertyName =™
bxt=""

<<stereotypeName>>NodeName

PropertyName =™
bt="

<<stereotypeName>>NodeName

PropertyName =™
txt=""
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verification

Requirement

e e ] o o

Known vulnerabilities

Validation factors based on security requirements

R e I R

© FZI Research Center for Information Technology

A
IARIA



IARIA

|
72

UML class diagrams

Security Requirements /
from Specification

g Security profile
UML composite
diagram
l A 4
UML model
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[ UML Diagram /

/ Security Profile /

Extract
Information

|

Search in V-DB

t

N

Protection

Report:
Goal tree List of
(From l vulnerabilities
specification) which
_ endanger
Making Report protection
List of goals from PG
vulnerabilities tree.
+ Severity
Solution

Severity
+
Solution

Vulnerability
Database

© FZI Research Center for Information Technology 18




@D

19

verification

Requirement

e e ] o o

Known vulnerabilities

Validation factors based on security requirements

R e I R
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|
nQ

UML class
diagrams » sSimulation source code

(SystemC)
/ CO_mIDOSite /Z__, Configuration
diagram

Simulated M odel
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Dynamic
Analysis
List of
protection goals
and
Attack surfaces
from UML
diagrams
Simulated
. : Data Flow
model Taint Grind 7 Graph
(TLM)
Report:
List of paths
from
ASi to PG

© FZI Research Center for Information Technology 21




@D

22

verification

Requirement

e e ] o o

Known vulnerabilities

Validation factors based on security requirements

R e I R
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Code analysis

Code vulnerabilities:
= Security-injection flaws
= Security-configuration flaws

Code analysis tools:
= SonarQube

= Deepsource

= Veracode

if (Provider.class == roleTypeClass) {
Type providedType = ReflectionUtils.getlLastTypeGenericArgument(dependencyD:

uClass providedClass = u ReflectionUtils.getTypeClass(providedType);

if (this.componentManager.hasComponent(providedType, dependencyDescriptor.i
I n providedClass.isAssignableFrom(List.class) || providedClass.isA:

A "NullPointerException” could be thrown; "providedClass" is nullable here.

#* Bug @ Major W cert, cwe

continue;

© FZI Research Center for Information Technology
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Requirement
verification

e e ] o o

Known vulnerabilities

Validation factors based on security requirements

R e I R
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Ng

SW prototype

HW virtual prototype
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Validation factors based on security requirements

Requirement
verification

| Attack surfaces and protection goals
\ Documentation-based information
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Validation factors based on security requirements
Speciﬁcaﬁon e e e e e e s mm o e s e = s mm s s = = e s e s = mm s s et = e s e e = = s .
Modeling and ~ ———————— :
security profile I Lookup | :
- : ;
N\ 8 : i
\ S ! i
Architectural design \ e e — :
I g anallysis | ! ¥
3 Hidden depdudenties |
: g i i s Requirement
Impsl:;tl::tr:ﬁnn : : > Code a}lalys - : verification
l i ; Known vulperalfilities i
Software mounted ! N ————— '
on simulated | - \
hard 1 .
= l“"’“’ ] Prc}te\c\ngn goals - target for the attack
<
Final profotype Attack vectors — possible access point to the system

Documents ioh-based information

K nown vul @erabi lities
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Validation factors based on security requirements
Speciﬁcaﬁon L . e e e e e s e s s e e et =t = = s = s = .
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Software mounted ! N ————— '
on simulated | - \
hard 1 .
= l“"’“’ ] Prc}te\c\ngn goals - target for the attack
<
Final profotype Attack vectors — possible access point to the system

Documents ioh-based information

Known vul @erabi lities — gaining access to the system
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Validation factors based on security requirements
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Documente ioh- based information

Known vulnerabilities — exploit the system
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Validation factors based on
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_ Requirements specification step 3 F Z I
Security Profile

<<st ypeName>>NodeName ypeN. NodeN <<stereotypeName>>NodeName <

PropertyName = ™ PropertyName =™ PropertyName =™ | \_/_a|jqa_ILO_r1_f_a(_:t9[S_

bt =" et =" b=

Vulnerability
database

Graphical modeling environment

1
Documentation i
UML class diagrams -based !
information W

UML composite . )
diagram — Security profile

Search for
vulnerabilities

Architectural modeling Know vulnerabil tigs

y y
Configuration simulation source c‘:ode :—> Taintgrind . )
(IP_XACT) (SystemC) : Verification
T l based on
| = | . . B
—»|  Simulated model |« 8 ! Modified DFG ,| validation
| 8 | = T factors
: § : :r Hidden dependencies
Software EE:-Q ! : Code analysis >
8
irtual S | E- : .
Virtual prototype Q etration testing

S i \ Y,
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Advantages
of
presented
methodology

= Cost efficient early penetration testing

= Design decision verification

= Model verification

= Evaluation of security mechanisms performance
= Prevention strategy instead of reaction strategy

=  Compliance with UMLsec

© FZI Research Center for Information Technology
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