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Problem Foundation
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Connected embedded systems

• Advantages
• Efficient resource utilization

• Minimizing human effort

• Saving time

• Problems
• Security

• Privacy

• Complexity
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Secure embedded
systems



Challenges facing secure embedded system design

 Security as add-on feature to embedded systems

 Weakness elimination efficiency

 Design decision verification from security aspects

 Security processing gap

 Entangled structure of embedded systems
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Proposed
solution

• Security by design

• model-orientation

• Security mechanisms estimation

• Refinement process

• Covering hardware architecture and network structure
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Proposed Solution
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Proposed approach

• Security by design

• Model-orientation

• Security mechanisms estimation

• Refinement process

• Covering hardware architecture and network structure

Security by design

with the help of

virtual prototyping
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Security by design

SDLC (System Development Life Cycle) models:

• V-shaped model

• Iterative model
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Virtual prototyping

• Preliminary stage of physical prototype

• Completely or partial provision of subcomponents

• Executable model

• Widely used in product development and system analysis

• Simulation language : SystemC

• Different abstraction level of SW/ HW

• Modeling of SW application/ Digital

and analog electronic components
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Proposed
approach
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Implementing
approach
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Implementation
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Motivation

Security Requirement
1

PG1

PG.DataModify1

PG.DataConfidential1

PG2

PG.DataAdd2

Specification

Requirement
Tree
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UML class diagrams

Security profile

UML composite
diagram

UML model

Security Requirements
from Specification

Graphical Modeling Environment
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Vulnerability
Database

Search in V-DB

Extract
information

Making Report

UML Diagram

Security Profile

Protection
Goal tree
(From

specification)

List of
vulnerabilities

+
Severity

+
Solution

Report:
List of

vulnerabilities
which

endanger
protection

goals from PG
tree.

Severity
Solution

Look Up
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Simulated Model

UML class
diagrams simulation source code

(SystemC )

Configuration

Architectural
Simulation

Composite
diagram
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List of
protection goals

and
Attack surfaces

from UML
diagrams

Simulated
model
(TLM)

Taint Grind
Data Flow

Graph

Report:
List of paths

from
ASi to PGj

Dynamic
Analysis
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Code analysis

 Code vulnerabilities:

 Security-injection flaws

 Security-configuration flaws

 Code analysis tools:

 SonarQube

 Deepsource

 Veracode
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Virtual Prototyping

HW virtual prototype

SW prototype

Embedding
SW into

virtual HW
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Penetration Testing

Recognition

General security information

Attack surfaces and protection goals

Documentation-based information
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Penetration Testing

Recognition

Scanning

Protection goals → target for the attack

Attack vectors → possible access point to the system

Known vulnerabilities

Documentation-based information
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Penetration Testing

Recognition

Scanning

Gaining Access

Protection goals → target for the attack

Attack vectors → possible access point to the system

Known vulnerabilities → gaining access to the system

Documentation-based information

Revealed possible access points 28© FZI Research Center for Information Technology



Penetration Testing

Recognition

Scanning

Gaining Access

Exploitation

Protection goals → target for the attack

Attack vectors → possible access point to the system

Known vulnerabilities → exploit the system

Documentation-based information

Hidden dependencies → exploitation 29© FZI Research Center for Information Technology



Penetration Testing

Recognition

Scanning

Gaining Access

Reporting

Exploitation

General security information

Offered solutions for Known vulnerabilities

Documentation-based information such as software
version, and applied security mechanisms

30© FZI Research Center for Information Technology



Closed loop
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UML class diagrams

Security profile
UML composite

diagram

Configuration
(IP_XACT)

simulation source code
(SystemC )

Simulated model

Graphical modeling environment

Taintgrind

Modified DFG

Software

Architectural modeling

Virtual prototype

Code analysis

Penetration testing

Specification

Validation factors

A
ttack

surface/
P

rotection
goal

Hidden dependencies

Documentation
-based

information

Vulnerability
database

Search for
vulnerabilities

Verification
based on

validation
factors

Know vulnerabilities
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Advantages
of

presented
methodology

 Cost efficient early penetration testing

 Design decision verification

 Model verification

 Evaluation of security mechanisms performance

 Prevention strategy instead of reaction strategy

 Compliance with UMLsec
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