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Profile
Prof. Dr. Christoph Reich

• professor at the faculty of 

computer science at Furtwangen

University 

• teaches: network technologies, 

IT security, machine learning, 

and distributed systems

• CISO of the HFU

• since 2009 head of the institute 

Data Science, Cloud Computing 

and IT Security
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Facts:

• head: Prof. Dr. Christoph Reich (rch@hs-furtwangen.de)

• 4 Professors and 13 researchers

• 8 PhDs, 12 masters, 18 bachelors

• actual 12 research projects

• idacus.hs-furtwangen.de

Research area:

• Distributed system

• Cloud Computing

• IT security

• IoT/Industry 4.0

• Maschine Learning

Institute for Data Science, Cloud Computing und IT-
Sicherheit (IDACUS)
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• Smart-Factory, Use Cases

• Machine Learning
• Halfback, SensoGrind, HMT

• (data quality, model quality, devOps)

• Machine Learning Operations (12min)

• Security IoT and ML

• Architecture

• Blockchain-Accountability (12min)

• Security Monitoring of HPC containers (12min)

Agenda
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Smart 
Factory

https://www.it-zoom.de/it-mittelstand/e/auf-dem-weg-zur-smart-factory-28622/
Prof. Dr. Ch. Reich (Institute for Data Science, Cloud Computing and IT Security)



Smart Factory

Legend:
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Applications in Industry 4.0 (CPS)

Industrial manufacturing: monitoring, self-diagnosis, one lot

production, flexible production, etc.

Smart Products: How to connect products, 

self-diagnosis, tracking, etc.

Process optimization, condition monitoring, 

remote monitoring, remote maintenance, 

predictive maintenance, quality control, 

quality prediction, etc.
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Machine 
Learning
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Research 
Project A: 
Predictive 
Maintenance
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HALFBACK
Highly Aviailable Smart Factories in the Cloud

04/2017 - 03/2020
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Goal: High Availability Production

Resources

Machines Tools Quality of work piece

Processes

Condition Monitoring

Predictive Maintenance

Quality Prediction, etc.
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Production

KMU
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Production

SME
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Production

SME
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Production

SME

Machine Broker
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Broker/Machine as a Service

Machine as 

a Service

Machine as 

a Service

Machine as 

a Service

Machine as 

a Service

Machine as 

a Service

Machine as 

a Service

Broker
Digital Twin
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Research Project 
B: Quality 
Control with a 
SME
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Metal Surface Defect Detection

coil
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ML Workflow: From Data to Model

Image Collection
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First Images, for Proof of Concept

⚫ 109 images 1200x1920px
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ML Workflow: From Data to Model

Image CuttingImage Collection
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Cutting

⚫ Original image 1920x1200px cutting image to 416x416px
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ML Workflow: From Data to Model

Image Cutting
Image Labeling

(mark defects)Image Collection
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Labeling
⚫ Marking of defects in the 

images

⚫ Throw away bad images 

(e.g. blured images)
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ML Workflow: From Data to Model

Image Cutting
Image Labeling

(mark defects)

Pre-Processing 

(CLAHE)

Image Collection
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Verbesserung durch Datenvorverarbeitung:

Contrast Limit Adaptive Histogram Equalization 

(CLAHE)

Original after CLAHE Filter
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ML Workflow: From Data to Model

Image Cutting
Image Labeling

(mark defects)

Pre-Processing 

(CLAHE)

Augmentation

(flip, rotate)

Image Collection
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Augmentierung

⚫ Für jedes Foto wurden drei weitere Fotos erstellt durch Augmentierung

⚫ Welche Augmentierung dabei verwendet wird, wird per Zufall entschieden

⚫ Durch das Augmentieren mit dem Programm Albuments werden alle Bounding Boxen 

automatisch mit gedreht / gespiegelt 

Original Drehung 270° Gespiegelt vertikal Drehung 180°

Prof. Dr. Ch. Reich (Institute for Data Science, Cloud Computing and IT Security) 33



ML Workflow: From Data to Model

Image Cutting
Image Labeling

(mark defects)

Pre-Processing 

(CLAHE)

Augmentation

(flip, rotate)

training

Image Collection
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YOLO (You Only Look Once)
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ML Workflow: From Data to Model

Image Cutting
Image Labeling

(mark defects)

Pre-Processing 

(CLAHE)

Augmentation

(flip, rotate)

training

Image Collection

Model good 

enough
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ML Workflow: From Data to Model

Image Cutting
Image Labeling

(mark defects)

Pre-Processing 

(CLAHE)

Augmentation

(flip, rotate)

training

Image Collection

Usage for defect 

detection

Model good 

(if better then 

use new one)
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Results

Prof. Dr. Ch. Reich (rch@hs-furtwangen.de)



Research 
Project C: 
Prozess
Optimization
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SensorGrind
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Grind Burn Prediction & Data Augmentation
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Need for IT 
Security
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Average annualized cost of cyber attacks on companies in selected countries in 2018

(in million U.S. dollars) 

Need for IT Security
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CVE entry of the last years (CVE: security vulnerabilities and Exposures)

https://www.cve.org/About/Metrics#PublishedCVERecords

Need for IT Security
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Cyber-attack

https://portswigger.net/daily-swig/cyber-attacks

Prof. Dr. Ch. Reich (Institute for Data Science, Cloud Computing and IT Security) 45



Known Attacks - Mirai Botnet (Malware)

• Created botnets with everyday objects
Router, Digital Video Recorder, TVs, etc.

• Standard Passwords have been used

• Goal: DDoS

• 2016: 500.000 IoTs corruped

• It is expected more then 3.000.000 IoTs. Countermeasures:

No standard password

Prof. Dr. Ch. Reich (Institute for Data Science, Cloud Computing and IT Security) 46



Known Attacks - WannaCry (Ransomware)

• May 2017 - 3 days 300.000 Windows 
computer in 150 nations

• Crypt data and tried to get ransam money

• Countermeasures:

• 8 weeks before the outbreak, there
have been provided a Windows

• Periodical data backup

• Do not open unkown appendix

• Limit or block access to data and systems estimated damage billions of dollars

Prof. Dr. Ch. Reich (Institute for Data Science, Cloud Computing and IT Security) 47



Industry 4.0 
Infrastructure
Cyber Attacks
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Industry 4.0 and Cloud and ML 

Cloud

Machine A Machine n

Cloud Gateway (Edge Gateway, IoT Gateway)

CPS: Cyber Physical System

ERP

Level

Management Level

(MES: Manufacturing 
Execution System) 

Supervision Level

(SCADA: Supervisory Control 
and Data Acquisition)

Control Level 

(PLC:Programmable Logic Controllers )

Sensors/Actors

transform

virtual sensor/actors
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Virtual Resources
(Machines, sensors, actors, PLC, SCADA, MES, ERP, ….)

Smart Factory as a Service (communication, 

deploy on demand, scalability, …)

Condition

Monitoring

external

services/

information

Process-

Control and

Monitoring

Simulation

Cloud

Gateway

Machine

Learning

Info-

Extractor

domain

knowledge

Maintenance

Prediction

System Services

Application Services

Product-

quality

Architecture of Industry Cloud

• Attack on a machine

• Attack on communication

• Attack on Cloud 

infrastructure
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Virtual Resources
(Machines, sensors, actors, PLC, SCADA, MES, ERP, ….)

Smart Factory as a Service (communication, 

deploy on demand, scalability, …)
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Architecture of Industry Cloud

Security Goals:

CIA (Confidentiality, Integrity, 

Availability)

Authenticity, Liability, Privacy

• Attack on a machine

• Attack on communication

• Attack on Cloud 

infrastructure
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Security Threats of Industry Ecosystems in the Cloud
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False Data by Accident/Purpose?

Uber's Self-Driving Car

Scene A: Scene B:

What is detected?What is detected?

Problem:

• Sensor has been replaced

protect identity

• Sensor is highjacked and delivers wrong data

check data plausibility

• Data integrity violation during transport

secure data transport
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Adversarial Attacks Against Machine Learning

• Label Manipulation (e.g. Flipping Label)

• Backdoor Poisoning (e.g. hidden trigger)

cat dog

https://arxiv.org/pdf/1804.05296.pdf
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Counter Measurement: Distributed Data Validation Networks
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Counter Measurement: Blockchain Audit Trails

• KOSMOS research project: 

https://www.kosmos-bmbf.de/

• enables cross-company data-driven 

business models

• Consens of all participants

• Smart contracts implement rules of 

communication

• Blockchain provides data integrity and 

audit trails
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Machine Learning for Cyber Security

Prof. Dr. Ch. Reich (Institute for Data Science, Cloud Computing and IT Security) 57



ML Generates new Attack Vectors

• ML generates more realistic phising mails

• Robots espionage for hackers

• GANs generate flow to overcome IDS

Prof. Dr. Ch. Reich (Institute for Data Science, Cloud Computing and IT Security) 58



• Traditional
• Risk analysis (STRIDE)
• Device analysis (e.g. Common Criteria)
• Crypto capability of devices
• RFID tags will not do crypto for some years
• Security objectives must be risk based
• Privacy protection must be risk based
• Identity protection must be risk based
• Traffic analysis protection

• Machine Learning-specific
• ML has new risks
• ML can assist in information security
• ML generates new risks

Summary 

Prof. Dr. Ch. Reich (Institute for Data Science, Cloud Computing and IT Security) 59



Thank you very much for your attention!

idacus.hs-furtwangen.de

Christoph Reich
christoph.reich@hs-furtwangen.de              
University of Applied Science Furtwangen
Institute for Data Science, Cloud Computing 
and IT Security
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