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Abstract— Many modern computer systems not only tend to
be used in a more and more mobile context, but also reflect
the particular requirement of being smart – which, to some
extent, can be a confusing verbalism. Smart devices are typically
ones which are largely inter-connected (e.g. over the Internet),
and provide particular aspects in terms of how environment
is perceived and what kind of computational reactions are
being issued. This enables adaptivity in terms of the context of
the user, by applying generated sensory data in an intelligent
manner. Privacy and security of personal data is often forgotten
but is a crucial factor. Therefore, the special track named
"AISMS: Adaptivity in Intelligent and Secure Mobile Systems"
tends to provide a combined insight and discussion about
those – often considered contentious – aspects.
Index Terms— Artificial Intelligence; Privacy and Security in
Mobile Systems; Adaptive Behavior of Mobile Systems; Wearable and Mobile Systems; Context-Awareness and ContextAware Adaptation

Therefore, this special track aims at discussing and examining the hybridity of intelligence and security with respect
to the (self-) adaptation of mobile systems according to the
actual contextual state. The most relevant topics of interest
with respect to the aim of the special track that have been
targeted include (amongst others): (i) artificial/ambient intelligence, (ii) security aspects for mobile systems, (iii) adaptive
behavior of mobile systems, (iv) adaptivity in wearable and
mobile systems, (v) context-awareness and context-aware
adaptation, and (vi) privacy and security in mobile adaptive
systems.
The rest of this editorial is structured as follows: the
following section II summarizes the accepted submissions
for presentation and publication in the special track. Section III provides a conclusion and gives an outlook to future
perspectives and challenges of the topic.

I. I NTRODUCTION

II. S UBMISSIONS

With the advent of mobile systems in recent decades,
people are ever increasingly connected to smart devices.
These devices aim at making our lives more comfortable and
assist in different situations – the most prominent examples
for such devices might be the mobile phone or also wearable
and ubiquitous systems in general.
By applying approaches that can be classified within the
topic “artificial intelligence”, these mobile systems strive
to provide some kind of “intelligent behavior” adapting to
the current user’s contextual state [1]. Additionally, security
aspects concerning personal and sensitive data are becoming
more and more relevant [2]. These two important factors
might be diametrically opposed, since usually “intelligence”
needs a lot of data to sense the current context of users,
but data might be sensitive in terms of privacy and security
concerns. Nevertheless, security in mobile systems needs to
be considered as a critical factor.

The first paper entitled "MeUI – Machine Learning Enhanced Adaptive User Interaction" by Kurz and Sonnleitner [3] is a vision/position paper and it discusses the idea
of a novel approach/research agenda of interacting with
mobile devices. It intends to challenge the classic approach
of interacting with mobile devices [4], [5]. Usually, users
have to determine how to interact with a device adhering
to rules that need to be learned. Following the trend of
maximizing user experience and user comfort by radical
new technological approaches, the idea is to use ML/AI
technologies to reverse the core principal of device utilization by providing a distinct, personalized and dynamically
self-adaptive foundation towards modern human computer
interaction. The paper formulates a research hypothesis that
summarizes the visioned scientific agenda: ML/AI technologies allow for a significant change in the (mobile) device
interaction in terms of usability. The classic approach of one-

size-fits-all approach can be reversed towards a personalized
experienced and a self-learning adaptation of interaction
increasing the user experience. Additionally, specific usecases are discussed that can build a baseline for research
prospects:
•

•

•

UC1: Self-Learning Keyboard Adaptation – the idea
with this use-case is that the keyboard is being adapted
according to the specific needs of the user.
UC2: Adaptive Interface Component Recomposition –
this use-case discusses the fact that certain interface
elements, such as buttons and sliders may not be placed
and scaled in the optimal and most efficient way possible for the behavioural characteristics of the utilizing
person.
UC3: Personalized and Context-Aware App Arrangement – the third use-case targets the ordering and
grouping of applications on mobile devices.

Additionally, the paper discusses a possible research methodology, risks and challenges, learning and scientific potentials
and also summarizes transformative potentials that can be
conceivable.
The second paper of the special track, written by Selinger
and Dimitrijevic is entitled "Tree-Based Regressors for Predicting Energy Expenditure from Heart Rate in Wearable
Devices" [6]. The core idea of this paper is to estimate
energy expenditure from heart rate with a higher coefficient
of determination using tree-based regressors than commonly
used linear models. The authors fitted linear regression
models, regression trees, and random forests with data from
892 graded exercise tests on a treadmill with 857 participants and evaluated their performance, as well as memory
consumption on a PineTime smartwatch and an Apple Watch.
The underlying hypothesis is that it seems promising to
investigate whether non-linear regression methods, such as
random forests and regression trees which, from a computational point of view, are still feasible for the deployment on
wearable devices, allow to more accurately predict energy
expenditure rather than linear regression models. In their
study the authors used a publicly available database provided
by the Exercise Physiology and Human Performance Lab
of the University of Malaga [7], [8], [9]. In addition to
other measurements, the database contains heart rate, oxygen
consumption, carbon dioxide generation, and treadmill speed
from 857 amateur and professional athletes (149 females,
708 males) performing 992 graded exercise tests. Results
show that their tree-based model does not need to know
V O2max but achieves a comparable result as the linear model
with V O2max making it especially interesting for amateur
athletes. The additional memory on the PineTime smartwach
needed to store the tree increased the original firmware size
of 390 KiB to 416 KiB. If V O2max is available, then a tree
with a depth of 11 achieves a coefficient of 0.877, and the
total memory size is 418 KiB. The authors close the paper
with a statement that because of the characteristics of the
dataset (i.e., only treadmill data) it is not possible to validate
how the model performs in other contexts, e.g., cycling or

nordic walking. Thus, it is planned to extend the database in
the future.
The third paper in the special track, "Context-Aware
Security Intelligence of Vulnerability Scanners in Cloudnative Environments", written by Ammer et al. [10] presents
a system that tries to reduce false positives of scanners
in a cloud environment considering contextual information.
Relevant information that is being considered is for example
the topology of the underlying application or the runtime.
Without this information, scanners cannot precisely assess
a threat’s actual severity, leading to false alarms and a
challenge for security experts to prioritize vulnerabilities.
Especially with the increasing popularity of microservices
deploayed in highly dynamic cloud environments, this prioritization task is very difficult. The authors present an approach
and a system the tries to bridge this gap by enriching web
vulnerability scanner reports with this valuable contextual
information to understand security threats better and reduce
false positives. The main focus of the paper is DAST (Dynamic Application Security Testing – examine the outside
security posture) because they attack an application from
the outside and do not have run-time information which the
observability platform can provide. The authors present the
system Themis which is a prototypical implementation of
an architecture that combines scanner results and topology
information. Additionally, a rule-based filtering approach
and a graph-based visualization of found vulnerabilities is
included, whereas the helpfulness for security experts has to
be further evaluated in production environments.
III. C ONCLUSION & F UTURE P ERSPECTIVES
The special track "AISMS: Adaptivity in Intelligent and
Secure Mobile Systems" provides a significant variety of
topics discussing challenges, solutions and possibilities regarding the modern-day concepts of mobile computing from
the viewpoint of both, academics and industry with focus on
adaptivity in intelligent and secure mobile systems.
Future perspectives regarding the topic include questions
concerning the assumption that intelligence and security
in mobile systems are diametrically opposed. Additionally,
further "novel" machine learning models (i.e., "deep learning,
neural networks", etc.) should be considered when discussing
security and adaptivity in mobile systems. Last but not least,
comprehensive datasets tackling the AISMS topic would be
beneficial. There, question for future challenges in this area
arise like how much data would be needed, and how should
this data be efficiently annotated?
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