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INTRODUCTION

Background:
• There are 17 million identity theft victims every year in the U.S. Unfortunately. While people are very 

concerned about their privacy, they do not protect their personal information well and unnecessarily expose 
their information online. 

• Researchers believe one of  the fundamental problems is the lack of  attention paid to warnings. So, recent 
warning designs try to grab users’ attention by discontinuing their primary tasks. Other researchers claimed 
that too much exposure to warnings and interruptions would make users quickly habituate to warnings and 
feel "warning fatigue”. 

What we do:
• We utilize the non-conscious processing ability for warnings instead of  competing for conscious attention. 
• We bypass the other stages of  the C-HIP model and directly use the stimulus-response mapping to trigger the 

safe behavior. 
• We want to evaluate the impact of  cybersecurity warnings via non-conscious processing, specifically using 

subliminal messages. 



EXPERIMENT ENVIRONMENT

ReservME app
Table Reservation app try 

collect personal 
information. Subliminal 

warning integrated.

Eyetracker

The eye tracker was used 
to collect participants' gaze 

behavior.

Scene Camera

The scene camera verified 
the proper display of the 

warning messages.

Eyetracking Analysis tool
Analyze the eye gaze 

data with the entry points 
in ReservME app.



METHOD



EXPERIMENT PROCEDURE

• We used an eye-gaze based verification system with an eye tracker and a scene 
camera and a post-experiment questionnaire for evaluation.

• We recruited 58 participants on campus for the experiment.

• The design of this experiment has two conditions: the control condition (with no 
warning) and the subliminal warning condition (with the subliminal message to 
"fake it”, display 50ms on top of the address line one). 

• We target the street address for not disclosure based on an assumption that the 
street address would be more sensitive than another field (zip code, state, etc) for 
a table reservation app.

• The participant signed the consent form and disclaimer first. The disclaimer 
stated that the restaurant reservation app was developed by a third-party software 
company and the purpose of this study is to evaluate the useability of the 
software.



EXPERIMENT RESULT
• Figure 3 shows a participant’s eye gaze during the display of the 

subliminal warning message. The colored dots represent eye-gaze 

locations with 4ms intervals that overlay on top of each (the lighter the 

color, the more recent the eye gaze location).

• Table 3 shows subliminal warning experiment results for the two 

experimental conditions. Probability values (p-values) less than 5% 

(bold) indicate statistically significant differences between the control 

and subliminal message conditions.



EXPERIMENT RESULT



SUMMARY
The display of  the subliminal warnings

• The average display duration of  the warning message was 84ms, although we set the display duration for 50ms (see Section 4.2 for how we measured the 
durations). For twenty-seven participants, the warning message lasted 56ms (5 frames) to 101ms (9 frames).

Were Participants Consciously Aware of  the Warning Message?
• Six out of  twenty-eight participants in the subliminal warning condition could report the subliminal warning message in one way or another. Three of  them 

recalled the exact action suggested, "FAKE IT;" two remembered the message "falsify" which was semantically correct, and the other one ("red boarder") 
seemed not to have processed the warning message at the semantic level. Unlike the other five, this participant provided accurate information for all identity 
elements. 

Identity Disclosure Behavior
• More participants in the subliminal warning condition did not input their information for all six identity elements than those in the control condition. For 

participants who input their information, those in the subliminal condition were much more likely to fake their identity elements than those in the control 
condition. 

What the Eye Tracking Data Show?
• In twenty out of  twenty-four cases, participants' eye gazes were near the subliminal warning message as shown in the white rectangle area (up to 50 pixels 

away in X or Y coordinates from the "FAKE IT" message) as shown in Figure 3. 

How Participants Explained their Disclosure Behavior
• For example, "I feel uncomfortable sharing this information" or "this information is safe to give." The second most frequent reason for disclosure was related 

to trust/distrust of  the app or the experimental context (n = 20 responses), such as "I trust apps like this." Note that only half  as many participants in the 
warning condition, compared to the control condition, indicated that they trusted the app/ experiment. 



CONCLUSION AND FUTURE WORK
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• Design a subliminal warning by suggesting safe behavior 

using stimulus–response mapping model. 

• When an app or a website collects a large amount of  

identity information, we can suggest users to “fake it.” 

Cognitively more straightforward to trigger the safe 

behavior . 

• We conducted a pilot study and tested two categories of  

warnings (message and icon) to guide the design of  the 

subliminal warning. 

• We used eye tracking and scene camera recording to 

verify the display duration of  the subliminal warning and 

users' attention during the experiment. 

• The result of  the experiment showed that the subliminal 

warning with the suggested response could effectively 

reduced disclosure of  identity information. 
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• Implement the application solution of  the subliminal 

warning. We envision that an application implementation 

of  subliminal warning could be developed as a third-

party application or as a web browser plug-in. 

• We plan to extend the experimental study with multiple 

times displays of  subliminal warnings, different warning 

words, duration, colors, and background of  the message. 

• We will also apply other statistical analyses such as the 

omnibus test to test different parameters and Bonferroni 

correction to mitigate family-wise errors. 

• Compare the effectiveness of  the different strategies and 

to find their limitations. 
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