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A, INTRODUCTION @
L\ IS

AFTER TWO YEARS OF PANDEMIC SITUATION
THE HUMANITY 1S NOT READY IN TECHNOLOGOGY FOR SUCH SITUATIONS

The blockchain is among the emerging
solutions witch may help in knowledge
capitalization and sharing by secured way

Knowledge

BLOCKCHAIN







A digital ledger that
keeps a record of all

transactions taking
place on a peer-to-

peer network

[33]

All information
transferred via
blockchain is en-
crypted and every
occurrence record-
ed, meaning it can-
not be altered

It is decentralised, so
there’s no need for
any central, certify-
ing authority

It can be used for . Encrypted informa-
much more thanthe | tion can be shared
transfer of currency; = across multiple pro-
contracts, records . viders without risk
and other kinds of . of a privacy breach
data can :

be shared 6



_ Decentralized Centralized
_ Peer-to-peer model Client-server model
Relatively slower (crypto) Quick
_ Expensive Not Expensive

Create, read, update,

Data processing Only read and write

delete
Data integrity Has no data integrity
_ Transparent Not transparent
“Cryprography y :
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h  KNOWLEDGE MANAGEMENT @

«Knowledge is embodied Iin an
individual .. It is the foundation his skills. |1
represents 80% of the capital of the
company.

Knowledge management is an

. . —
organizational process for

creation, storage, sharing,
application and evaluation of [

knowledge of individuals across @ @
the

organization to  provide

N v
assistance to work and increase

organisational effectiveness. 0
49
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IARIA TACIT KNOWLEDGE AND EXPLICIT KNOWLEDGE m \

< Hidden in big data
Explicit At

Knowledge

10
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E:

@ Departure
% to

competitors

PROBLEMATIC (1)

Loss of expertise

&
@

Conversion

11



PROBLEMATIC (2) @

World 38,33% ‘

Algeria 13,33%

Explicit-tacit

No sharing of knowledge

knowledge

12



L
A, 2 PROBLEMATIC (3) @

No traceability 13



. 7% @
T W < <4l BARRIERS OF KNOWLEDGE IMANAGEMENT Al
AR

Related to organization

1- Bureaucracy
2- Lack of incentives.

Related to knowledge

3- Loss of proprietary knowledge

4- Retention

5- Poor interpersonal skills
6- Fear of failure

14



A WHY BLOCKCHAIN FOR KNOWLEDGE MANAGEMENT? [i(“ LI¢

Unalterable
Copied only

No Third Party A ?ealtki.me
Involvement racking

Blockchain\ 468

Trusted Technology Security

Transaction

No single Point

Reduce Cost of Failure
[52]

Transparency
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uﬁA APPLICATIONS OF BLOCKCHAIN m

L\
Monatery use of blockchain (80%) Non-Monatery use of blockchain (20%)

Bitcoin

How about

@ -
o Blockchain in
sl — sé,gM O— knowledge

MANAGEMENT

rnoe

Z

management?




A  PART I; BLOCKCHAIN AND KNOWLEDGE (&}
A MANAGEMENT BY TECHNIC AND METHOD
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THE USE OF BLOCKCHAIN-SUPPORTED REWARD SYSTEMS

KNOWLEDGE TRANSFER BETWEEN GENERATIONS (1)

Current storage of knowledge? [1]
‘ b

\

Wiki 38,81%
Structured online file storage 32,84% [1]
E-mails 32,84% Reward System in Knowledge Management
Toolg el @ uSlivel Somes PR No, where | work there are no rewards for 38,81%
providers

(successful) knowledge management.
| do not know if we have any 882 Yes, there are incentives in the form of monetary 32,84%

knowledge management in fhe payments for those who pass on knowledge.

company.

Online-Spreadsheets 7 46% We ho\{e rewards in the form of gamification, that  32,84%
means in a playful way. The rewards are purely

Other (please specify) 1,49% symbolic in character.

We have rewards in the form of gamification, that  28,36%
means in a playful way. The rewards are noncash
prizes, such as vouchers.

Yes, there are incentives in the form of monetary 13,43%
payments for those who pass on knowledge
and for those who receive it.

We have rewards in the form of gamification, that 7.46%
means in a playful way. But the rewards are

m ultimately cash prizes.
Other (please specify) 1,49%

19



£
THE USE OF BLOCKCHAIN-SUPPORTED REWARD SYSTEMS FOR m |
KNOWLEDGE TRANSFER BETWEEN GENERATIONS (2)

Knowledge Transfer Process

In a company-wide database 36,36%
Only verbal (e.g. meetings), no protocols 22,73%

We have no transfer of knowledge, or it is not recorded whether and how it is carried out  22,73%

Handwritten and filed in folders 12,12%

We use external cloud services 10,61%

In a database that is stored locally 9,09%

We use Blockchain based solutions 1 S 1,52%
\

From a technical perspective, the authors have managed

to demonstrate that Blockchain technologies can play a

role in knowledge management. The inifiation of
knowledge transfer, particularly between generations,

through gamification and nudging is possible and M\
attractive. Securing documents so that they cannot be
manipulated is feasible.

20



TOWARD BLOCKCHAIN-ASSISTED GAMIFIED

Gamification (enhance
systems by involving
users by games) could
be infroduced into
crowdsourcing
(knowledge from social
Medias or crowds) so
that wusers are given
rewards according to
their contribution.
blockchains is usefull to
ensure fransparency of

the user reward
calculation.

It is extandable to
application of

blockchains to  the
process of gathering the
knowledge content

CROWDSOURCING FOR KNOWLEDGE REFINEMENT

iID EHame Start
o

Search for thie next tripla

Mext triple i ]
Fowrnd?

TES

Present a guiz to a usaer

il

Sek a user's inpuk

e e

[y L

Store a user's log in
Tamporary databass

de

Wirite game logs to blockchain

L

Calculate basic points

I= reward processing YES
reguired?

M

[ L] Faswanrd prosCeEssimng

[2]
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DECENTRALIZED CONSTRUCTION OF KNOWLEDGE GRAPHS FOR DEEP RECOMMENDER

SYSTEMS BASED ON BLOCKCHAIN-POWERED SMART CONTRACTS

propose a novel
decentralized
knowledge graph
construction  method
by means of
crowdsourcing, and

the business logic of
crowdsourcing is
implemented by
blockchain-powered
smart contracts to
guarantee the
transparency, integrity,
and auditability. On
this basis, the
decentralized
knowledge graph is
used for a deep
recommender system,
and case studies
validate the
effectiveness of the
system.

Dynamic
Data

N <
\
On-Chain
: Smart Contracts-Powered :
1 Crowdsourcing |
: Basic Graph :
|
|
Static : 1
Attributes @ 9 :
' b

& 9 :
|
1
1
|
1

Decision
Reference

Final
Decisions

1.
Deep Recommender System ap "o
v -1.0 05 0.0 0s 10 15 20

Off-Chain
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LOCKCHAIN AND DISCOVERY OF KNOMW/LEDGE m
USING MACHINE LEARNING AND)
DISCOVERING CORRELATIONS

Unsupervised Supervised

Learning Learning
METOINE
Learning

X E X
Strong Positive Strong Negative Weak Positive
Correlation Correlation Correlation

Correlations




A A NOVEL BLOCKCHAIN ORACLE IMPLEMENTATION SCHEME m N
IARIA BASED ON APPLICATION SPECIFIC KNOWLEDGE ENGINES P/

In blockchain ecosystems, an Oracle is a service tool which provides real-world data for smart
contracts and other blockchain applications. Application Specific Knowledge Engine (ASKE) is
an intfegrated topic/application-centered knowledge portal that supports effective information
retrieval and analysis. Inspired by ASKE. The authors propose a novel Oracle implementation
scheme. The proposed scheme can realize multi-source data extraction and analysis, then
working prototypes are demonstrated to show the validity of the scheme.

‘ ~
Wk b Y

Crmmhing
Togee Clanaificaton, II Clamaified Wak II_ Umer Chesry
Frtrizval und Fliering "|'L Indexing Libray Eput

T
Wk Fuge Proparsien || || Hidder: Wek Dutection |' o e W J] || Cheery _=.=|.=.-¢“=5.1,5||

L s nseang | Indexing Librery l|

! Craay Expreasions |
Web Text formssion - -

Exirmcton Uoommn ﬁz = | »

|| Dimin fnalyme mnd ||

24
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pes {ux
DATA PRIVACY-PRESERVING DISTRIBUTED KNOWLEDGE m
DISCOVERY BASED ON THE BLOCKCHAIN

This work proposes a blockchain based distributed machine learning method which
does not disclose the participating parties’ data and gives the penalty to betraying
parties. The proposed method makes the parficipating parties communicate with
each other via the smart contract on the blockchain network. It uses a blockchain-

based incentive system to establish tfrust among parties and to improve the quality of
discovery knowledge.

= =50 Truffle: solidity deploy and test

Remix: solidity development tool
React: Client Module ; -
MetaMask: Ethereum Wallet Ganache: Ethereum private test platform

ContractAccount: 0x962a267d8d129e32fa3¢539e402ddbb905a005f8
ML Model Builder 1 : 0x2DcCa9B61E50D79A90a813fcD6a42c3A3AC52e6f 25

ML Model Builder 2 : 0x2DcCa9B61ES0D79A90a813fcD6ad42c3A3Ac52e6f [5]
ML Model Builder 3 : 0xDc27C2b26EDbfb7Eb223589D4997dDA997DABD 1e




EARLY MOVER (DIS)ADVANTAGES AND KNOWLEDGE SPILLOVER EFFECTS

ON BLOCKCHAIN STARTUPS’ FUNDING AND INNOVATION PERFORMANCE

S Early mover advantages Late comer advantages
An empirical analysis is * Preemption of key resources * Lower market or technological uncertainty
conducted on 255 * Lock-in effect with high switching costs * Lower cost for entry preparation
startups in the blockchain * Learning curve effect on innovation * Relatively easier R&D processes with imitation
industry found between @
2007 and 2016. The results
show that while early Criteria for determining entry timing
mover advantages exist in .
ferms of funding Firm size Industry type
aftraction from venture * SMEs or startups: Early mover strategy * High-tech industries: Early mover strategy
capitals, the entry fiming * Large firms: Late comer strategy * Low-tech industries: Late comer strategy
and innovation
performance have an Q
inverted U-shaped Application to the context of blockchain industry
relationship, as expected.
Knowledge spillover * Characteristics unlike typical high-tech industries
activities of blockchain * Blockchain startups: small-sized firms v Voluntary knowledge or technology disclosure
startups oositively v Active knowledge sharing
moderate the relationship 57
between the entry timing
and the venture capital Research questions of the study
attraction. . . . -
* Are early mover (dis)advantages valid for startups in the blockchain industry?
* How are early mover (dis)advantages altered depending on the startup’s knowledge spillover activities?

[6]
26



IARIA

With the rapidly deepened
integration of the real world
and the virtual society,
cyber-physical-social

system (CPSS)-oriented
parallel management
proves to be an effective
and efficient way in solving
these problems. In this
article, authors utilize
blockchain technology and
smart contracts in
knowledge automation and
investigate blockchain-
based knowledge
automation, which can be
used for cyber—physical-

social system (CPSS)-
oriented parallel
management.

Knowledge driven

NS

U (Uncertainty)

Model World
g

Artificial system

Manage and
control

Observe and
evaluate
Learning and
training

A (Agility)

CPSS-ORIENTED PARALLEL MANAGEMENT

D (Diversity)

155 6;1%;5558%;;0'/
Q}) Vx2S 00{)63

NN 74
\U\m /
@45%

\\ IP',)/

Co nd
obserye

Experimentation
and evaluation

o {Wé
BLOCKCHAIN-BASED KNOWLEDGE AUTOMATION FOR @

C (Complexity)

Actual World

Actual System

-
&
-
Manage and -
control U
—
- -
Observe and :b
evaluate -
Management
and control
C (Convergence)
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IARIA

1.3 SEMANTIC S AND ONTOLOGIES
USING BLOCKCHAIN

Ontology Rigor,

Validity,
Strictness

Content

Governance
=

Granularity

Domain

Reasoning

Semantic

o ¥ -
m \|



AN DEFINITION OF ONTOLOGY. @
L\

Ontology is a formal knowledge representation is about building models of
the world, of a particular domain or a problem, which allow for automatic
reasoning and interpretation. Such formal models are called ontologies and
can be used to provide formal semantics (i.e., machine-interpretable
meaning) to any sort of information: databases, catalogs, documents, web
pages, etc.

Ontology =

Validity,
Strictness

) ’

emantlc

Content

. Granularity

Domain

Reasoning

29




NS

Combined with blockchain, a

decentralized semantic
knowledge sharing mechanism
based on blockchain is proposed.

The decentralized global
knowledge graph is constructed
by using the inter-node

communication mechanism, and
the query mode and tfransaction
flow design based on the
mechanism are readlized. The
experimental results show that the
semantic knowledge  sharing
mechanism based on blockchain
proposed is feasible, and
compared with the tradifional
centralized knowledge graph, the
construction time and query rate
are greatly improved.

SEMANTIC KNOWLEDGE SHARING MECHANISM

BASED ON BLOCKCHAIN

Schematic diagram of query transaction flow.

8]

A Empty node created by Other
node A node
Query is coming
O q
O( Build an empty node -~
Search results and
< quotations @
t
3 Quote r"ﬂ)
o
Transaction reached
~
O g
Complete knowledge <
1_
™, The fee is sent to the contributing node
O g
Transaction complete
O
.
v Self-discipline v

30



IARIA

A APPLYING THE CONCEPT OF KNOWLEDGE

LA\ R BLOCKCHAINS TO ONTOLOGIES
Merkde Model-Markle-Roat Extended hMeto-Metamadel Constructs
free Model type i n
- LDy - LD
- Mame ; String
- isMpodel : boolean = true
1.n -"ﬂ't 1..n
Class Relationclass
Subsel : ] ' - - UID - UUID - UWID : UUID
ufG:Tubgy UuiD Attribute- Uuin Attribute- - Mame ; Strng - Mame : String
Moded Data Data Data - containedinModel : LLID - from - LD
- isClass - boolsan = true - to - IO
i - containedinMaodsl - LILID
Knowledge .Blockchcuns .rever’r e e o
to blockchain technologies for true
enabling a transparent —
monitoring of knowledge R OWL Ontology Model
evolution, for tracking the ~RI: R
provenance of knowledge, for
establishing delegation T —
. ect Fr
schemes, and for ensuring the ___owltless —
existence of patterns in formal - SubClass0f - Rk -range : IRl=
— ; - SubClassCRMID : UUID+ - GomainlUID - LUIC
conceptualizations using zero - rangeUUID : ULID+
knowledge proofs. Based on
Extended OWL Ontology Model Type Constructs

their original application to
enterprise models, 9] 31



IARIA

NARRATIVE KNOWLEDGE REPRESENTATION AND BLOCKCHAIN:

[ A SYMBIOTIC RELATIONSHIP
>
Ontologies onted o blockeha Simplified semantic architecture.
ntologies jointe o blockchain
facilitate the understanding and P —— N P —— -
sharing of intrinsic components — N K :" ‘\|
smart conftracts, transaction, : P-OCC l | Te !
knowledge- and relationship within . | Encoder | | |
a Blockchain. The main goal of this ¢ l i : : !
approach is to promote common cvell l : -:-r | !
data exchange, the design of actio : FUM : | Class |
decentralized, and the " K | |
chronological semantic relationships _ - ':l_ """ : !
on the Blockchain and Ethereum nglleilf;l Query Module t NKRL !
Smart Confracts making use of the el A
narrative semantic representation - \
fougd?’rions qllowing C;IrheBrlefolieh’rh.e Block Block Block Blockehain
we O survive an ockchain \ /
technology to prosper. Communication and Networking
[10]
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A  PART Il; BLOCKCHAIN AND KNOWLEDGE (B
S MANAGEMENT BY TECHNOLOGY

INDUSTRY

4.0




IARIA

LA BY INDUSTRY 4.0 TECHNOLOGIES

A, .1 AQUIRING AND SHARING KNOWLEDGE (@)

USING BLOCKCHAIN




MANUFACTURING BLOCKCHAIN OF THINGS FOR THE CONFIGURATION OF A
DATA- AND KNOWLEDGE-DRIVEN DIGITAL TWIN MANUFACTURING CELL

This work combines lloT with
the permissioned blockchain
and proposes a novel
manufacturing blockchain

of things (MBCoT)
architecture for the
configuration of a secure,
traceable and
decenftralized intelligent
manufacturing systems

(IMS). It uses a strong
encryption algorithm based
on a crash fault tfolerant
protocol. MBCoT equips IMS
with a secure, traceable,
stable and decentralized
operating environment,
while achieving competitive
throughput and lafency
performance.

Manager o7 Desioner O Manufacturer -
Customer relation management
Enterprise resource planning

" Control  Perception .~

Other distributed applications \.}\‘ﬁ(
Product lifecycle management AL’
Socialspace: manufacturing as service 6“0
‘ A

Production ; orders
V
Virtual space
'/.J’?:z}-a.fz'fﬁi"@.ﬁr}ﬁi&?&f s
_Undastanll  seaulation’
o _— Py N
.~ Asset [proced \qin .~

Data £ mformation

\

.................

1y
Physicalspace =
é'—“f;‘;\ *».__.‘\“ ’/’,: > . -

[11]
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I‘%A IMPROVING COLLABORATION IN INDUSTRY 4.0: THE USAGE OF
£ BLOCKCHAIN FOR KNOWLEDGE REPRESENTATION

A model that uses blockchain and mulfi-agent systems to help represent an
organization in a network of entities, as well to create a system that is capable of
handling entity tfransactions and provide a way of improving decision-making by
enabling decisions to be done faster in a rapidly changing environment.

HETW ORK OF ENTITIES

1 PRIVATE PERMISSIONED BELIHCECHATIN NOCFE
: _ [ENCWLEDGE]

’ o PRTUATE PLBLES '
. @ L R

E

TR FOT B CHAMDECS .

‘ ~ HULTI-AGENT SYSTEM
N [INTERACTIONS AND REASOMING)
REASOIMIMNG
o~ g,
DECISION-MAING SMART OOMTRACTS
IRTERACTIONS




FORECASTING TECHNOLOGICAL POSITIONING THROUGH

TECHNOLOGY KNOWLEDGE REDUNDANCY: PATENT CITATION

ANALYSIS OF |OT, CYBERSECURITY, AND BLOCKCHAIN

This research approaches
the relative locations of a
company in the
technological network
based on patent citations
of the loT cybersecurity
and blockchain. Authors
applied the Technology
Knowledge Redundancy
method for the patent
citation network, used the
main two indicators TKS
(Technology Knowledge
Status) and TKR
(Technology Knowledge
Reliability) for the analysis,
and then used fthe
Derwent Innovations
Index patent data.

Phase 1

Establishment of a
Preliminary Patent Dataset

/ Dataset \

Establishment

Literature Review &
Expert Interview to
Set Keywords

Retrieve Patents from
Web of Science and
Derwent Innovations
Index

LIS
b >

U

Information

< ™

Selection and
Verification

QUOTE-[Patents that
fall beyond the research

scope]
e /

Phase 2

Patent Classification

Construction
of a Patent
Citation Network

U

Data classified
by Patent Co-
Citation
Approach

U

Dataset
Completeness by
Patent Family &
Patent Citation

Phase 3

Technology Knowledge
Redundancy

Kf\nalysis for the Patent

Affiliation Network of
Technological
Knowledge Locators:

1- Technology Knowledge
Status

2- Technology Knowledge
Reliability limitation

N

Analysis
and Discussion

4

[ Forecasting & Result

Figure: Research Framework

[13]
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Ay 12 BLOCKEHAIN ANDI KM USING Epge @D
COMPUTING TECHNOLOGY.

L\

INTERNET OF THINGS



A PRESERVING EDGE KNOWLEDGE SHARING AMONG lOT
IARIA

SERVICES: A BLOCKCHAIN-BASED APPROACH

In this work, an user-centric blockchain (UCB) framework is proposed for preserving
edge knowledge sharing in 1oT. Significant superiorities of UCB benefit from the proof
of popularity (PoP) consensus mechanism, which is more energy-efficient and fast.
Security analysis and experiments based on Raspberry Pi 3 Model B demonstrate its

feasibility with low block generating delay and complexity.

' Camera l | Consumer | Broadcast N S
Image data vﬂm
Portrait ' Valid portrait Remote ode
. : . emote edge
Recognition Handling Association devices J

Portrait/Top/
Block

New Block

Previous_Block Confirm

Proposal

Confirmed
proposal

EDGE

[ Edge device

Decision-
making

[14]




IARIA

TOWARDS OPEN MANUFACTURING: A CROSS-ENTERPRISES KNOWLEDGE AND SERVICES

EXCHANGE FRAMEWORK BASED ON BLOCKCHAIN AND EDGE COMPUTING

The proposed framework
incorporates the recent
development in edge
computing technologies
to achieve a flexible and
distributed network. With
the blockchain
technology, it provides
standards and protocols
for implementing the
framework and ensures
the security issues. Noft
only information can be

shared, the framework /[ Infrastructure Laver Y
also supports the | . :
exchange of knowledge 1 | = I TS :
and services so that the | == :
parties can contribute S :
their parts. \ | Storage 1 Compute I Network | !:




IARIA

JASSEAN
b | \"

Authors  propose a T Madstmeedbys Y Ir’gl;;;:;-;;;.;;;g;; T
decentralized | [Somml e I Py -
knowledge sharing | =™ || 77 il N p—
framework based on  _ i ' _ | prewider i ¥
blockchain and edge s*’_"“i""“l,;;;;;‘igg _________ t -
computing iy R
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. . retail logistic I
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-
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IARIA

A 1.3 BLOCKEHAIN AND KM USING cLoun @b
— COMPUTING TECHNOLOGY.

1 apm[;q '\.

e 4 | HEws \
Maonitoring l ) Collaboration S

] =S Finance
Content Communication
Platform
8 ﬁ — =
-
Identity Oueve -
Obkject Starage I%u |l|r e Database
Infrastructure

3 I 1
/ A

‘_,..-’ L J - \ \

Compute [ S| Netw

Block Storage

Phones Tablets

Cloud computing




IARIA

L\
|t provides the
infrastructure to
collect data and
deliver information to
the Internet. Rather
than a personal

computer or a local
server, it uses a
multitude of remote
servers to manage
and process such
large  volumes  of
data. It provides the
platform to share
applications to run
programs. The tferm
Cloud in which the

Internet refers to a
platform for storing
data and running

applications.

JEFINITICN @ TIRIE

CLOUD (COMPUIING

Servers

Application

| I'.‘
E‘ — |l
Collaboration b

Communication

Monitaring

Finance

Platform

— .a:""':“‘ N _| .
% ‘ L '.=.".'-".'| (-1= i
lcle ntity 4 Ouene -
Object Storage Runtime Database
Infrastructure

E

=

Block Storage

Compute

Phones Tablets

Cloud computing
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IARIA

A tfrustable mold redesign
knowledge-sharing
platform, known as
CKshare, based on private
cloud and blockchain
technology. The private
cloud to store the mold
redesign knowledge of
each party to meet |its
own privacy and data
format requirements. The

blockchain  network s
used for recording the
knowledge and its
transactions to ensure

security and trustfulness.

Cloud

‘é:,\ = Computing I Tabl
2 comp,
or -

BLOCKCHAIN FOR INJECTION MOLD REDESIGN

CKSHARE: SECURED CLOUD-BASED KNOWLEDGE-SHARING

&

Application i i i
s Knowledge Knowledge Redesign Redesign
Security Inquiry guidance assessment /
ﬁ ~ KNN-based inquiry ﬁ
Knowledge
Blockchain
Ntk Transaction
f A
____CADCAE i MESCAPP |
| e memsemevesmssmmnanesimevieusgl e e o, A e -
E l
Knowledge P-MES : i
Resource P-CAPP I E
1
l
Cloud-API i
A
{3

.--—---7’_-

Enterprise
Layer
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”ﬁA KNOWLEDGE DECENTRALIZATION IN THE AGE OF BLOCKCHAIN.
L\ DEVELOPING A KNOWLEDGE-TRANSFER SYSTEM USING DIGITAL ASSETS.

The aim of this work is to challenge the traditional ways to perceive organizational
knowledge by creating a model that allows the application of private blockchains to
knowledge evolution, ownership and fransfer. Moreover, intellectual property rights
need to be well established and properly upheld in all organizations in order to create
an environment that is open to knowledge sharing. However, with the development of
the blockchain technology, both the trust and intellectual property issue can be easily
overcome especially integrating the cloud services.

. >
Q Encryption

/| \

Supplier

Knowledge

Receiver ’ Validation
19] 47

Knowledge Block

Knowledge
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uﬁA AN ECDSA APPROACH TO ACCESS CONTROL IN m |
£ KNOWLEDGE MANAGEMENT SYSTEMS USING BLOCKCHAIN

In this work, a role-based access control RBAC model based on blockchain technology is presented,
to enhance user authentication before knowledge is accessed and utilized in a knowledge
management system (KMS). The blockchain-based system model and the smart confract ensure that
transparency and knowledge resource immutability are achieved. As an essential part of RBAC
model applied to KMS environment, trust is ensured in the network.

Knowledge processing center
Key Issuer Verification unit R | \--.

Knowledge Owner

Role assignment unit Cloud

e

Knowledge user

Chain of blocks

System users

Processing node Smart contract unit [ 2 0]
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l1l. T REPUTATION-BASED DISTRIBUTED KNOWLEDGE SHARING

SYSTEM IN BLOCKCHAIN
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I1l. 2 DO YOU HAVE CONFIDENCE IN HOW YOUR ROLLING STOCK HAS BEEN
MAINTAINED? A BLOCKCHAIN-LED KNOWLEDGE-SHARING PLATFORM FOR
BUILDING TRUST BETWEEN STAKEHOLDERS

A business network archive is developed for the maintfenance management of the sliding step of the
train door system. The archive encompasses the business logic and transactional data required to
enhance trust among stakeholders in the quality of performed maintenance. The developed archive
is deployed on Hyperledger Fabric and effective. The results show that the developed business

network, deployed on a customized Hyperledger Fabric consensus protocol, enhanced trust among
the stakeholders involved.

Multi stakeholder information management in a transparent and trustworthy way

By designing a transparent, trustworthy, secure and robust artifact which features consensus building and provenance attributes

! s . \
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I,%A Ill. 3 MANAGING KNOWLEDGE PROVENANCE USING BLOCKCHAIN @

The proposed model for managing knowledge provenance leverages the benefits
of a blockchain to provide a solution which is decentralized, immutable and easy to
update. By presenting knowledge statements in this form, it provides a data
structure which overcomes many of the problems presented by the “post-fact”
world without fundamentally changing the nature of academic discourse itself. This
model is extendable to be used in accountability.

Block n
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)

Statements

Block n+1
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Block n+2
Hash of previous block
header

Timestamp
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being updated (optional)
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Even its advantages (only for the high cost), the blockchain is still not used
by goverments, not enough known and it needs laws to support it.
The trends of blockchain are

1- Further R&D direction for cryptography will more focus on
the capability in fast big data processing.

2- Hardware blockchain technology will lead the spread of
big data market by reinforcing fast speed and data security.

3- The future technologies related to the applications will be
developed closely with encryption technologies which are
essential part for artificial intelligence and IoT.

4- The exchange related technologies will focus on solving
the problems in cryptocurrency fransactions.

5- The further directions of the digital fransaction

technologies will focus on the big data processing.
[24]
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