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Introduction

The Internet of Things (IoT) is an innovative technology.
The Internet of Things easies the people’s lives and businesses way in many areas.
The Internet of Things systems have no standard architecture.

Allow the connectivity.
Exchange messages between physical or virtual
entities,e.g., devices and Cloud, by defining
rules and constraints where several requirement
must be taken by these protocols in order to
succeed IoT systems.

Communication Protocols
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Contributions

1 Overview the initial communication protocols adopted for :

Messaging Device Management Service Discovery

2 Identify the problems most studied by the existing protocols in IoT scenarios.
3 Review of the studied solutions that improve existing protocols.
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IoT Application Layer Protocols

A Messaging protocol ensure communica-
tion between entities, it enable exchanging
data between the components of a IoT sys-
tems.

Data

A device management protocol enables the
abstraction of an IoT/M2M device as a
managed object to make the management
of the device much easier.

Device Management

Service discovery protocols (SDPs) are communication protocols that provide mechanisms to
help clients to discover services available on the network.

Service Discovery
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Messaging Protocols (1/4)

Most relevant messaging protocols:
Message Queuing Telemetry Transport (MQTT)
Constrained Application Protocol (CoAP)
Data Distribution Service (DDS)
Advanced Message Queuing Protocol (AMQP)
the eXtensible Messaging and Presence Protocol (XMPP)
Hypertext Transfer Protocol (HTTP)

Message Queuing Telemetry Transport (MQTT)

♣
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Messaging Protocols (2/4)

Constrained Application Protocol (CoAP)
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Messaging Protocols (3/4)

Advanced Message Queuing Protocol (AMQP)

AMQP has three components, Publishers, Subscribers
and, both parts of an AMQP Broker are Exchanges of
Message queues.
The Publisher creates a bare message and sends it to the
Exchanges components that are used to forward the
messages to appropriate message queues using the routing
keys contained in messages, these latters can be stored
into message queues before forwarding it to Subscribers.

AMQP’s message exchange
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Messaging Protocols (4/4)

Messaging protocols main features :
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Device Management Protocols

Most popular device management protocols for IoT:
Open Mobile Alliance Device Management standard (OMA-DM)
Lightweight M2M (LwM2M)
The Broadband Forum defined CPE WAN management protocol (CWMP)

Most metrics and disadvantages of Device Management Protocols
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Service Discovery Protocols (1/2)

Multicast Domain Name System (mDNS)
Open protocol defined by IETF.
Requires minimal configuration. based on the Internet.
Protocol (IP) and the User Datagram Protocol (UDP).

1 mDNS client send IP multicast message to all the
nodes in the local domain to ask devices that have
the given name to reply back.

2 The target machine it multicasts a response
message which contains its IP address when it
receives its name.

3 All nodes in the network receiving the multi-cast
message of the target machine update their mDNS
caches accordingly.

How mDNS works
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Service Discovery Protocols (2/2)

Simple Service Discovery Protocol (SSDP)
Open protocol
Based on IP, UDP, and SOAP (Simple Object Access Protocol).

1 The SSDP client discovers SSDP services by multi-casting a discovery request to the SSDP
multicast channel and port.

2 SSDP services listen to on that channel until receiving a discovery request that matches the
service it offers.

3 SSDP services responds using a unicast response.

How SSDP works
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Application Protocols Challenges (1/2)
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Application Protocols Challenges (2/2)
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Application Protocols Enhancements
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Conclusion (1/1)

The application protocols are subdivided into three types :

Messaging Device Management Service Discovery

The main Challenges facing application protocols in IoT are ;

Real-time communication

Security

Quality of Service

Constrained devices

Interoperability
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Conclusion (1/2)

The aim of enhanced application protocols is to :
improve real-time communication by decreasing the delay of communication between IoT devices.
support interoperability by ensure technical and semantic interoperability.
improve the security level to reduce the state of risk on IoT devices, IoT data.
improve the QoS by providing applications policies to control a wide set of non-functional
properties, such as data availability, data delivery, data timeliness and resource usage.
save devices resources by saving power and memory.
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Thank You!

Any Question ?
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