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Presenter

Sandro Hartenstein is a security analyst 

and engineer. With his professional 

experience as software developer since 

2001 and the security know how of the 

master study in Security Management 

2010 he advises enterprise companies 

on secure software development. 

Currently he is working as a research 

assistant primarily on his dissertation on 

the development of trusted software in 

the research project at the HWR Berlin.
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Research Team

Research Topics

• Trustworthiness Software Development & Web-Services

• Trustworthy KI Web-Services

• Privacy in Web-Services

• Automated conflict resolution approaches für Web-Services

• https://blog.hwr-berlin.de/schmietendorf/forschungsthemen/
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• Introduction

• Related Work

• Concept

• Future Work 
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Introduction
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• rapid digitization of services is enabled by the use of WebAPIs

• must be trustworthy in order to be successful

• Trustworthiness is not only characterized by security measures

• Vendor and user-related aspects must also be considered 

• A broader view is needed

• The trust of users is the aim
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Related Work

Trust
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• McKnight brought together the various aspects and their dependencies 

on trust in one design [1]

• distinguishes in trust in the institution through psychology and sociology, 

which influences the personal trust
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Related Work

Trust Patterns
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• Trust Patterns 

TH-Koeln [2]

• Warn-When-

Unsafe



Related Work

Trust Patterns
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• Trust Patterns 

TH-Koeln [2]

• Warn-When-Unsafe

• https://das.h-

brs.de/usecured/patterns/warn

-when-unsafe



Related Work

Evaluation
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• Used Pattern Lifecycle for evaluation
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Related Work

Trustworthiness Attributes
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• Trustworthiness attributes of web-based software identified by 

literature review [4] and survey [5]
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Concept



Concept
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• Holistic, multi-dimensional view of the trustworthiness of WebAPIs

• Product view

• Process view

• Resource view 

• Results can be Trust Patterns for each view 

• provide a good way to address non-functional and functional 

requirements 



Concept

Sandro Hartenstein 15Patterns 2021



Future Work



Future Work

EUMOVE
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[6] p.4 



Future Work

EUMOVE Project
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• A multidomain Reseachteam at HWR Berlin

• Multidimensionale Analyse of Tw

• STEEPLE Analyse of Trustworthiness for WebAPIs

• to find weights for several Attribute in several branch

• A set of trust patterns for WebAPIs is desirable as a result
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Thank you.

We will gladly answer your questions by email: 

Sandro.Hartenstein@hwr-berlin.de 

References: 

(1) D. H. McKnight and N. L. Chervany, “                              :     B             ,”    Lecture Notes in Computer Science, vol. 2246, Trust in Cyber-societies: 

Integrating the Human and Artificial Perspectives, R. Falcone, M. Singh, and Y.-H. Tan, Eds., Berlin, Heidelberg: Springer, 2001, pp. 27–54.

(2) Lo Iacono, USecured Tools. [Online]. Available: https://das.th-koeln.de/usecured [retrieved: 01, 2021].

(3) A. H            H       , H. &  ö     ,  , “Fostering Initial Trust  in  Applications: Developing and  Evaluating Requirement Patterns  for Application Websites,” 21   

European Conference on Information Systems (ECIS), Utrecht, The Netherlands, vol. 2013. [Online]. Available: 

     :     .          .     .   228935 1 H       %20  %20  .%202013.   .

(4) S.       ,  . G.          ,      . W    , “Trustworthy                     ,”    Lecture Notes in Computer Science, Communications and Multimedia Security, D. 

Hutchison et al., Eds., Berlin, Heidelberg: Springer Berlin Heidelberg, 2013, pp. 233–247.

(5) N. G.                ., “Trustworthiness Attributes and Metrics for Engineering Trusted Internet-Based                 ,”                                   

Information Science, Cloud Computing and Services Science, M. Helfert, F. Desprez, D. Ferguson, and F. Leymann, Eds., Cham: Springer International Publishing, 2014, 

pp. 19–35.

(6) S. Hartenstein, S. Schmidt, and A. Schmietendorf: Towards an Empirical Analysis of Trustworthiness Attributes in the Context of Digitalization. in The Fourteenth

International Conference on Digital Society, ISBN 978-1-61208-760-3 [In Citavi anzeigen] , ISSN 2308-3956, Valencia, Spain, 2020, pp. 112–116. Accessed: Nov. 22 

2020. [Online]. Available: https://www.thinkmind.org/articles/icds_2020_3_130_10047.pdf 


