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Martin Spiller

| have been working in MICRORISC for 12 years, currently in the
position of FAE leader.

In addition to regular technical support of MICRORISC
customers | am responsible for hardware development and
especially development of IQRF gateways.

| have been involved in many projects related to IQRF
technology. Currently | am leading the project Development of
an autonomous off-grid system for bidirectional communication
with wireless nodes.

AN

MICRORISC



* Introduction
*  Whatis IQRF
*  What is IQMESH protokol
*  Features of IQMESH

* IQRF gateway basic architecture

L IQRF Gateway Daemon
L IQRF Gateway Daemon API
*  IQRF Gateway WebApp
*  Armbian vs Yocto Linux
¢ IQRF Gateway Daemon Licences
. Extensions of Gateway Daemon
* IQRF gateway design
*  Basic IQRF shield
*  Advanced IQRF shield
* IQRF shield for an Industrial Gateway
*  Off-Grid IQRF Gateway

. IQRF Cloud
i \\

MICRORISC



What is IQRF?

IQRF® is a wireless MESH technology in sub-GHz
ISM radio bands.

It requires no infrastructure by external providers, no
license and no carrier fees.
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Introduction / IQRF network / Topology

IQMESH

Routing extends the range and enable to deliver data to difficult areas.

IQMESH routing protocol

IQRF Mesh routing protocol is called IQMESH®. It is based on an optimized directional flooding. Its main
advantages are higher throughput and much higher robustness which primarily becomes apparent in
industrial and other applications where a high reliability is a must.
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Introduction / IQRF network / IQRF technology

IQMESH features

IQRF network IQMESH is implemented above the IQRF OS by the DPA Framework (layer).
239 nodes / sensors / actuators
* 1 coordinator device / gateway

B Up to 240 devices in the network (1 Coordinator + 239 Nodes)
Up to 240 hops

|

B Routing packets in background
* Synchronous communication -
|

controlled by coordinator

Low latency (STD) as well as low power (STD+LP) network types supported

Routing in real time:
B Max. 60 ms per hop for STD network, based on the payload

. request/response communication B Max. 100 ms per hop for STD network, based on the payload
Payloadupto 64 B

N bonding, network construction, All communication is automatically encrypted by AES-128

timing - coordinator controlled Autonetwork functionality for automated network build-ups

Discovery functionality to discover / recover topology
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IQRF Gateway - Basic architecture

Architecture of an IQRF gateway
* Linux board

* Shield with IQRF transceiver
 |QRF daemon

Raspberry PI Up Board BeagleBone

7 .. KON-RASP-01

IQRF-BB-01

KON-RASP-01

PlugPC PC
Tablet

usB

usB
GW-USB-06 GW-USB-06
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IQRF Gateway - Commercial solution

 Commercial solutions available
* Following the same architecture
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IQRF Gateway Daemon

IQRF Gateway Daemon

[ ] ]

Communication channels Running modes IQRF interfaces
| | - |
# UDP T WS/MQ r MQTT/WS 1+ Operational SPI
# Forwarding UART
# Service USB CDC

Service channel

Local channel  peomote channel

APl -)JSON Messages
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IQRF Gateway Daemon

Servers/Clouds

REMOTE
APPs & Web APPs

IQRFA Server

IQRF UDP LOCAL LOCAL
IQRF JSON
protocol CMDs T APPs & Web APPs
IQRF JSON IQRF JSON
L protocol protecol
Communication
channels
Custom
Messaging
IMessagingService
Shape
Loader
Custom
Component(s)
Shapeware
Services

IQRF Gateway Daemon

IDaemenService IUploadService

ISchedulerService

HTTPS
protecol

Targeted for
Linux/Wndows
devices

cLibDPA
https:/fgithub.com/igrfsdk/clibdpa.git

cLibsPI

https:/fgithub.com/igrisdk/clibspi.git

cLibUART
https://github.com/igrfsdk/clibuart.git

https:/fgithub.com/igrisdkjclibede. git

cLibcDC

UsSB CDC
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IQRF Gateway Daemon API

JSON Messages

[

IQRF Generic

"mType"iqriRaw”

"mType":"igrfRawHdp"

IQRF Standard

igrfLight_*"

—I "mType™: igrfBinaryoutput_*" I

=]

~| "mType™igrfEmbedExplore_*" I

—I "mType™"igrfEmbedCoordinator_*" I

=

[

IQMESH Network

"mType™:"*_BondNodeLocal” I

"mType":"*_SmartConnect” I

Y

Scheduler

"mType":"*_AddTask"
"mType":"*_GetTask"

1]

"mType’

"mType":"*_StopTask”

~

Daemon Management

Daemon Configuration

MICRORISC
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Gateway

Information

Log file

Change mode

IQRF services

SSH service

Automatic upgrades

Power control

Configuration

IQRF network

Clouds

User manager

API key manager

IQRF Gateway WebApp

((((e Qo Gateway |

= Gateway

Configuration

IQRF network

Send DPA packet

Send JSON request

Coordinator upload

TR configuration

Network manager

Standard manager

Clouds

User manager

API key manager

Documentation
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B Gateway

Configuration

IQRF network

Clouds

IBM Cloud

Microsoft Azure loT hub

Amazon AWS loT

Hexio loT Platform

Inteliments InteliGlue

PIXLA device management

User manager

API key manager

Documentation
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IQRF gateway — Armbian / Yocto

* Yocto Linux .
* Increased stability
« Read Only -
e Support for Mender 10
+ or
* Armbian Linux
< yocto
PROIJECT
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Extensions of IQRF Gateway Daemon

Next extension? Ve N
| IQRF |
Gateway
- |QRF Bridge e
- ETH/WiFi ‘
- Simple Low-cost Device J “ A R
Daemon
- IQRF gateway daemon hosted b ' 7\ -
on a gateway or server ‘ ‘
- Multiple instances \/
“J |QRF Eridge ‘
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IQRF Gateway daemon licences

Plans with IQRF Gateway daemon

‘ Licence Server ‘

* Basic functionality as OpenSource

‘ SW licence ‘ ‘ SW licence ‘

* Further extensions planned under
SW licence

IQRF Gateway Daemon IQRF WebApp

Open Source licence Open Source licence

*  Web based server will provide
licence management IGRF gateway
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IQRF Gateway — Overall scheme

Local
Configuration, Local control, Service

ee

1/ \
\T/ T/ Gateway |uoP JSON WebSocket
End devi R «  Microcomputer | . Internet  Remote
NN GW-USB-06 = MCU Linux | JSON
® 0 = WaebSocket S
O 0 iguration
& 8 & Local control
(&) :o: 8 Service
® IQMESH DPA € E IQRF Gateway Daemon UDP/VPN
.
: Coordinator D . Extensions v'jvso% '

SPI 2 T 3 -

o or 2 HII SIS < Aoris
UART & JSON | JSON JSON | JSON ":QSQ?’,:

or l& MQIWS: MOQ/WS MOTT | MaTT
End device USB g [Mwd] [Sed] - [Aeei] (SN --
: JSON
* Optional MQTT / WebSocket |
Local
Apps
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Basic IQRF shield

7 N
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Advanced IQRF shield

0
<I|:|20 NFC
< 'I:TP:: >
———EN
==y < Sorial > -
@ f IQRF RAM
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IQRF shield for an Industrial gateway

UFL-SMA—— TR-76D/G SRAM

I\

KONA-RASP-04 NFC |

MCU

GPIO header

-

Et

CM4-10-BASE-A (

SB LTE UFL - SMA:

T

RPI CM4

L\
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Off grid IQRF gateway

IORF cloud
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Off grid IQRF gateway

Current consumption

- 208mA booting / online [60 s] On / Off Cycle Mean current consumption
- 360uA sleep [9 min, 19min, ...] 10 min 21 mA
- Upto 17 days online [ 4.4 Ah] 20 min 10,6 mA
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IQRF cloud

/ oo D

Gateway HB monitoring

Gateway API

MarT /Clienl device \

Auto-provisioning MQTT/
WS Web browser APP

Gateway backup/restore

IQRF network backup/restore

Autonetwork

Gateway Edge Management

Gateway Params & Secure

Fleet updates \ /

K SSH Service tunnel /

IQRF Daemon Gateway
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BIG THANKS to

the Czech Ministry of Industry and Trade for financial support of the project FV40132
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Thank You
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