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Introduction to 10T and IloT
Major loT Trends
lloT Applications and Industry Market
lloT Essential Requirements
loT/lloT Design Methodology
lloT Use Cases
1. Manufacturing
2. Healthcare
3. Agriculture
lloT Challenges
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IWhat is IoT?

 |TU definition of I0T :

— “ A Network that is Available anywhere, anytime, by anything and anyone”
« |ETF’s definition of “things”™: “in the version of 10T,

— ‘things’ are very various such as computers, sensors, people, actuators, refrigerators, TVs,
vehicles, mobile phones, clothes, food, medicines, books, etc. these things are classified three
scopes: people, machine (for example, sensor, actuator, etc.). These ‘things’ should be identified
at least by one unique way of identification for the capability of addressing and communicating

with each other and verifying their identities. In here, if the ‘thing’ should be identified, we call it the
‘object.”
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IWhat is [l0T?

' * Industrial 10T (lloT) -

Internet of Things —Types — “Industrial Internet of Things (lloT) or “Industry 4.0” refers to the
combination of 0T technology and data with manufacturing and
other industrial processes, often with the goal of increasing
automation, efficiency, and productivity. This is where 10T gets
applied in practice at various industries, such as:

» Factory equipment, machines, and devices used in manufacturing

» Health monitoring devices in healthcare

» Sensors and Supervisory Control and Data Acquisition (SCADA)
systems in oil and gas production

» Telemetry data from autonomous vehicles”
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https://blogs.informatica.com/2018/08/27/the-democratization-of-the-internet-of-things

Pre-
Internet
“HUMAN
o Wl www
HUMAN”
* Fixed & * E-mail
mobile ¢ |Information
telephony * Entertainment
* SMS

\J U

+ Smart + Smart
networks IT platforms
& services

Source: https://twitter.com/fisher85m/status/926360908900773889

|The Evolution of IoT

“wes 2.0 [N

* E-productivity
¢ E-commerce

U

+ Smart
Phones &
applications

“MACHINE
“SOCIAL - TO
MEDIA” MACHINE”
* |dentification,

* Skype tracking,

* Facebook monitoring,

* YouTube metering ....

* Twitter

* Semantically
structured and
shared data ...

\J U

+ Smart + Smart
Devices, Data & ambient
objects & tags context

.
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|Scope of lIoT Systems

8 i
o Q“““@E“ o

Self- conhgumhon ‘

Everything ir connected

Programability ﬁi@

.@‘ Sensing/Actuation é% Interoperable communication @

Ubiquity

Qs

Embedded Intelligence \«:;]/ [
T Service delivery

Source: https://iot.ieee.org/images/files/pdf/IEEE_loT_Towards_Definition_Internet_of Things_Revisionl 27MAY15.pdf . rno H a LLI K
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Scope of [oT Systems

Libelium Smart

Smartphones Detection

Traffic Congestion

Wine Quality Enhancing

Offspring Care
Sportsmen Care

Structural Health

o

Quality of Shipment Conditions

Source: https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-

understand/#ef2433f1d091

Smart Lighting

'Noise Urban Maps

‘Waste Management

Smart Parking

Water Quality Golf Courses

Water Leakages
Vehicle Auto-diagnosis

Item Location

NN
libelu{p

wew.lidelium com
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| |Artificial i
Intelligence

“Data is the fuel that powers the 10T and the organization’s ability to
derive meaning from it will define their long term success.”

Source: https://www.gartner.com/en/newsroom/press-releases/2018-11-07-gartner-identifies-top-10-strategic-iot- . mo H a | I I K
technologies-and-trends

https://www.visualcapitalist.com/aiot-when-ai-meets-iot-technology/ IDEAWORKS




| |Artificial i
Intelligence

“Al will be applied to a wide range of 10T information, including video,
still images, speech, network traffic activity and sensor data.”

Source: https://www.gartner.com/en/newsroom/press-releases/2018-11-07-gartner-identifies-top-10-strategic-iot-
technologies-and-trends . I l l H a LLI K

https://www.visualcapitalist.com/aiot-when-ai-meets-iot-technology/ IDEAWORKS




| |Artificial i
Intelligence

“loT is powered by three technologies: Artificial Intelligence (Al), 5G
and Big Data. Together, Al and loT to create AloT — a smart,
connected network of devices that seamlessly communicate over
powerful 5G networks — unleashing the power of data better and
faster than ever.”

Source: https://www.gartner.com/en/newsroom/press-releases/2018-11-07-gartner-identifies-top-10-strategic-iot- . | l OH | I |

technologies-and-trends
https://www.visualcapitalist.com/aiot-when-ai-meets-iot-technology/ IDEAWORKS




|Social, Legal and Ethical 1oT

The ownership of data, deductions made from it, algorithm
bias, privacy, and complying with regulations. “Successful
deployment of an IoT solution demands that it's not just
technically effective but also socially acceptable.”

Source: https://testmyprep.com/subject/ethics-and-aesthetics/codes-of-professional-ethics-reasons-for-the

Assess ethics
risk and
opportunities

Develop or revise code of ethics
& processes

Integrate
ethical
standards

Report & Disclose
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lInfonomics and Data Broking

“Infonomics is the theory of the monetizing of business data to be
used as a strategic business asset within the company accounts.
By 2023, the buying and selling of IoT data will become an The next
essential part of many IoT systems.” evolution
inloT
“Organization must educate their organizations on the risks and
opportunities related to data broking in order to set the IT POlICIES |

will not be just additional

required in this area and to advise other parts of the organization.” [t

These services are actually
the next evolutionary step”

Source: https://witanworld.com/article/2019/10/19/internet-of-things/ . I l OHa I |
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lIntelligent Mesh

INTERNET

“The shift from centralized and cloud to edge CLOUD
architectures is under way in the IoT space. These mesh
architectures will enable flexible, intelligent and
responsive loT systems — even though it is at the cost
of additional complexities.”

N D LAN/WAN
. " ] oo >
-~ -=) ' o

“When supporting a complex IloT solution, a centralised ... = et — ,
cloud architecture becomes costly in terms of bandwidth ' ‘
cost and computing resources. Latency and network
availability issues also impact cloud based IloT.”

SENSORS AND CONTROLLERS

Source: https://openautomationsoftware.com/open-automation-systems-blog/iiot-edge-computing-vs-cloud-computing/ . | I OHa | I
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lIntelligent Mesh

INTERNET

“With typical network cloud systems, data is pushed up CLOUD
to a server and then pulled back down by clients. This
works well for videos, pictures, music, documents and

non-critical applications, but is not a good design
for real-time lloT data.

LAN/WAN

If data does not reside at the source, the data quality
may be unreliable. Issues with the freshness, accuracy
of data, and speed of delivery are potentially impacted
when using a cloud architecture.”

SENSORS AND CONTROLLERS

Source: https://openautomationsoftware.com/open-automation-systems-blog/iiot-edge-computing-vs-cloud-computing/ . | I OHa | I
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|Governance

As loT expands, a governance framework that
ensures appropriate behaviour in the creation,

storage, use and deletion of information related to
loT projects is needed.

Source: https://www.information-age.com/iot-governance-compliance-security-challenges-123490573
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|Governance

“When implemented correctly there are many
benefits of utilising a growing network of IoT
devices, including improved revenue and
operational efficiency, lower costs and even the
creation of new business models.”

Source: https://www.information-age.com/iot-governance-compliance-security-challenges-123490573 . MOHAaUWIIK

IDEAWORKS




|Sensor Innovation

The sensor market will continue to evolve through to 2023.
New sensors will detect a wider range of situations and
events.

Source: https://www.te.com/usa-en/industries/sensor-solutions/applications/iot-sensors.html . mo H ' I I K
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|Secure Systems

COMMON

1oT DEVICE

VULNERABILITIES

‘loT devices are vulnerable largely because these devices lack
the necessary built-in security to counter threats. Aside from the

technical aspects, users also contribute to the devices’ e '-
oft 8

TO WATCH OUT FOR

vulnerability to threats.’

Insecure Unnecessary Insufficient logging
components open porls mechanisms
d open ports In somy
NMPony 1] i [ iiow hack )
mecatilix i)
Inadequate privacy Lack of sutomatic paich Hardooded

protection and encryption management passwords
Peor datn manngemnnt

Source: https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/smart-yet-flawed-iot-device- I—n
vulnerabilities-explained . O H a LLI K
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|Secure Systems

COMMON

1oT DEVICE

VULNERABILITIES

‘...some of the reasons these smart devices remain vulnerable:
Limited computational abilittes and hardware limitations,

Heterogeneous transmission technology, Components of the e I-
oft 8

TO WATCH OUT FOR

device are vulnerable, Users lacking security awareness’

Insecure Unnecessary Insufficient logging
components open porls mechanisms
d open ports In somy
NMPony 1] i [ iiow hack )
mecatilix i)
Inadequate privacy Lack of sutomatic paich Hardooded

protection and encryption management passwords
Peor datn manngemnnt
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|Secure Systems

COMMON

1oT DEVICE

VULNERABILITIES

.. by 2023, we expect to see the deployment of hardware and
software combinations that together create more trustworthy and

secure loT systems...’. E@ @-

Insecy
compor:

TO WATCH OUT FOR

o that contar [
il i)
Inadequate privacy Lack of sutomatic paich Hardooded
protection and encryption management passwords
oo o nigermnnt Dy

A i

iow hack 1]
! vunaribie sorvice:
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lUser Experience

User experience is driven by 4 factors: new sensors, new UXinloT

algorithms, new experience architectures and context, and
socially aware experiences.

Design for data usage

Remember about your user

@ Double check to know it works

Ensure data security

Use the ultimate creativity

Source: https://onix-systems.com/blog/user-experience-in-iot . rnOH | I I K
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|Silicon Chip Innovation

By 2023, it's expected that new special-purpose chips will
reduce the power consumption needed to run IoT devices.

Source: https://www.iotworldtoday.com/2019/11/05/a-guide-to-choosing-the-right-iot-processor-for-your-company . I | OHa I |
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IWireless Networking

A set of competing requirements must be balanced in 10T
networking. New |oT networking technologies should
particularly explore 5G, the forthcoming generation of low
earth orbit satellites, and backscatter networks.

5G era goals

https://www.i-scoop.eu/internet-of-things-guide/5g-iot/ . mOH l I I
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lIndustrial

Industrial
Robotics
Industrial
loT
applications
Smart car

Smart city

Smart

communications

Factory/
manufacturing

Smart grid

Smart power/
utilities

Source: https://iot.ieee.org/images/files/pdf/IEEE_loT_Towards_Definition_Internet_of Things_Revisionl 27MAY15.pdf
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IMarkets

Hospitals & Doctors

Insurance companies

Consumer equipment providers
Consumers Healthcare
Appliances
Media Home & providers

ICT infrastructure Building
providers
Facility
Regulators management
. architecture Retail st
Logistics . etail stores
companies frame work
Application
Public transport developers
companies Mobility/
Transpor-
tation
Utilities

City authorities Manufactur-
ing

Manufacturing industries Automation equipment providers

Source: https://internetofthingsagenda.techtarget.com/definition/Industrial-Internet-of-Things-1loT . mo H | I | K
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|Stages of 10T

Stage 1 Stage 2 Stage 3 Stage 4

Internet Gateways,

The “Things” Sensors/Actuators Data Acquisition Edge IT Data Center/Cloud
(wired, wireless) Systen?s \analytics; (analytics, management,
(data aggregation, A/D, pre-processing) archive)
Primarily measurement, control)
analog data
sources /
Devices, // . ‘4 Ji ll
machines, “—‘ﬁ B 7 | I
people, tools, e o\) f’ e
cars, animals, j ey '
clothes, toys, l__ l Wi, Cellar Satelite Hub

environment, S s E‘ F Celutar, Satédite Hubrs

B
buildings, etc. & w E
/ [ — 1 Ei

= - . :

e ~ E_] : M. i Visualization E . '1 i -

Source: https://www.arcweb.com/industry-concepts/industrial-iotindustrie-40-concept . | | OHa I I
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|Value Proposition

2 £
/ \ Monitoring
\E L/ @
Apps Analytics
a Platform
Security

Source: https://www.sciencedirect.com/science/article/pii/S0166361517307285 . rno H | | I K
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|[EXpertise

Smart Sensor systems Integration and System on module
(SOM) development.

Design and Development of embedded and edge computing
for Internet of things (IoT) and Cyber-Physical Systems.

Smart Sensor Embedded systems and FPGA based digital
prototyping

Industry Artificial Intelligence and Predictive maintenance
platforms.

Testing of IoT wireless communication protocols.
Energy harvesting solutions.
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|Architecture

Massive MIMO @
. $5) e
< 22021 - = ¥
¥ 2% A ((( )>) ‘Al '.f' a
-oda M2M Beamformimg «. 35
, sEes Cloud Technologies
Wireless 0 0‘0
communication A ". 02 Q\‘} /m\n:QlQ
7 6‘ K Split Plane and HetNet
¥ . W4y 3 ——s
0\ &/ 75 2 ) C-Plang 4~ * ~*
Ap Movingcell = : — VY . U-Plane
3 ). —q) SDMA - PR
eal) V @A @ A r B e S
o QU Oy G S
Sensors a ) $25 ‘A'
h A £
IOT Arc Ite Ctu e Dense small cell Millimeter-wave Mobile Broadband
Application & Service Architecture & Management
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|IDesign Methodology

Purpose & Requirements
Define Purpose & Requirements of loT system

Process Model Specification
Define the use cases

Domain Model Specification
Define Physical Entities, Virtual Entities, Devices, Resources and Services in the loT system

Information Model Specification
Define the structure (e.g. relations, attributes) of all the information in the loT system

Service Specifications
Map Process and Information Model to services and define service specifications

loT Level Specification
Define the loT level for the system

Functional View Specification
Map loT Level to functional groups

Operational View Specification
Define communication options, service hosting options, storage options, device options

Device & Component Integration
Integrate devices, develop and integrate the components

Application Development

Develop Applications

Source: https://www.slideshare.net/pavanpenugondal/chapter-5-iot-design-methodologies . I—no H ' I I K
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g Internet of Things in Manufacturing

h MANUFACTURING PLANT
T po n flow in il
t asto and r

GLOBAL FACLITY INSIGHT USTOMER SI OPERATIONS

Manage equipment remotely, using

teerpeatuse b and other settings
10 conserve energy and feduce Costs .
automation and optimization

Bw ,

Provide croms <hannel v ley r1 mm\:m ;

1o optimeze sugply 8nd reduc
the value chain

1
03
A P
o
rational cost
1 gain mught into
o

Digital/Connected Factory

Facility Management

Production Flow Monitoring

Inventory Management

Plant Safety and Security

Quality Control

Packaging Optimization

Logistics and Supply Chain Optimization
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|Virtual Care

Supply Chain for Medicine

Telesurgery Distri
)L istributor
3 @'i - @ and Equipment @7‘ -
Remote @ i o 5G gNB ;w — -
Surgeon g A I

5G gNB
@ — .
Healthcare Authority

Medicine/Equipment
Manufacturer ? O
5G gNB Y
A 5G gNB

Telemedicine
Telenursing
Telepharmacy
Telesurgery

Patient l'

Telemedicine
7 (- R t
A (Y Doctor

’ MEC Server |
Patient using

smart device '

Core Network -
Local 5G Operator

New Medical PY
i Applications/Services

o=
Patient with =)
AR glasses ;v
. MEC Server
Self-Isolation DM°"°" - Applications with
Monitoring electors S loT Slice ]| massive connectivity

n

H;; ~

Device

o SR

A .

N \’f,;. ?%L ‘.D. °
N 'I'E'I'

General
Contact Tracing RS Public

Contacts

eMBB
Slice

URLLC Ultra-low latency
Slice Apps

High bandwidth and
data rate Apps
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Telemedicine Slice
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Telesurgery Slice

5G Technologies 56
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|ISupply Chain

Smart manufacturing technologies to
meet demand and safety consideration
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lImplementation Challenges

Deployment Challenges

2] 2] 2] | o] 2] 5] .2 ° Privacy protection issues

= @ 8| 8 2| 3| 2| §8 :

2 fé 85| -3| & & 3| * Security challenges

| SE| B 2| 28 =| & &% - C e :

g @G 3 E gg : L « Scalability and QoS provisioning in

= T 2 3 massive connectivity regime
Use Case Application “ e .. .

- " « 5G deployment and limited connectivity

Telehealth Telenursing Cha”enges

Telesurgery

 Societal iIssues and the human factor

Telepharmacy

Connected Goods

Supply Chain

Manufacturing

Contact Tracing

Containment

Self Isolation
L = Low Impact, M = Medium Impact, H = High Impact
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|ITechnical Requirements

Use case Application Expected capacity Expected latency Number of devices Other requirements
Telehealth  Telemedicine =500 million visits per <1-100 ms 1-10 per appointment  Real-time backhaul connectivity
year Streaming data type
Telenursing =350 Mbps =1-100 ms 1-10 per appointment  Real-time backhaul connectivity
Streaming data type
Telesurgery 30-50 Mbps =1 Gbps <=1 ms 10-100 per surgery Real-time backhaul connectivity
for holographic Streaming data type
rendering =99.999% availability required
=99.999% reliability required
Telepharmacy =30 Mbps =1000 ms 1-10 per appointment  Real-time backhaul connectivity
Streaming data type
Supply Connected Small-data (<1 kbps)  <10000 ms Up to millions per Intermittent backhaul connectivity
chain goods per device, =1-10 supply chain Streaming/historical data
Gbps of data per =95% availability required
supply chain
Manufacturing  =1-10 Gbps of data wide range: =1 ms for 1000—one million per  Real-time backhaul connectivity
per plant time-critical (e.g.robotics), plant Streaming data
=10000 ms for Indoor connectivity and high availability
non-time-critical
optimizations (e.g. asset
localization)
Contact Using sensor =10-100 GB of data =1 ms 1000—one million per  Real-time backhaul connectivity
tracing data for contact per city per day city Streaming data type
tracing Low power consumption
Self isolation <1 GB of data per <1000 ms 1-10 per isolated Real-time/intermittent backhaul

isolated person per day

person

connectivity
Streaming data type
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|ISmart Farming

LoRa Farm ~ er ~ W— Reset Update Map  ~
i g ‘g 3
A

B g ‘
za) Weather Stations ... OK ! 3 B Aerial

Localized Environmental Monitoring
« Power and Temperature Monitoring
« Tracking position of guard dog
« Live, web-accessible display of da

5 3
% Hillerest

"?,.4. @y
| Weather.2
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|Barriers to Adoption

* High-investment cost.

« Secure Data Storage and Management.

« Connectivity Outages.

« Reliability and stability

« Connectivity of all the systems in lloT setup.
« Blending legacy systems.
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