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* The project has the following objectives:

1. To identify gaps in computer science lecturers’ knowledge
of ethics

2. To develop a common understanding of pan-European
values in ethics in technology

3. To develop a repository of open and accessible online
curricula, teaching and assessment resources to support
computer science ethics

4. To produce practical guidelines and instructor guides for
the teaching of computer science ethics

5. To develop a sustainable European Community of
Practice in computer science ethics

6. To develop an online training programme through the
HubLinked Global Labs model for computer science
lecturers in ethics.
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* The content is to be developed to help Computer
Science lecturers teach, so there’s two types of

content being developed:

1. Content speaking to the lecturer about how to
deliver content

2. Pre-made content aimed at Computer Science
Students (15t Year to MSc)
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e Dark Patterns Brick

* Developing Countries Brick

* Cyberharassment Brick

* Programming Pitfalls Brick

* Smart Pills Brick

* History of Digital Ethics Brick

* http://ethics4eu.eu/Bricks/
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* Lesson Content
* Introduction to Content
* Exploring the Patterns
* Ethics of Patterns

* Instructor Guide

* Exam Question

* In-Class and Take-home Activities
* Research Papers
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© Uniea Stames - Engisn v USD W7 Suspont (0)SSMTT  Weip L Swainw
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Yes! Your domain is available. Buy it before someone else does.

naughtydarkpatterns.com __sews299 [ETREN

Some websites use tricks to
make people agree to share
more data than they intended
to, or to spend more money than
they planned to.
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e User Interface experts got together and categorized a
number of these tricks that are commonly found on
websites, and called them Dark Patterns.
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* Dark Patterns trick people:

nto sharing information they don’t intend to

nto paying more than they thought

nto subscribing to mailing lists that they don’t want to
nto downloading programs that are disguised

nto spamming their contacts

* By preventing price comparison
* By changing the meaning of a commonly used symbol
* By using guilt to get people to spend more money
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* Trick questions * Hidden Costs
* Sneak into Basket * Bait and Switch
* Roach Motel * Confirmshaming
* Privacy Zuckering * Disguised Ads

* Price Comparison Prevention * Forced Continuity
* Misdirection * Friend Spam

https://darkpatterns.org/types-of-dark-pattern.html
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* This is very common when registering with a service. Typically a series of
checkboxes is shown, and the meaning checkboxes is alternated so that
ticking the first one means "opt out" and the second means "opt in".

Please enter your details to reserve your item(s)

Title :
Mr. %

First name * :
Last name * :
Email * :

Phone number * :

Please do not send me details of products and offers from Currys.co.uk

Please send me details of products and offers from third party organisations
recommended by Currys.co.uk
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* You attempt to purchase something, but somewhere in the purchasing
journey the site sneaks an additional item into your basket, often through
the use of an opt-out radio button or checkbox on a prior page.

T GoDecoy Domar Name Se
& Y " - v godaddy com - A 5 . X ' s c =
© Unned States - Engish v USD ~ 207 Support (680) SOSB4TT  Melp L Sknine
J

naughtydarkpatiemns Search Again

Yes! Your domain is available. Buy it before someone else does.

naughtydarkpatterns.com  wens299 [N

e e 1o 2 years or more 15t yedr groe §1.00 ASaton

© Get 3and Save 69% $17.00° el
naughtydarkpatterns.net

naughtydarkpatterns.org

naughtydarkpatterns.info

Protect your name with these domains:

Extensions naughtydarkpatterns.us $19.99 $1.00 m

com naughtydarkpatterns.net $16.99¢ $11.99° m
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© Unied States - Englsh v USD

@GOM'M Websites Hosting Waeb Secwrity OnlineMorketing Emoil & Office  Promos

What will you do with your domain name?

We've added privacy. Here's why.

When you register a domain, your name, address, emad address and phone number
are automatically published for the world 10 see. Protect yoursel! from spam and
scams with GoDaddy Privacy Protection, which replaces your personal information

with ours
w theves gel your information ®
Your info without privacy Your info with privecy
Jane Smith Domains8yPraxy com
jane@BusinessExample com ProxeaDomaing@ DomainsByPraxy com
1234 £ Stroet 14747 N Normsght Biva
Momelown, AZ 85000 Sute 111, PMB 309
(480) 555.855% Scomsdale, AZ 85200

+1.480 642 2499
Rpvacy, but it is an optional feature

Albvﬂ$799wsompev yeor

Privacy Protection

Sneak into Basket

c

WT Suppont (600) 0SHITT  Melp R Smine

GeDoddyBlog (1)

Scroll down to
continue to cart
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ene B GeOasoycom:Shepong .. ¥ | +

- 8 Gobeady ™ 31 htps oart godeddy. COmDask ot aspY TBD0Z « LAC 17863 - -

© Unmed States - Engish v USD > /T Suppont A0 5058877 Help L Suniav  9r Checkout How

'GODOAY™ Domais  Websihes Hosting  WebSecurity OnlineMorketing Emall 8 Office  Promes GoDoddyBiog ()
Unit Price Subtotal Subtotal $152.87
Estimated Taxes & $1.44

naughtydarkpatt 2,900y $17.98 Foes

om 18t year @ Ren v

COM Domain Registran $14.900r Have A promosony
code?

Phan ICANN fon of 50 1y 2+ yoars

Protect your personal information. ()
O Keep my personal Info pubiic $15.98

‘E ) Make my coman private for $7.99/yr! SAVE S2

0 Mat C Y a A hie ( NV Round up %0 the Nearest dollar and
we il gonate 100% of the dference

2 10 the chanty you choose
NSUGHtYdarkpationms.co - bemss $4.99

naughtydarkpattorns. BIZ - $10.96 §7.99

Add All Domains for $37.98 $12.98 + Add Al

naughtydarkpatterns.c 2 Yeors - sro.97* $10.97
qn Bl:DNDLE OFFER © Remave a

Includes: @

naughtycarpatterns net *

naughtydarkpatterns. org

2 years was “sneaked into basket”. Costing of multiple domain names was unclear from the outset.
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* When purchasing tickets,
livenation.com tries to sneak a

subscription to a magazine

| ( into your basket via a trick

| qguestion on the checkout page,

shown in screenshot.

==

* Note that the design is "opt
out" - the purchase is made for
you automatically unless you

o notice the checkbox and realise

= e e you need to tick it to opt out.

"08:32
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* You are tricked into publicly sharing more information about
yourself than you really intended to. Named by Tim Jones as
a homage to Facebook CEO Mark Zuckerberg.

* In its early days, Facebook had a reputation for making it
difficult for users to control their privacy settings, and
generally making it very easy to "overshare" by mistake. In
response to feedback from consumers and privacy groups,
Facebook has created a clearer, easier to use privacy settings
area.


https://www.eff.org/deeplinks/2010/04/facebooks-evil-interfaces
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* The retailer makes it hard for you to compare the price of an
item with another item, so you cannot make an informed
decision.

LT ' s o Iy = Retailers typically achieve this
B | — by creating different bundles
= = I where it is not easy work out

the unit price of the items
. & @ Important Information . .
(\ =t ) within the bundles.

® |n the Sainsbury’s website, it is
not possible to compare the

o | | price of the first item to the

- . second item.
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* The design purposefully focuses your attention on one
thing in order to distract you attention from another.

= (On jetstar.com, when this page loads,
they have already preselected a random
seat for you.

= They use word-play trickery, as a
"preselected" random seat here costs
S5, but if you opt out via the tiny "skip
seat selection” link at the bottom of the
page, you're assigned a random seat
without the S5 charge.
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Sneaking

Misdirection

Obstruction

Forced Action

Variegations

ttttttt

Sneak into Basket
Hidden Costs

Trick Questions

Misdirection

Confirmshaming

Disguised Ads

Roach Motel

Forced Continuity

Privacy Zuckering

Price Comparison
Prevention

Bait and Switch

Friend Spam

Framework

nnnnnnnnn

Manual (fully)
Manual (fully)

Automated (partially)

Cannot be detected

Cannot be detected

Automated (partially)

Automated (fully)

Cannot be detected

Cannot be detected

Manual (fully)

Cannot be detected

Automated (partially)
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Highlight changes in cost

Highlight changes in cost

Look for phrases like “opt-in” and “opt-out”, as well as pre-ticked
checkboxes

There is too much variation in how this pattern is implemented.

There is too much variation in how this pattern is implemented.

Look for buttons (noting colour and size) and see which ones link to
external sites.

Look for sites with “activate” or “subscribe” links or buttons but
with no “deactivate” or “unsubscribe”
There is too much variation in how this pattern is implemented.

There is too much variation in how this pattern is implemented.

Highlight if products are displayed with different units of the
product

There is too much variation in how this pattern is implemented.

Check if the site asks for email or social media permissions, and
notify users.



Percentage of
the webpage
visible in your
browser window

Number of :Pre-ticked
checkboxes :checkboxes
On page: 1 On page:
I

15 | 7

|
Number of | Pre-ticked
Radiobuttons : Radiobuttons
On page: ! On page:

5 0

Shopping Basket Total:
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