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Motivation

Machine learning-based systems (MLS) are increasingly found in our everyday lives

Socio-technical systems, since they are integrated Information systems, since they are integrated Engineering artefacts, and thus a result of design
into business context or human interaction into the business processes decisions

A 4

MLS have an effect on the user (that interacts directly with the system) and the affected user (that is
dirctly or indirectly affected by the MLS-based decision)

Research questions:

Where in the data processing stages do engineering decisions concerning What are potential approaches that realize these decisions within the data
user (behaviour) need to be made? processing?
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Interaction types with an MLS
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Interaction types with an MLS
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A

Collect data

Pre-process
data

Data Processing Phases

A

Data quality
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Analyse data

A

Calculate
result

Apply result

Adopted from: Shutt&O'Neill 2013




Data Processing stages and potential ethical issues in recommender system
context

Pre-process

(Origin: A data (e What is the chosen )
*Private data (e.g. algorithm

o Ca|CU|ate result (OSituative applicability of )

the result/ context

Gadgets, surveillance)
eElectronic health record
oStudy data

“— Collect data

eData quality:
e Are the data biased?
o...,Clean“?

o....sufficient in their
amount?
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¢ What is the optimization
variable of the algorithm?
® What is the variance of
the result?

\ J

“~— Analyse data

eValidity of the result

eSuggestions based on
input data

eEstimations based on input
data

eDecisions based on the
result

eDecisions revoked based
on the result

\ J

1 Apply result
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=——=  Solutions from the legal side: European Commission and Al
regualtion

—

EU plan for risk-based Al rules to
set fines as high as 4% of global
turnover, per leaked draft

Natasha Lomas @riptari / 3:19 PM GMT+2 * April 14, 2021 E] Comment

EU’'S Al REGULATION: EUROPE PUTS FUNDAMENTAL RIGHTS
AND VALUES FRONT AND CENTER

PRESS RELEASE - 21 April 2021

In its highly anticipated legislative proposal for Al, the European Commission today projected a clear message: M . teChcru nCh 202 1
fundamental rights and European values are at the core of Europe'’s approach to Al. Europe is basically saying: w @ Made for minds.

comes to this technology, ‘anything goes'’ is no longer the norm. We will not allow everything, just because it car
done. And we don't just regulate bits and elements of the technology, we set EU wide rules that will resonate ac

Alaha . TOP STORIES MEDIACENTER TV RADIO LEARN GERMAN
Source: Allai.nl 2021

GERMANY CORONAVIRUS WORLD BUSINESS SCIENCE ENVIRONMENT CULTURE S

TOP STORIES

EU unveils Al rules, seeking global standards

Brussels has announced tougher rules to regulate the rapidly spanning field of artificial
intelligence. Aspiring to catch up with China and the US, the EU hopes the regulation
dispels myths surrounding the technology.

Source: DW 2021

13.07.2021
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https://allai.nl/eus-ai-regulation-europe-puts-fundamental-rights-and-values-front-and-center/
https://www.dw.com/en/eu-unveils-ai-rules-seeking-global-standards/a-57282281
https://techcrunch.com/2021/04/14/eu-plan-for-risk-based-ai-rules-to-set-fines-as-high-as-4-of-global-turnover-per-leaked-draft/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cucXdhbnQuY29tLw&guce_referrer_sig=AQAAAAacZnVYGXfyanGOk94ddK5JfYShAN67KeNn8zehLKY-CVQ-kiYe1CTRjolLF-jHW0rGQwiMPcUR9YIBgn_khjUtZ2g2qheYgOnfIMk26G5f3Br_CA2eQODMOkw2CuMRy05FWaj8jRoQlpDi155B0eQ6LWsE3fZs6wv_Rs7gW7BS

ALTAI
_ Technical Robustness and Safty Human Agency and Oversight
Diversity, Non-Discrimination and Faimess T gl Accountability

| Assessment Listfor Trsutworthy Al (ALTAI)
_ Communication /) ™ |\ Societal and Environmental Well-being

/ \
Transparency / \ Privacy and Data Governance
A / \_

European Commission 2020

13.07.2021
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—— Overview of some of the ethical issues during the data processing: sense
phase based on ALTAI

Surveillance
) [ Addictive design
technical ;-
<~ % Mudging

I' . Tracking
Collect /| ) [legitimation]

i rd

! I\ ethical / Appropriation
)

| I " Mecessity

' \ GDPA

| \ risk mitigation -
“—‘\ privacy settings

| Storage (DB, cloud)

Recording (camera etc.)

technical |-
o %._ Circulate (sending, transmitting etc)

Detect | . Connectivity (Metwork, mobile network etc.)
Detedt J ]
[/ \ _ Resource usage
[ |\ ethical
If . Integration in context

] h
Sense | ' riskmitigation ~ GDPA
| Categories
[ ) [/ Timespan
technical ,————
| % Amount
| . Completeness
| | Bias
| | /" Discrimination
| | ' Transparency
Select | ethical J Traceability
| “[\ Completeness
|

. EBExtensiveness
l I-.\ Right for privacy
Il ) Data-based methods for bias "elimination”
I"-._\ & risk mitigation .:; Tools for data quality enhancement
-

. Datensparsamkeit

Statistical tests for bias/quality assessment

Levina2020
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Overview of some of the ethical issues during the data processing: transform
phase based on ALTAI

Tests (function and quality)

Laboratory phase \'-t Software System
[
Integrgation into the enterprise architecture

|
Test data

=~ Training | technical
Computing resources T
Fittness to the problem ' '

| |
Correctness ofthe results | Model |/
i

|\ Transform

Accuracy of the results

A
-

model

N -, Mskassessment
false positives /7

-

| ethical /
use of resources 3’7 |
|

adjustment of the result

f |
/
Iy |

risk mitigation |

Levina2020
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Overview of some of the ethical issues during the data processing: act phase
based on ALTAI

concequence scanning

i
risk migitation J" ethics and algarithm toolkit

7 b

"x algorithm risk assessment methods

Result integration
P
Act | technical | HCI

| B
'. \_ System integration

transprency of the method
II II.-"
. ethical | fransparency of the results

¢
\_ opt-out/ rebutal option

Levina2020
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Overview of some of the ethical issues during the data processing: apply phase
based on ALTAI

trainings for the users

moral de-skilling _
-, technical

=

loss of agency

loss control (affected/user) ./ \

Threat of the autonomy \ Apply
-~ ethical 7

potential ethical dilemmata |

|
Al guidelines .

-,
.. |

process for whistle blowers | risk mitigation
i

Code of conduct

Levina2020
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IMPLEMENTATION

Ethical issues

No explanation on the data storage

No explanation on the purpose of data
collection

Lack of an opt-out for specific data type
collection

Lack of the possibility to manually adjust the
collected data

The fact that stakeholders have access to
the collected data by FoodApp

Data life cycle is unclear for the user

SOME ETHICAL ISSUES OF THE FOODAPP AND SUGGESTIONS FOR THEIR

Suggestion for implementation
System/UI: Include clear and transparent information for the user about the data storage, in e.g., in
individual contracts or in general terms and conditions.
System: Develop a concept for deletion routines if the purpose of the data processing is no longer
applicable. Accordant selection of the storage location.

UI: Provide information, e.g., via mouse hover, about the purpose of the data collected in the field, as
concrete as possible

System: To collect data that are not essential for the provision of the service, provide opt-in options
by asking the user directly, e.g., "Would you like to help us to improve our service by providing your
automated location data?”

System/UI: Privacy friendly default settings, e.g., opt-in function for every data item collected instead
of the implementation of the “required” fields.

System: Possibility to add or correct data manually, e.g., to type the address for delivery.
Establish a reporting system for customers if they wish to have data corrected.

Business: No data exchange between other stakeholders without agreements; user can be asked if
s/he wants specific data to be shared for a specific purpose with the specific partner (a
reimbursement could be offered)

Implement an accordant opt-in or rewarding mechanisms for the user in the settings.
System: Describe the data life-cycle to the user, e.g., on the FAQ page.

Integrate an automated deletion routines after the needed data are collected; inform the user about
the routine in the FAQs, provide opt-ins for further data collection if needed; implement a reward
system for additional data collection.
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Dimensions of the realization of the ethical issues

User Interface (UI): System level:

¢ The ethical issue needs to be
discussed and decided on the
level of business model,
business goal or business
strategy

* Examples:

e To minimize biased meal
offers on the FoodApp,
conduct user surveys
regularly to access the
developing trends or biases;

¢ Conduct regular environment
assessments, such as traffic
jams frequency, to assess
potential effects of
individualized food delivery
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¢ The ethical issue needs to be
included into the visual design
of the application

e Examples:

e Provide a weighting

e The ethical issue needs to be
considered during the system
design or the design of
information system
architecture

e Example:
¢ Describe clearly in the FAQs
the data and privacy policy
including a clear opt-out from
the specific features

Provide a (mouse-over)
explanation of the driver or
restaurant rating system

possibility for
cuisine/delivery/etc. choices
that are included in the
recommendation algorithm



Summary and Outlook

T

Ethical issues in
the context of a
recommender
systems have
been identified

/

T~

Ethical issues
were aligned with
the data process

to indicate
operational issues
and solutions
during the
engineering

process

/
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T

Solutions on
different levels,
business, UI or
system design,

have been
drafted

/

T

Evaluation of the
suggested
solution paths as
well as the
identification
process are
needed

/
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Thank you!

Questions?

Olga Levina
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