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Complex System of Systems - SoS
Complex Cyber Physical System of Systems

Automation
Digitalisation

Smart Grid !
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Plethora of standards to support
engineering of automation solutions

IEC 62264, based on ANSI/ISA-95.

Competing standards in similar areas e.g.

IEC 61850, IEC 61970 and IEC 61968, primarily associated with power systems management.

ISO TC 184, collaborating with “Machinery Information Management Open Systems Alliance” (MIMOSA)
ISO 15926 - Industrial automation systems and integration, and

ISO 18435 - Industrial automation systems and integration

RAMI4.0

For life-cycle and hierarchical structure:
IEC 62890 “Life-cycle management for systems and products used in industrial- process measurement, control and automation”
IEC 62264 (ISA-95) / IEC 61512 (ISA-88)
For end-to-end engineering:
AutomationML
ProSTEP iViP
eCl@ss

IEC 81346 “Industrial systems structuring principles”
IEC 62714, AutomationML
IEC 62541 OPC-UA
IEC 61131, IEC 61499, PLC coding
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Basic engineering state of the art

IEC 81346
1 2 3 4 5
Conceptual : Procurement Deployment
L. Functional i
application ) and and Operation
. design . . N
design Engineering Commissioning
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OT meets IT
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- automation
MES * Ridged pyramid

Inflexible automation
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« Dynamic digital industry
« Changes in run-time
* High security

« System of Systems - loT based
» Interoperable 10T’s

* Functionality management
« Security management

Local automation cloud
implementation
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 Digitalisation is pushing for integration of more
systems than today

* Moving beyond 10° connected IoT's

 Integration of today isolated systems
* Preserving

* Functionality ?-f'z;

* Real time &

« Security
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Cyber Physical System of System

» Service level integration
» Descriptions of a plant

Physical functions

 PI&D, ....

« Contral, ....
Electrical

« Topology, logical § - o,
Communication, computation | “*, 3

- Topology, Logical R s
Wiring
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~ Real time performance
<~ Engineering simplicity

< Interoperability

~ Security and trust
o Safety

~ Scalability

~ System of Systems integration
s




 Digitalisation is pushing for integration of more systems than
today

* Moving beyond 10° connected loT's
« Integration of today isolated systems
* Preserving
* Functionality
* Real time
» Security ?G-'E
* Interoperability i ‘ '
* Enabling i
* Maintenance
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Model based engineering - MBE

Modelling complex Cyber Physical System of Systems

Languages
UML - Cyber space
SysML - Integrating cyber space and physics - CPS
AutomationML - Control

N
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What is SysML

The Systems Modeling Language (SysML) is a general-purpose modeling language for
systems engineering applications. It supports the specification, analysis, design, verification
and validation of a broad range of systems and systems-of-systems.

SysML was originally developed by an open source specification project, and includes an
open source license for distribution and use.

SysML is defined as an extension of a subset of the Unified Modeling Language (UML) using

UML's profile mechanism. The language's extensions were designed to support systems

engineering activities.

www.arrowhead.eu
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https://en.wikipedia.org/wiki/General-purpose_modeling
https://en.wikipedia.org/wiki/Systems_engineering
https://en.wikipedia.org/wiki/Analysis
https://en.wikipedia.org/wiki/Design
https://en.wikipedia.org/wiki/Verification_and_validation
https://en.wikipedia.org/wiki/Verification_and_validation
https://en.wikipedia.org/wiki/System_of_systems
https://en.wikipedia.org/wiki/Open_source
https://en.wikipedia.org/wiki/Unified_Modeling_Language
https://en.wikipedia.org/wiki/Profile_(UML)

SysML Tools

MagicDraw - Cameo, commercial
SysML v1.6
Extensive graphical system modelling tool based on SysML

Papyrus - Eclipse Open source
UML + SysML 1.6

N
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System of Systems modelling

e Based on

e Service Oriented Architecture

e Micro-system producing and consuming micro-services

m:' W'M

Puslish ® Core Systams and Services =cuest
- T - - - - = =/ =/ = ﬂ_ - = -
| Zpslication Systemrs and Services | N
~
N
. Service - a
Service ®) JErvice
: /
Provider Constimer
Application System Application System
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SOA/microsystem characteristics

e Look up
e Requires a service registry
e Late binding
e Requires orchestration capability
e Loose coupling
e Autonomous exchange of services, push or pull based
e A micro system performs its function independently
e A micro system can
e be stateful and is then responsible for and stores its own state

e be stateless
e A micro system produces and/or consumes one or several servicesA

www.arrowhead.eu ARROW H_EAD
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SoS characteristics

Operational independence/autonomy of the elements. The constituent systems can operate independently
in a meaningful way, and are useful in their own right.

Belonging. The autonomous constituent systems choose to belong to the SoS, and they do that because they
see a value for themselves to give up some of the autonomy in order to get benefits from doing so.

Connectivity. To let the constituent systems interact, they must be connected, and unless they provide
sufficiently generic interfaces, they need to be modified to provide such interoperability. Connectivity in
an SoS is thus dynamic, with interfaces and links forming and vanishing as the need arises.

Diversity - heterogeneity. Whereas many other systems strive to minimize diversity to simplify the system, an
increased diversity in an SoS gives it the ability to better deal with unforeseen situations during its life
cycle.

Managerial independence of the elements. The constituent systems not only can operate independently, but
they do operate independently even while being part of the SoS. They are acquired separately.

Evolutionary development. The SoS does not appear fully formed, and functions and purposes are added
based on experience.

Emergent behavior. The principle purposes of the SoS are fulfilled by behaviors that cannot be localized to
any individual constituent system. In an SoS, the emergent behavior is not restricted to what can be
foreseen. Instead, it should have the capability to early detect and eliminate bad behavior that emerges.

Geographical distribution. The constituent systems only exchange information and not substantial quantities
of mass or energy.

Secure and safe. Malicious behaviors in a SoS and its constituent systems need to be detected and mitigated
to ensure information, system and SoS integrity.
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Modelling of System of Systems, SoS

Based on Eclipse Arrowhead

A SOA/microsystem framework for creating automation and
digitalisation solutions based on SoS

Key Arrowhead concepts to be modelled
e Network connecting
e Devices hosting
e SW-Systems constituting self contained
e Local clouds integrated to
e System of local clouds

N
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SysML modelling basics

Requirement diagram/table

i o] P P

Use case diagrams ~
Activity diagram T e
Block definition diagrams ::> B
Internal block diagrams IUNUNI, . J— o

N e T - *:.v
Parametric diagram T P e

State machine diagram
Sequence diagrams

www.arrowhead.eu
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SOA SysML support

Library
Eclipse Arrowhead core systems
Templates for

e Local clouds

e System of Local clouds

e Generic application systems

e Devices
e Network
www.github.com/eclipse-arrowhead !
www.arrowhead.eu ARROWHEAD
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http://www.github.com/eclipse-arrowhead

Eclipse Arrowhead v4.4.0

<<system>> <<system>> <<system>> <<system>> <<system>> ' <<system>> S<<system>?
SysML 1.6 profile || egacyintegration||  TestTool SandboxingTool | |ConsumerCodeGen | Eclipse-Vorto I?;ALLZ 2iEite o5
Engineering tools 1L 11T 1T o TIT ol e
<<system>> <<system>> <<system>> <<system>> <<system>> <<system>> <<system>>
Installation CI/CD pipeline Python lib Kalix lib (Java) C++, C#, .net lib Eng process Tool chain interoperability
<<system>> <<system>> <<system>> <<system>> <<system>>
Management support: ManagementTool SafetyManager  SecurityManager Eclipse-Ditto Training material
Tl 111 T 1|
. . <<system>>
Supply chain/product life cycle Contract Proxy
1T | Released
: <<system>> <<system>> <<system>> || <<system>> <<system>>
Execution support Choreography | [ WorkflowManager WorkflowExecuto]| WSO2+CPN || OrchestrationMitigation
TTT 0 LTI 1 1T 1 T T Release
<<system>> candidates
Control support ControlStrategy
Ty
<<system>>  <<system>> || <<system>> | | <<system>> <<system>> <<system>> Prototypes
PlantDescription Configuration | | TimeManager QoS Eclipse-Hono |SecurityMitigation
System of Systems support L UL L L 1T L 1
i Separately
<<system>> <<system>> <<system>> <<system>> <<system>>
EventHandler DataManger | | Eclipse-hawkBit Eclipse-Kura Eclipse-Kapua released
I Looiil M dnrp LI L T 11T 1
. <<system>>  <<system>>
Inter cloud service exchange Gatekeeper Gateway
b S
. <<system>> <<system>> <<system>> <<system>> || <<system>> || <<system>> || <<system>> <<system>>
Interoperablllty Translation FiWare 61499 ModbusTCP OPC-UA BaSyx ROS Semantics
Wea T By T L
. ‘ <<system>> ‘ <<system>> ‘<<systemA>> <<system>> <<system>>
Securelty infrastructure: SystemRegistry  DeviceRegistry On-boarding SecurityComplianc Keycloack
TIT | T TIT 1 INeND 11T 1

| Local cloud basic properties:

i
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SOA support

SysML Profile
Based on Eclipse Arrowhead
Intend to support several engineering phases for a solution
e Requirement
e Design conceptual, black box,
e Design of implementation, white box,
e Procurement & Engineering
e Deployment
e Maintenance

e Evolution !
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Integration with the engineering process

Modelling the engineering process

TE
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l( l‘ ( 1 \ i | " Maintsnance | " ( T T f
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Eclipse Arrowhead engineering

s N N ’ \
Engineering process - i e racur e
Aok Requirements i® Functional design (0 Pracuremant & 0y leomm; &
- ) anginaering " commissanng
" - . 7’ ’ /
r SoS Requirements W r Functional design - black box W Procurement of: Deployment of:
. Functiona_l, « Plant architecture and design, « Application hardware, OS, Router, + HW with core and application systems
* non-functional, + Functionality design « Installing OS in plant,
 security, * Security design White box engineering of: - Orchestration policys
: commt|_ssmn|ng, * Local cloud sectioning - Application systgms and sgrvices code + Security policys
; ompaer::g;lgnmsént 2”‘;2@?&?‘2 usst:r%\eaesi n - Orchestration and security policys Commissioning of:
. maintenance‘ pp 4 an, + Installing core and application systems to + Local cloud functionality
-evolution SoLCDD, LCD, procured HW + System of local cloud functionality
SoLCD SysD, SD + Configuration of network,
t J k J L LCDD, SysDD, IDD J L J

- ———-—

| — - =y Devices and Physical deployment at site
r ) l: l. i o network - Devices
it [ N ) . 3 3
;e ' Io s 'l * Routers
S = o i + Power supply
— + Network connection
- .

171 I

Core system
selection Orchestration

Application

system & service

design
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Engineering tools for cloud automation systems
Development support, documentation.

System i '
of 505D R SoSDD
Systems
: - SoSD: System-of-Systems Description
3 : SoSDD: System of Systems Design Description
’ SysD: System Description
. SysDD: System Design Description
System v-ﬁDoD' SD:  Service Description
Wit 8 IDD: Interface Design Description
CP:  Communication Profile
SP:  Semantic Profile
cp
Service = SD
5P
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Architecture modelling

B
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Local scale S0S wenctrms
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Eclipse Arrowhead documentation structure

<< wiwn

System
of SoSD

Systems

System o

10uter interfaces vhitl:]
c
e belan
Service =< SD = IDC

SoSDD

o Belaa

«< Wtxn

SysDD
Vebite bow

Inser zensertvhible)

cp

SP

31

SoSD: System-of-Systems Description
SoSDD: System of Systems Design Description

SysD: System Description

SysDD: System Design Description

SD: Service Description

IDD: Interface Design Description
CP:  Communication Profile

SP:  Semantic Profile
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SoS architecture and engineering in SysML
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Lets start with a use case

F

2

V-0-1

T

B-0-1

-
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Use case diagram

ue [Package| lise case Tank Contral [ Lise case tank control |/

HIC
— T - ’ a—
( Control algorithm \)_IIE ﬂl
N °onttmb\r Tank level
T —— e — // \
N
/

i) 7

Flow seensor Yalve h
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req [Fackage] Tack control Local cloud [ Tack control Local cloud 1/[

xrwcp sineTieni »

Requirements

a==7r
Text = "Tank leve conol function Based on level

serwor, flow messuemsnland ™

afunclorulRegui-eren.>

Id="18"

Tex: = "Level measuremant accuracy: +/-1cm
Flow measuremean: accuracy cf acual flow: 1%
Valve flow contral: lingar

Tank level max: 90%

Tank level min: 10% ™

<performanceSequirements

Id="1"
Text = "Contoriler cyole time: 15™
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SoS architecture and engineering in SysML
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Functional system and service design

Micro-systems
Micro-services

vdla

Sils } sSyre el Flow —
p2 : ~SurviaDivouvery [N Dl | | S
- I | Fiou( Lot )
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Functional SoS design - black box

Local cloud functional orchestration
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Service exchange functionality
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SoS architecture and engineering in SysML
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White box engineering
SysDD and IDD

N
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Functional system and service design & design description/implementation
black box & white box + code

Micro-systems
Micro-services
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Functional LC design description - white box
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Orchestration policys - rules and conditions

# l Name l Role [Connector End A) l Role (Connector End E)
1 - Orchestration [~ ‘nout p4 : ~ServiceDiscovery HTTP ~ inout pl : SarviceDiscovary HTTP
2 -~ Orchestration [~ inout p2 : ~Orchestration_HTTP ~ inout pl : Orchestration_HTTP

3 -* Orchestration [~ inout p2 : ~GetPublicKey HTTP T inout pl : CetPublicKey_HTTP

B / Orchestration [~ inout p1 : Flow-CoAP  inout p2 : ~FAow-CoAP

5 /" Orchestration | nout p5 : ~ServiceDiscovery_CoAP nout pZ : SarviceDiscovary_CoaF
b - Orchestration | - nout p2 : ~Orchestration_H1 IF nout pl : Orchestration_H1 | P

7 - Orchestration [~ Inout p2 : ~GatPublicKey HTTP — Inowt pl : CePublickey HTTP

8 — Orchesrrarion [~ Inout p2 * ~Configurarion-CoAP — Inour p? @ ~Configuration-CoAP
9 - Orchestration I_ nout p? : ~ServiceDiscovery_CoAP T inout p? : SarviceDiscovery_CoAP
10 - Orchestration [~ inout p2 : ~GetPublicKey_HTTP T inout pl : CetPublicKey_HTTP
11 ~" Orchestration [~ inout p2 : ~ServiceDiscovery CoAP — inout p2 : ServiceDiscovery CoAF
12 - Orchestration [~ inout p2 : ~Orchestration HTTP " inout pl : Orchestration HTTP
13 -~ Orchestration [~ inout p2 : ~GatPublicKey HTTP ~ inout pl : CetPublicKey HTTP
14 -~ Orchestration [~ ‘nout p2 : ~SetPoint-CoAP — inout pl : SetPoint-CoAP

www.arrowhead.eu

ARROWHEAD
TOOLS




T e

Security policys - rules and conditions

Name
& Qrchestration
& Orchestration
& Orchestration
& Orchestration

www.arrowhead.eu

= irout p4 :

= irout p5

|
|

nout p2
rout pl:

Rcle
~ServiceDiscovery_HTTF

: ~ServiceDiscovery_CoAP
' =UJrchestrabion HI TP

How-CoAP

=
=
|
|

wout pl
vout p2
nout pl

nout pd

Role

: Service Discovery_HTTP
: Service Discovery_CoAF
tOvchastration HI TP

L= How-CoAlP

Securty constrains

T Seourity p=autharisation s s system cerificate: ee...

.- Security-3—avthorization —— systzm certificate
.+ Secuirty policy—authentication —— system cartifica...
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www.arrc

Functional SoLC design

System o local clouds functional design model
ibd [System-of LocalCloude-Deeign] SoLC_Design[ SoLC_Deeign ])

LC1 : LecalCloud_Design

LC-2 : LocalCloud_Design

LC-N-1 : LocalCloud_Design
th

LC-N : LocalCloud_Design

: NQTT-broker-Design
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Implementation

We also need
Devices
Network

N
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Device implementation
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Devices with

e Mandatory core systems
e Support core systems

e Application systems
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-n bt o m
i o e PS4 T SR A I -
L A
i wap - “r
i PR — - TG
Metuntimdnon 00
“h -
R v
Al o A O
e A e o
e L e wyvre
o : Dhemet v
Dmad) ' Owahl ammgesr —ginm sttt s -y
pa— Pt l | s brin b & o L iad Liad M Crem
R e el O . WoNIE-AY
bl T P ——




Network E—

]
. l:‘___ | Netwon Desgra ll":“

Setwort DesigrOsscriptions P
<
s TP ; P FETP | M T a—--"'mr" [EES————-
s GNP M-M | Prototol¥nd = CosP
ot T : Prdscoliind = MO'T 3.1, £ ProtosolOnd = NGTT 311
Blar it S T
«etwort irpemrertatons
Tl wnr® L 685 Masd ¥rgimene rdatinn prosy
«Neotwrk-iTpleTentaters L P2 : Deer
W hp_g Protoceng = HTTP 1 /dutrues HTT5) = e
" Pttt  CodPt e el
m-un-urmwm) 1 | Setwoaraeriace-0O © + ProtacolOng = NGTT 311 (rmdefens NG TT)
CalP ' Patocaldlnd » Cosl wcadvma (ol PRI et B el d s i o
1 PotoooBing = MATT 3.4 | [mdefres MG TT) |

I
al
il

! 1|

-




SQS

T |

architecture and engineering in SysML

o by bl
ock

)

A
+BEncaxsulaed : Seclaan [0, )

ryriame wd eacicar

—.i‘
i

nonens areAl A presNTy .
SyspemotlocaiClouds-Desige Systeaof-LocaiCioeds-DesignDescripticn
[Clesal F Fohexd) [Chera]
1 .
At €43 THA [
Heo Lt Retle b ) Ry
Tibreviyow axarvobpes | axarvobpes | abereaypus
LoceC oud-Mequrenents LecalCoe tDaalgn 1 LocsiCL " 1 L
[12as0] Ee [ | |Cances]
I
Hen 9 Ao
Npdd 1.7 LT Nl | B
el
shraoane s shnrooe
Srvien-Rezurvmets Sysp 1 _l By dmz vmermmion
|Gusa] P + |Gea)
Fohe) n
LSt
£k v - Sekreyeidead  Heokaon DY)
+CarticaisLevs: CorBcamiing= Sysken SoCurtibannlund : Corkivuabinde Bpasn
J
ke L B R calrwabpes
d Dasice-Lacignlucciz toe Davica-drrplanasition
1330 & (Civex] 3 tnm)
e avtvu
+Carticaelevsl - Codiahilnd~ Davia “skEncazeulysd - Scaksan .7
SO I hzeel want Onl esd ondd = Do
asIeotpE. shrectoe shmoe
bl veo Network-Design Netwoo Desigadercriplizn Networkdnplementation
Nebwork-Ragslremanne Yenens) 1 |Clem| Gen)
[Caez]

_’



Functional SoS/
Local cloud
implementation
engineering

——

PR —



Functional SoLC implementation engineering

System o local clouds functional implementation model
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L3
L4

Extraction of code

Name
Irr plernentation

¢ implementaton

I glemencataon
I plernentation

I plemancatian
I plemeneatian
I plermzntatian
Ine plernzntaton
I plementabon

toimplemzntabon
¢ Implkementation

I plementaton

I plermenting code pack

I plerancatian

Specificarca
Autharization . 4.0 == htps: | fgrthub. comjeclipse -amowhead fooee - jJava-< pargtre = {master fauthorzatian

Certfeatetuthonty vd . 3.1) =
Frtps ¢ /othub.com)edipse-arraatead,/core- Java-sprngitras) master/ce rificate -authortty

v 3.0 == hitp: ) gihub.comeelipse-armowhead foore - java-s pring/datimanager

Daacsiagistry wi 2.0 s-
hetps o4 jgittub.com)edip se-arroatead wore-java-spring/tres  master fd sviceregistry

vl 3.0 == hups:) github.com /eclpse-arromhead fcore-java-spring,/ree /master /e rerthardler
CateBeeper #4.3.0 =~ https:)'/github.com eclpye-arrovhead /core-java-2pring/ree {master/gateke eper
Gareway w.3.0 =~ hops: | fanhub.com/eclipse-arresshead ) cove-Java-s pring, wee [ Master | ate vy

Ul 3.0 == hrp e gThid. com eelinsa-Arnmeheacd | mom-nragar

Onhaard ng v4.3.0 =~ bemssyjgittuh.coenadipce=arrashead jcorasjava=spring/rraa fmasmerfanbaarding
Cnchaseration wé.3.0 == hnps: | fghhub.cormyeclipse-amonhead jonee « jaua«s prirg/me a/masar jarcke srraor
v, 3.) == kttps:} athuh camfacipse -arrawbe ad {cars-|ava- spring Hree fmaste r/qas - mon tar

ServecRegistry W40 -
Frtps ¢ /atbub.com)edipse-arraatead /core-Java-springitras ) master/se race ragistry

NstemRegitry . 4.0 s e
Htps g jgitbub.com)edipse-arroatead Joore- Java-sprngtrae ) master fsys lemragistry

vl 3.0 == hitps: ) /vevw. github.cor feclipye-arrowhead | core - java-3 pring, ransletion

Move from here to Docker containers for deployment to

www.arrowhead.eu

Selected HW and OS

Server - Linux - Ubuntu 20.10
Desktop computer, Windows 10.xx, OSX 11.2.1
Embedded system

Raspberry PI

ConsTawed Eemen
w Authorization-Impleme ntation
O rlifica te Authar ty= mp e mertation

- Daralianager-mp e merszdon
- DevikeReglisry-mplameradcn

__ P mhandler-irs plerencation
— Carsgesper-impleme maron
— Latesay-Impleme ntaton
WU - brcker-Implence ntation
w— Unboarding-lmplermzntation
w— Jrchzstraton- mp e mertaton
- J0S-Implementation

- ServiceRegistry-Impleme ntation

- WiEmRegisTy-Impleme nmation

__ Translaron<Implame maron
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Deployment engineering
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SoS/Local cloud
implementation
engineering
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Viids | NV = 8

Network deployment

£ Name
Etnernet connections Dev 1
Ftnerner connections Dev 2
ttnernet connections Dev 3
Etnernet connections Dev 4
Etnernet connections Routar

TN TN EN

ToDos

inout
inout
INOut
inout

— inout

Role

: Ethernet
* Fthernet
. Ethernet
: Ethernet
: Ethernet

ID of instances to be made according to standards

Automatic naming of instances based of standards

Applicable standards

1ISO 15926
1ISO 10303

1ISO 19650 - BIM v5

www.arrowhead.eu

T T (| T

nout p2
nout p?
nout p2
nout p2
nout p2

Role

. Ethernet
' Fthernet
. kthernet
: Ethernet
. Ethernet
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Deployment of policys
Orchestration policys
PlantDescription system

rchestration system
Management system } Orchestration syste

Authorisation rules

PlantDescription system

Management system } Authorisation system

N
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Adding functionality

Making use of
Support core systems models
Translator
DataManager
TimeManger

Adaptor systems models
OPC-UA -> Arrowhead
Modbus TCP -> Arrowhead
Z-wave -> Arrowhead

Application function systems models

Code generation from models to executable code h
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Engineering automation

Move from SysML models of complex SoS
to Docker containers for deployment to
Selected HW and OS
Desktop computer,
Embedded system e.g.

www.arrowhead.eu
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SoS solution generation

From SysML model of complex SoS
Integration with Eclipse IDE
Plug-ins
Code generation
Output
Containers of working code

Deployable code to selected hardware devices and physical
network

EPIT

! Mants nance

Decommission |,

8 Recycling |~ %
161

S Cpwration &
imevssioning O Management O 2
145 16) )
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Conclusions

e SoS solution will rapidly become very complex
e MBE is a time and cost effective approach
- Automating SoS solution code creation and code reuse
- Automated extraction of orchestration and security management
policies
e Based on open source Eclipse
- architecture
- integration framework

- code and
- tools
e Github
www.github.com/eclipse-arrowhead A
ra e ARROWHEAD

TOOLS




Availability

Github
www.github.com/eclipse-arrowhead
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Comments! Questions?

jerker.delsing@ltu.se

LN

ARROWHEAD
TOOLS



mailto:jerker.delsing@ltu.se

