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Introduction

Polarization Mode Dispersion is being vetted for use in
providing a secure, physical-layer method for
fingerprinting wireless devices. Lab tests show the method
to be stable and repeatable. But, for use in an industrial
setting, it must perform under harsh and undesirable
conditions. The following is a study of tests performed
with devices transmitting low signal-to-noise ratio
waveforms. Also included are tests where electrical
interference was located near the sensors and where a
microwave oven was operated near the sensors. The
results are shown in the following slides.



A prototype (above) was set up in a factory-
like space (right) with 4 transmitting sensors,
shown here in a close-proximity test



Test Setup

* SDR with 22 MHz bandwidth centered on 2462 MHz
* 4dBi vertically polarized antennas

e Sample rate 20 MSPS
* No demodulation

* No packet capture




tl: Low SNR

* 4 sensors with low signal-to-noise ratio waveforms received
* 2 prototype receivers
e 16 tests performed x 4 sensors = 64 cases
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Correlation of Each Signal in Low SNR Test

loop no. sensor 1 sensor 2 sensor 3 sensor4
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Background

Poincaré Sphere

We plot polarization mode dispersion on the surface of a sphere. The plane made by the
vertical and horizontal polarization make up the equator. The poles are right-hand and left-hand
circular polarization. Thus, the red dot at the top pole of this sphere indicates a signal with a
purely right-hand circular polarization.




-ingerprints for
_ow SNR Test

For ease, we show only 2 of the 4
fingerprints for discussion. Each
sensor is color-coded.

2
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-ingerprints for
_ow SNR Test

When we plot all 4 devices, it is
harder to visually see the various
fingerprints. But, the algorithm
maintains them mathematically.
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-ingerprints for
L.ow SNR Test
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Each device is assigned a color and
its fingerprint is plotted on the PMD 220 o 22|
surface of a sphere. 14
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Note the red fingerprint has two
instances overlayed.
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-ingerprints for
_ow SNR Test

Forced error by setting threshold to
average such that some
correlations will fall below. Note
that the black and blue fingerprints
appear to be from the same device
and should be the same color.

This is verification that the
algorithm is working properly.
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t II: Electrical Interference

* 4 sensors with table-top fan in near field
* 4 sensors with box fan in near field

* 2 prototype receivers

* 16 tests performed x 4 sensors = 64 cases

SN




Electrical Interference
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Correlation with Electrical Interference

loop no. sensor 1  sensor 2
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t Ill: Microwave Interference

* 4 sensors with microwave oven running nearby
* 2 prototype receivers
8 tests performed x 4 sensors = 32 cases
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Microwave Interference Test — Sensor Signal
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Signals in Time Domain in Microwave Test
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Correlation with Microwave Oven Operating

loop no. sensor 1 sensor 2 sensor 3
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Fingerprints for Microwave Interference Test
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sion
Signal-to-Noise Ratio: 100% correlation with no false positives,
false negatives with an average 97.4% confidence. (64 cases)

* Electrical Interference: 100% correlation with no false positives, no
false negatives with an average 98.6% confidence. (64 cases)

* Microwave Interference: 100% correlation with no false positives, no
false negatives with an average 98.4% confidence. (32 cases)

* Use of Polarization-Based Fingerprints is Promising.

* Future Work: Testing Motion in the Multipath.
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