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Trends in Industrial Wireless Technology

100 control valve positioners for M&D (1)

MOL Danube Refinery

Wireless thermometers for Alarms (2)

Ilsenburger Grobblech GmbH

Improved Efficiency should not mean vulnerability to attack

400 wireless Sensors for Emission Compliance (4)

BP Carson Refinery

60 new wireless Sensors added last quarter(3)

Oxea Chemical Plant



Industry is using wireless 
sensors to improve 

operations

The Challenge

But, wireless devices are 
potential Entry Points into 

the network



State of Cybersecurity

2019201620132010 2022

struxnet attack

wannacry attack

mirai attack HEH botnet attack

solutionsolution solution
solution

solution

sharmoon attack

Conclusion: we are chasing the perpetrator

With every attack, a new solution is made.
With every solution there is a new vulnerability



Ties to Vendors Tightening

Decouple security solutions

As security becomes more complex, vendors become sole source

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf



Innovation Fatigue

Too many vendors offering too many solutions

Enduring:
Compliance testing difficult
Problem-solving difficult
Unintended consequences

Needed:
Simple solutions
Non-interfering

Src: Momentum Partners



Weakest Point

Almost no one is looking backwards

A hostile attack will not come through the most recently

© Asmus Koefoed

installed high-tech 
equipment, it will come 
through old, cob-web 
covered, legacy devices



Industry Statistics

$1.7 billion
Semicon

Sales30 million
Wireless

Industrial 
Devices

6% CAGR

There are approximately 30 million 

wireless devices installed in industry.  Half 

are inadequately protected from 

malicious attacks. Such attacks could 

result in significant down-time or even 

loss of life. Hardware-based security can 

stop that from happening.

opportunity



Why is Cybersecurity Important? 

The problem is growing at an alarming rate

Successful attacks
• cause Quality Assurance failure
• cause plant shutdown
• cause potential employee injury



The Ideal Solution

Traits of an ideal solution:
prevents the intrusion
is simple to implement
is backward compatible



The Ideal Solution

Traits of an ideal solution:
prevents the intrusion
is simple to implement
is backward compatible
is protocol agnostic
takes us to the highest level of security



Level 5 of CMMC





The Solution

ENDPOINT The solution is protected with 9 patents and applications

ENDPOINT provides an answer. Recognize authorized devices by 
their own, natural biometric fingerprint; found in the RF signal. 

Access Point with 
ENDPOINT Security inside



How it Works

Camera monitoring 
your process

Access point

Authenticated

Rogue

Authenticated

Authenticated sources are identified



Notre Dame Laboratory

Two dual-pole antenna receivers monitoring 
10 transmitting devices



More on Signal Fingerprints

Here 8 devices each 
send 200 signals to 
an access point. The 
fingerprints are 
overlayed. One can 
see they can be 
clearly distinguished 
from one another.

ACTUAL SCREENSHOT



Antennas transmit polarized signals

Background

The wireless signals will typically be transmitted with horizontal or vertical polarization; which 
can come, for example, from pole antennas like we are used to seeing on our routers at home.



Principle of Operation

Polarization of a signal changes as it 
reflects off of surfaces



Principle of Operation

Polarization of a signal changes as it 
reflects off of surfaces



Polarization Mode Dispersion

Main lobe

Berkeley EE225C Lecture Notes
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Polarization Mode Dispersion

Main lobe

Berkeley EE225C Lecture Notes



Background

If a transmitted narrowband signal is received without any impairments, we would expect to see 
a point on the sphere; for example at the north pole if the antenna is emitting a left-hand 
polarized signal. However, in a channel where the signal reflects off of one or more surfaces, the 
received signal will exhibit modified signal polarization behavior. We might ideally show that the 
dot has moved from the pole because channel effects have modified the polarization state.

Poincaré Sphere

V H
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Background

If a transmitted narrowband signal is received without any impairments, we would expect to see 
a point on the sphere; for example at the north pole if the antenna is emitting a left-hand 
polarized signal. However, in a channel where the signal reflects off of one or more surfaces, the 
received signal will exhibit modified signal polarization behavior. We might ideally show that the 
dot has moved from the pole because channel effects have modified the polarization state.

In reality, signals are comprised of multiple frequencies. Wide-band signals are spread over 
many frequencies, in fact. Different frequencies are modified differently in their polarization 
characteristics.

Poincaré Sphere

V H



Of course, we don’t always communicate on a single frequency, but 
instead make use of some bandwidth.  We’ve been looking at narrow-
band signals, like that depicted in the top left, but we can use a wider 
bandwidth and divide various frequencies into subbands, like the lower 
left, defining channels, as in the right chart. Multipath-effects impact 
dispersion in different ways.



Bluetooth
Unitized 
Intensity 

Freq bins



Frequency Domain



Frequency Domain

Main lobe



DFT Trimmed to Main Lobe

See ICDT paper: Wireless Frequency Data Manipulation for 

Embedded Databases used in Cybersecurity Applications
A poor signal is captured and its main lobe found.



DFTs Off-Center

One must consider that the received signal may not be centered on the center frequency of the 
receiver when it is captured. For instance, the DFT on the left seems to be on WiFi channel 9 in 
this particular case where the receiver was centered on channel  10. On the right is likely one on 
channel 8 in the same case. Note that only half the main lobe is present. These cases are not a 
problem, however, since the polarization of the signal can be derived even from these.



Polarization Derived from DFT

A signal is captured and its fingerprint plotted on the surface of a sphere.



Polarization Derived from DFT

Even the same kind of device in a different location will have a different fingerprint.



Polarization Derived from DFT

Fingerprints can double-back on themselves.



Polarization Derived from DFT

The blue fingerprint is a Bluetooth device and the purple is WiFi. Here several signals are 
overlapped to see how they might differ over time. The little ‘splash’ at the end of the purple 
fingerprint is the result of a side lobe getting into the calculations.



Polarization Derived from DFT

This chart was made with 8 different devices. Each is color-coded.



Polarization Derived from DFT

Overlapping 50 signals from 8 color-coded devices shows how stable the fingerprints are.



Polarization Derived from DFT

Overlapping 50 signals from 8 color-coded devices shows how stable the fingerprints are.



Polarization Derived from DFT

Motion in the path affects the dispersion of the received signal. This is an example of wireless 
device sending signals with a person walking in the multipath. Here, we can see that the affect is 
movement in the fingerprint in 1 of the 3 dimensions. The fingerprint of these signals, however, 
is recognized as coming from the same device, indicated by the static color. 



How Fingerprinting Works

Natural Authentication done by characteristics of signal

Wireless Temp Sensor

This temperature sensor communicates with a 

router, thereby establishing a fingerprint

Other Sensors



How Fingerprinting Works

Prevents Unauthorized Wireless AccessHacker

Wireless Temp Sensor

But, a hacker’s device looks entirely different to the router



Implementation

Fingerprinting Technology



Fingerprinting advantages

No Encryption

No Security Key

Simplified Authentication Methods

No Network Protocol Layer Processing

Backward Compatible

Zero-Day Threat Prevention

Rogue Access Point Protection

No Need to Modify Endpoints

Protocol Agnostic

Near Zero-Touch Onboarding
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