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UAVs operating beyond visual line of sight

ground station, 

operator

Secure and 

reliable 

communication

channel

area of operation
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Flying Ad-hoc Network (FANET)
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Public Key Infrastructure (PKI)

• Public Key Cryptography

• Each entity has a pair of keys: a 
public and a private key

• Certificates confirm the link 
between entities and public 
keys

• PKI types

• Hierarchical

• Peer-to-peer

Alice Bob Charlie

Certificate

Subject Alice

Public Key of 
Subject

Issuer X

Public Key of Issuer

… …

Signature
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Hierarchical PKI

• Certificates are issued and managed 
by a central authority, trusted third 
party (TTP)

• Hierarchical Trust model

• Independent hierarchical PKIs build 
a network

• Weaknesses: 

• Single point of failure

• Large infrastructure required
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Peer-to-Peer PKI

• Users certify each other

• Peer-to-peer trust model

• Users share certificate information 
about each other

• Weaknesses: 

• High entry barrier

• Easy introduction of malicious 
information

• High requirements on each 
user
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Overview of the Approach

trust graph is stored on the 

blockchain

Before mission: 

selected parts 

of the graph are 

transferred to 

the UAV

During mission: UAVs 

combine their parts to find a 

path in the graph
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Blockchain

Data structure with cryptographic connections distributed 
in a peer-to-peer network

Block n - 1

Block hash

Previous block hash

Merkle root

Transaction i

Transaction i + 1

Transaction i + 2

....

Block n

Block hash

Previous block hash

Merkle root

Transaction j

Transaction j + 1

Transaction j + 2

....

Block n + 1

Block hash

Previous block hash

Merkle root

Transaction k

Transaction k + 1

Transaction k + 2
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Types of Transactions of the blockchain system

• Alice is rewarded with 10 tokensToken Creation: 

• Alice sends Bob 5 tokensToken Transfer: 

• Alice publishes her public key and her identity informationPublic Key Binding:

• Alice confirms that Bob actually controlls his public keyConfirmation:

• Alice revokes her previously given confirmation of Bobs 
public key bindingRevocation:

• For example: Deletion of own public keyOther types:
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Trust Model
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• public keys and 
identitiesNodes

• confirmations
Directed 

Edges

• Maximal allowed 
path length starting 
with this edge

Edge 
Weight

Trust graph

Goal: Finding a valid path to the destiny in the trust graph
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Authentication

Claiming the 
identity

Verifying the 
trustworthiness

Challenge

Response

Bob,
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Summary
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