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Globalization

http://proutglobe.org/2013/12/three-tier-business-model-semiconductor-industry/
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Untrusted Foundry
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IC Recycling

Collect discarded ICs

Replace the marking

Sell as new



Overproduction
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Counterfeit

• Recycling

• Overproduction

• Forged documents

• Defective parts
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Untrusted Design House
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Piracy

• Unlicensed usage

• Reverse engineering
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Untrusted IP

Design

IP

Soft IP

Synthesis

Layout

Manufactur
ing

Automation 
Tool

Automation 
Tool

Automation 
Tool

Firm IP

Hard IP



Hardware Trojan

• A hidden malicious circuit

• It does

– Lead to malfunction

– Leak information

• Motivation

– Military

– Financial



Trojan Structure
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Countermeasures
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Summary

• Globalization of semiconductor industry

• Untrusted parties

• Counterfeit, piracy, Trojan, …

• Technical countermeasures


