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Radio Frequency Identification (RFID) 

● Signal is generated by transmission station 

First application During WW2

● Signal is modulated by device ( aircraft) 

● Authenticity is validated by evaluating the modulated result 

● Example of passive RFID 



Tags, Token, Cards, Fobs (LF / HF / UHF ) 

● Invented in 70s,  adopted in 80s, are used 

internationally YTD.  

● Enabled contactless communication / 
authorization 

● Tags consist of Memory, UID, Controller 
Circuit and Antenna

● Preinstalled amounts of memory ( size varies 
on tag architecture ) 

● UID ( unique ID ) programmed by 
manufacturer

● Reader must interface with card 

modulation/encryption standards to be read
● Passive, semi-active and  active tags

Low-Frequency  125/134 kHz tags : HID Prox , Indala , flex ioProx 

High-Frequency 13.56MHz - NXP Semiconductors  (MIFARE : Mini, 
Classic 1k , Ultralight, Plus, DESFire , DESFire EV1 , PLUS),  iCLASS 

Ultra-High-Frequency 860-960Mhz / 3.1+ Ghz : nedap, ezPass, ePassport, 
Omni-ID( Ultra, Max, Flex, Prox ) 



● ISO 14223  + ISO/IEC18000-2 

● EM4100 standard  ( non 

programmable chips ) 

● Low frequency = low proximity ( 

10cm) 

● Supports no encryption 

● Animal tracking 

● Slower read speeds

● Less sensitive to interference

● Average cost per tag  = 1$ 

RFID  Standards and Features 

● ISO 14443(A,B)

● Contactless Payments

● Data transfer 

● Inventory Tagging 

● Access Control 

● Adapted internationally 

● Average cost per tag = .50$

● 860-960Mhz / 3.1+ Ghz

● ISO 18000-6C standard  ( 

Global Gen2)

● Passports

● Long range 10m+

● Fast DTR 

● Average cost per tag = 5$

● Multiple usages due to 

wide frequency range

Low  Frequency High Frequency Ultra High Frequency 



Access Control Systems

Systems implemented to restrict physical access to private resources.  Access is granted upon 

validation of identification. 

● Gated communities 

● Organizational entry 

● Government access

● Nursing homes

● Educational institutes 

● Hotels

● Transit  systems

What are they? 



Access Control Systems - Component Information

RFID Reader 

Utilizes Inductive Coupling to exchange 
information from Tag to Reader 

Control Database

TAG TAG

Signal Generator

Radio Waves
Rectifier 
Circuit 

Transponder 

Controller

Memory 

Receiver / Interrogator ON/OFF cycles modulate voltage 



Microcontroller Boards

● Noiseless IC (Integrated Circuit)  boards that 

allow modular sensory devices to connect to 

them

● Low profile/ Low power

● Perform only one {set}  specific task 

● Easily Programmable Read Only Memory 

(EPROM) flashed for each application

● Libraries, schematics, intelligence, software 

and components are open source. 

● Average cost < 30$ 

● Power any IoT device  e.g. Smart Devices. 

Arduino Raspberry Pi Adafruit Trinket 



Key Information 



Penetration Resources

Proxmark 3 
→ copier / writer / reader / emulator 
→De-Facto penetration / exploitation tool for RFID Technologies 
→Average price ~$300

HFeng Handheld cloner 
→ Inexpensive ~$17
→Cannot copy EM4100 Tags 

MFOC Library ( GNU Linux ) / RFDump 
→ Library designed for cracking RFID cards 
→Open source

NFC-Tools (GNU Linux )
→ Installed in most Android phones
→Open source  

Magic cards (T5577)
→ Programmable UID 
→ Some readers disable card ( security implementation ) 
→ Inexpensive ~ $.50 per card 
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