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Introduction

» Critical infrastructures need to be resilient against a multitude of
threats to maintain public interests.

» Cascading effects due to failures in other critical infrastructures are
often unknown.

» Communication and collaboration among dependent critical
infrastructures support identifying dependencies between the
infrastructures.

» Identified dependencies enables providers to prepare themselves from
cascading failures.

This approach is intended to support
critical infrastructure providers and first responders
through a customized information flow model.



Introduction

Goals of the modelling approach:

» Modelling cascading effects in critical infrastructures in a structured
form

» Establishing a basis for subsequent simulation

» Supporting discussion with and between critical infrastructure
providers and first responders

The modelling approach was applied in the ongoing ODYSSEUS project.
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Modelling Approach

The modelling approach comprises:

» Analyzing modelling prerequisites including textually defined threat
scenarios.

» Establishing activity diagrams based on the previous defined threat
scenarios.

» Establishing object diagrams including objects, parameters and
information flows.

» Further refining diagrams in multiple workshop settings.

Critical infrastructures are multi-stakeholder domains, which this
modelling approach is designed for.
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Modelling prerequisites

>

>

The basis for later designed diagrams are textually composed threat
scenarios.

Various information sources on threats were collected and analyzed
to create realistic scenarios for critical infrastructures. The focus was
on threats and possible attacks.

Based on the information, first drafts of threat scenarios were
developed.

The main stakeholders are:

> Critical infrastructure providers

> First responders

> Critical infrastructure security experts
> Simulation experts

The model drafts were validated and refined in a series of workshops
with experts from critical infrastructures.
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Modelling scenario behavior in activity diagrams

» The designed activity diagram represents a process view of events
and impacts occurring in the defined threat scenarios.
» Advantages:
» Structured form of sequences including information flows
> Basis for subsequent simulations
> Facilitate evaluation by end-users
» Transformation of textual descriptions into activity diagrams:
» Extract all affected infrastructures from the textual description
> ldentify activities that can influence the state of an infrastructure
> ldentify information flows between infrastructures, especially between
stakeholders

» The visual representation is based on BPMN, as it is a common
accepted notation.
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Modelling scenario behavior in activity diagrams
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Figure: Notation used in Activity Diagrams.
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Modelling scenario parameters in object diagrams

» Object diagrams visualize objects and parameters needed for
simulating behaviors and information flows.

» Close cooperation with simulation experts is required for this step,
to cover their requirements and limitations.
» Identification steps for developing an object diagram:
> Identify objects relevant for representing the threat scenario
> ldentify parameters for each object
> Identify information flows between infrastructures
> Identify parameters shared with information flows
» UML class diagrams were chosen as representation, because it is an
established standard.
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Modelling scenario parameters in object diagrams
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Figure: Notation used in Object Diagrams.
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Iterative refinement of modelling results

> A series of consecutive workshops needs to be held to gather
feedback from domain experts.

» Workshops help to identify inaccuracies and wrong representations
of events and information flows.
» The major goal of the workshops is to collect the following
additional information:
> Information regarding every-day processes
» Threats which can lead to failures in infrastructures
» How would such failures impact other infrastructures
> Information on communication and collaboration with and between
infrastructures and outside stakeholders

» The newly obtained information is used to update diagrams and
textual descriptions.
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» A Case Study was conducted in the context of the ODYSSEUS
project.

» Project goal: Identify and simulate cascading effects between critical
infrastructures in an urban area to improve procedures and reactions
in case of a threat scenario materializing.

» Main end-users:

> Critical infrastructure providers
> First responders
> Experts in response capacity planning

» Multiple workshops with the stakeholders are a core component in
the project:

» During the initial workshop use cases were identified based on their
relevance.

> Follow up workshops with experts of each area of critical
infrastructures were performed individually.



Case Study
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Case Study A
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Case Study

Power failure
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Case Study

Power failure
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Viewpoint integration
towards supporting situational awareness

Integrated view
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Figure: Viewpoint integration
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Discussion of results

» Modelling cascading effects in critical infrastructures in a structured
form
> Textual threat scenarios can be transformed into a structured visual
form.
» The model is helpful for outlining the potential cause and effect
relationships of cascading failures.
» The model supports the validation with experts during workshops.
» Establishing a basis for subsequent simulation
» The model has shown to be a valid basis for subsequent simulation.

» The model provides a process view of the threat scenarios and a
technical view.

» Supporting discussion with and between critical infrastructure
providers and first responders
» The activity diagram supports stakeholders in better understanding
the activities observed during a threat scenario.
» Stakeholders have shown a high interest in understanding procedures
in other critical infrastructures.
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Summary

The modelling approach demonstrates how textual threat scenarios
can be transformed into activity diagrams and object diagrams.

The diagrams serve as a basis for subsequent simulations by
providing a process view and a technical view.

The modelling approach offers a method to model cascading effects
in critical infrastructures in a structured form, which supports
evaluation in end-user workshops.

The approach was evaluated in the context of the ODYSSEUS
project.

Future work includes obtaining values for objects’ parameters and
further evaluation with end-users within the ODYSSEUS project.
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Information flow models have demonstrated their value
for improving situational awareness and for supporting
collaborative scenario analysis during the project.
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