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• IoT / CPS 

• Other Systems 

– AskSensors 

– uBeac 

– Temboo – Kosmos 

– Thinger 

• BlueLab IoT System 

– Demonstration 

• Android smartphone 

• Physical stations – ESP8266, ESP32 
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IoT - CPS 
• IoT – Internet of Things (Popular term) 

• CPS – Cyber Physical Systems (Academic) 

 

IoT – needs Internet 

CPS – uses communications but not necessarily 
 the Internet 

Internet CPS IoT IIoT 

IIoT – Industrial IoT 

BlueLab  
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Models 
IoT main 

components 



Reality – Sensing – Remembering  

Recalling - Acting 

Tools and Methods Changed 
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https://www.espressif.com/en/ecosystem/cloud-platform 
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Platforms that support Expressif chips 



Compare Systems 
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AskSensors 

Kosmos 

BlueLab 



AskSensors 

• Register by e-mail 

• Create Sensor and Modules 

• Each Sensor has an API key ex: 
FALOAPPKH17ZR4Q23A8U9W0XPJL0F6OG 

• Alarm – min-max value and time interval (E-
mail) 

• Displays module values (several graphic types) auto-
refreshed 

• Exports CSV data 
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• Actuators (each has a API Key out) 

• An actuator may have modules 

• Dashboard 

• 15-90 day free trial, 2-60 devices (sensor/actuator) 

• Protocol - Http/Https & Mqtt API 

• JSON data 

• Several plans (unlimited data storage @ 30 month data retention) 

 

AskSensors 
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AskSensors 
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uBeac 

• Register by e-mail 

• Teams, Buildings, Floor 

• Create Device, Sensor 

• Create Gateway – several types 

• Create an EndPoint 

• Protocols HTTP(s) MQTT(s) 
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uBeac 



uBeac 
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Temboo - Kosmos 

• Registration by email 

• 5 steps to generate and download 

– gateway and device code 

• Sensors and Actuators 

• Alarms (and predictive) 
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Temboo - Kosmos 
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Temboo - Kosmos 
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Temboo - Kosmos 
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Temboo - Kosmos 
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Temboo - Kosmos 



Thinger 
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Thinger 
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Thinger 
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BlueLab IoT 

Internet 

Station 

Gateway 

Distributor 

Web access devices 

Database 

Application 

Server 



• Register by e-mail or phone 

• A user can have 
– stations 

• sensors 

• actuators 

• data is sent from the station to the system 

• the system does not (yet) act upon the actuators 

– profiles 
• for station authentication in the system 

• different stations can have the same profile 
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BlueLab IoT 



• Station 

– communicates by WiFi 

– protocol https 

– can send alarms (e-mail or sms, … profile 
dependent) 

– unique id given by the system (function of a 
physical unique id ex: MAC address) 

– Hardware used ESP8266, ESP32 (C++ code) 

 

BlueLab  Vitor Vaz da Silva – ICONS 20202 25 

BlueLab IoT 



• Data 
– stored as a pair (key, value) that belongs to a station 
– has a sequence number (starts with 1) 
– has a device/sensor timestamp 
– has a database timestamp 
– Errors and other information can also be sent as a key, value pair 
– Users can delete data. 
– Data cannot be edited 
– All data are Strings 

• waists space 
• easy to write/read – the context is with the sensor 

BlueLab  Vitor Vaz da Silva – ICONS 20202 26 

BlueLab IoT 
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BlueLab IoT 
Two different sensors in the same 
station with different sample rates, 
and their values are buffered and 
then sent together 

Seq 
num 

s1 s2 Database 
timestamp 

N Val1_1 
Stime1_1 

Val2_1 
Stime2_1 

Tstamp_N 

N+1 Val1_2 
Stime1_2 

Val2_2 
Stime2_2 

Tstamp_N 

N+2 Val2_3 
Stime2_3 

Tstamp_N 

N+3 Val2_4 
Stime2_4 

Tstamp_N 

N+4 

Two different sensors in the same station 
with different sample rates, and their 
values are sent after sampling 

Seq 
num 

s1 s2 Database 
timestamp 

N Val2_1 
Stime2_1 

Tstamp_N 

N+1 Val2_2 
Stime2_2 

Tstamp_N_1 

N+2 Val1_1 
Stime1_1 

Tstamp_N_2 

N+3 Val2_3 
Stime2_3 

Tstamp_N_3 

N+4 Val2_4 
Stime2_4 

Tstamp_N_4 
 



BlueLab  Vitor Vaz da Silva – ICONS 20202 28 

BlueLab IoT 
Two different sensors in the same 
station with equal sample rates, and 
their values are buffered and then 
sent together 

Seq 
num 

s1 s2 Database 
timestamp 

N Val1_1 
Stime1_1 

Val2_1 
Stime2_1 

Tstamp_N 

N+1 Val1_2 
Stime1_2 

Val2_2 
Stime2_2 

Tstamp_N 

N+2 

Two different sensors in the same station 
with equal sample rates, and their values 
are sent together after sampling 

Seq 
num 

s1 s2 Database 
timestamp 

N Val1_1 
Stime1_1 

Val2_1 
Stime2_1 

Tstamp_N 

N+1 Val1_2 
Stime1_2 

Val2_2 
Stime2_2 

Tstamp_N_1 

N+2 



• Data - Parameters 

– stored as a pair (key, value) that belongs to a station 

– has a sequence number always 0 

– has a device/sensor timestamp (if the station stored it) 

– has a database timestamp 

– used for additional information of the sensor (key) 

– Special parameters: #key_  followed by  0:n | U | O | S 
• 0:n – x0:n, U – units, O – offset, S – scale 

• >float,  <float – clamp values 
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BlueLab IoT 



• Sensor value 𝑥 = Offset + Scale * device value 

• (this transformation may be  necessary for example due to 
the ADC range, in volts and in bits) 

 

• Sensor parameters 𝑎𝑛𝑥𝑛, 𝑛 ∈ 𝑅 

• (these parameters may be necessary due to the non linear 
response of the sensor) 
 

• Data parameters do not change the stored data values 
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ADC Filter Device value 

BlueLab IoT – Data parameters 



• Moisture sensor SEN0193 (Reference 16) 
• 𝜃 = 13.248 − 2.576 ∙ 10−3𝑥 + 1.726 ∙ 10−7𝑥2 − 3.839 ∙ 10−12𝑥3 

 

 

 

 

• 𝑥 - Sensor value [raw counts] 

• 𝜃 - Volumetric water content [cm3 cm-3] 
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BlueLab IoT – Data parameters 



Air – Sensor is surrounded by air  

Sensor values 

Correction applied 
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Values are stored in the database as they are read from the sensors;  

      can be viewed and downloaded 

Sensor parameters can be viewed, downloaded and changed 

(presently they have the timestamp of the calibration; in future, 

calibration history will be added to account for sensor decay and 

correctly apply the parameters to the data) 

Calibration corrections are applied for viewing, and processing   



• Data 
– Can be classified as raw (frames) 
– A frameset is a set of raw data (frames) 
– Framesets can be shared (among projects of the user – not 

yet done) 
– Shared framesets can be public – shared with all users 
– There is no data duplication (only database table views) 
– Data parameters are shared as well 
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BlueLab IoT – Data Sharing 
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https://bluelab.pt/iot 

Live examples 

github.com/tektonia/bluelab_iot 
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Web interface for the user 

Example of a station – Android App 
- Light sensor 
- GPS sensor 

Example of a station – ESP32 
- ADC sensor 



BlueLab IoT 

Login 

Recover Password 

Guest Login 

Profile access 

BlueLab  
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BlueLab IoT 

Create Account 

https://bluelab.pt/iot 
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1st Step 

https://bluelab.pt/iot
https://bluelab.pt/iot


BlueLab IoT 
Profile Access – Is a direct login token that does not need password 
- Preferably used in each station for accessing the system 
- More than one station can have the same profile 
- Each station has a unique identifier (ex: MAC address) 
- Reduced privileges; used for storing data 

 does not allow deletion or data sharing 
- Created by a login (email or phone) with full privileges 
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Unique in the system 

Other – is for ease of use 

2nd Step New Profile 



BlueLab IoT 

Login access 

Profile access 

Menu differences 
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BlueLab IoT 

3rd Step Get Android App 

The Android App is a Station – it uses the light sensor, and the GPS sensor 
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Demo – is a (Other) Profile 

1 - First use other Demo 

2 - Then use the other Profile you created  

Station Name 

Creates/activates the station in the system 
(if the station exists the button will not show up)  
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Two exclusive sensors  

The graph is refreshed 
every 10 samples  

Light sensor 

BlueLab application 
must have location 
permit and GPS on to 
work as a GPS sensor 
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CSV format 

Accessing the light sensor data 
through the user interface 
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GND ADC in 

Touch contacts with fingers 

Connect USB cable to Station 
Use terminal Termite (or equivalent) 

Current 
Configuration 

BlueLab IoT 



 Termite port configuration 
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To access text written 
by the station program 
on the serial interface 
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GND ADC in 

3V3 

Simulate a sensor 
      – output = 0.68 V 

3 - All public data graphs of the sensor 
 should show values close to 0.68V 

ESP8266 dev kit – (ADC – 10 bits -> 0-1023) 

ESP32 dev kit – (ADC – 12 bits -> 0-4095) 

1 - Add data parameters to correct sensor values 

2 - Create frameset and share to public  

BlueLab IoT 



ESP8266 – voltage Ref 1V 
• Resolution 10 bits 
• Voltage divider 0.3125 attenuation of 3.2 
• Value = (3.2 * 1) * adc_in /1023 = 3.13e-3 * adc_in 

 
 

ESP32 – voltage ref 1.1V 
• Default Resolution 12 bits 
• Default attenuation of 11dB (3.548) 
• Value = (3.548 * 1.1) * adc_in / 4095 = 0.967e-3 * adc_in 
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BlueLab IoT 
Voltage divider of 
the development 

kit ESP8266 
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BlueLab IoT 

ESP8266 

ESP32 

ADC reading Corrected for voltage 



ESP32 

When VDD_A is 3.3 V: 

• 0 dB attenuation gives full-scale voltage 1.1 V (100 and 950 mV ) 

• 2.5 dB attenuation gives full-scale voltage 1.5 V (100 and 1250 mV) 

• 6 dB attenuation gives full-scale voltage 2.2 V (150 to 1750 mV) 

• 11 dB attenuation gives full-scale voltage 3.9 V (150 to 2450 mV) 

 

At 11 dB attenuation the maximum voltage is limited by VDD_A, 
not the full scale voltage.  

(see literature; readings are not linear above 2450mV ) 
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BlueLab IoT - FrameSets 
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Key 
0…n 
U 
O 
S 
>value 
<value 

Value 
An of xn 

Units 
Offset 
Scale 
Max value 
Min value 

Does not make sense as the 
maximum is 2.45 V 

Correct 
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BlueLab IoT – Shared FrameSets 

Similar to 
Previous example 



BlueLab IoT 

Alarm service structure 

A station may send alarms that are sent by e-mail or phone to the user 

There is a minimum time between consecutive alarms 

The user can enable or disable the sending of alarms 



Tensilica Xtensa 32-bit LX6 microprocessor 

  2 cores (ESP32-S0WD only one) 240 MHz 

Ultra low power co-processor: Allows ADC conversions, computation while in deep sleep.  

Wi-Fi: 802.11 b/g/n/e/i (802.11n @ 2.4 GHz up to 150 Mbit/s)  

Bluetooth: v4.2 BR/EDR and Bluetooth Low Energy (BLE) 

 Internal memory:  ROM: 448 KB, SRAM: 520 KB, RTC fast SRAM: 8 KB, slow : 8 KB, eFuse: 1Kbit 

External flash & SRAM: up to 4 x 16MB 

Rich peripheral interface with DMA, capacitive touch, ADCs, DACs, I²C , CAN 2.0, SPI, I²S, RMII, 

PWM 

IEEE 802.11 standard security 

   WFA, WPA/WPA2 and WAPI 

Secure boot 

Flash encryption 

1024-bit OTP, up to 768-bit for customers 

Cryptographic hardware acceleration: AES, SHA-2, RSA, ECC, RNG 

 

ESP32 
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Built-in low power 32-bit MCU @ 80MHz  

512kB Flash Memory  

Power Supply: +3.3V only  

Current Consumption: 100mA  

I/O Voltage:  3.6V (max)  

I/O source current: 12mA (max)  

Supports Deep sleep (<10uA)  

UART TX / UART RX 1200-115200 

802.11 b / g / n wireless standards; 

Serial WiFi transmission rate: 110-460800bps 

WiFi operation current: 

 continuous transmission operation: ≈70mA (200mA MAX) 

 idle mode: <200uA; 

Can be used as Station or Access Point or both combined  

TCP / IP protocol stack, One socket - Standard TCP / UDP Server and Client; 

ESP8266 
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Future 
• Cron job for data maintenance, clean delete, 

compression of old unshared data 
• Improve data parameter for sensor calibration history 
• Add data processing for level P1 (processed data) 
• Allow sharing to restricted group of users 
• Allow user to use its own database  
• Use other Hardware ex:Thingy:52 
• Improve Site 
• Different graph types 
• Develop Distributor 
• Clean code 
• Add BlueLab IoT to Arduino Library Manager 
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BlueLab IoT 

Magoito – Sintra  

Thank you 


