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About me

* Background in computer
science

* Algorithmic fairness
* Privacy

* Security




The Research and
Documentation
Centre

* Ministry of Justice and Security

Social impact

Applied Research

One of multiple research
departments

* Topics:
* Big data
* Machine learning
* Data management
* Privacy
* Other topics
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The WODC (Research and
Documentation Centre) of the
Ministry of Justice and Security
can be characterised as an
international knowledge
centre on: security, police,
criminal, civil and
administrative justice and
migration issues. "Excellence”
and "customer-orientation"
are the organisation's guiding
principles. Its major output is
knowledge for the benefit of
policy development.

Special research program

> Recidivism Monitor
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Opening data

* Government setting

Schokkend beeld misdaad kansloze asielzoekers

e Research
e Verification
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* Public opinion “ N I E I

* Transparency




Routes for
releasing data

* Generic or specific
* more eyes or more data

* Contracts

*
TUDelft



Useless

Privacy Risk

Utility — privacy risk

>
Misleading Information published



Why SDC?

SDC is a step between the government data
and the public

Research remains important due to advances
in:

* Accessibility of (big) data
* Legislation (GDPR)




Microdata

One entity per row

High dimensionality
More difficult to protect
* Netflix challenge

e Taxi data

Bob
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Engineer Male Hepatitis
Engineer Male 38 Hepatitis
Lawyer Male 38 HIV
Writer Female 30 Flu
Writer Female 30 HIV
Dance Female 30 HIV

QIDs SAT

JULY 8, 2013 « 7:34 PM - 7:44 PM
376 GREENWICH ST. TO 13 BANK ST.
$9.00 FARE * CASH; UNKNOWN TIP « @SPLASH



Tabular data

* Derived from microdata
* Describe groups not individuals

» Sufficient for most transparency and
verification cases.

* Still suffers from privacy risks

Number of holdings Utilised agricultural area

Livestock units

Labour force (%)

Standard output

Average

—UAA () —L! (1000 . area of holdings
(L) {1000 hectares) {1000 LSU) annual work units) — {hectares)
FU28 122480 174 1156 1352123 90458 3078895 142
BE 429 13580 37987 516 72478 37
BG 3705 44755 11495 4065 25367 121
cz 229 34835 17225 1080 38522 1524
DK 421 26469 49194 523 34308 2.9
DE 209 1 167040 177926 8155 414944 558
EE 196 9409 3063 251 5045 480
E 1399 49914 57974 1854 42077 357
EL 7230 34779 24065 4295 57000 43
ES 989.3 237527 14830.9 389.0 341731 240
R 5161 278373 226742 7797 507332 539
HR 2333 13160 10202 1845 21147 55
m 18209 128561 99115 9538 49,4803 7.9
54 389 1184 2008 136 4589 30
v 834 17963 4745 852 7772 215
T 1999 27428 900 1 1468 15263 137
iy 22 1311 1677 37 2686 508
HU 576.8 46863 24838 4235 52410 81
[ 125 115 417 49 95.9 0.9
L 723 18724 57115 817 189300 259
AT 1502 28782 25172 1143 58793 192
PL 15066 144473 103772 18972 189871 96
PT 3053 36682 22060 3634 46397 12.0
RO 38500 133061 54442 16103 104203 34
si 747 4827 5185 767 9132 85
sK 245 18955 8683 561 17310 775
Fl 639 22910 11211 597 300756 35.9
SE 7141 30663 17519 56.9 37333 421
UK 1358 168817 133084 5663 195550 904
s 25 15957 1670 a2 2371 5161
no 466 10059 12293 464 31562 218
cH 501 10478 17928 9.0 57171 17.7
WE 489 213 1184 479 1271 45

(') Excluding commen land in Greece
(°) Labour force directly employed on the farm.
Source: Eurostat (online data code: ef_kvaareg)



Practical differences

The information is similar but the difference
in usage is vast.

The are difference in:
* Target audience

* Purpose

* Dimensionality

* Relations

These differences have split the existing
research on protection for these data forms.




Sources of disclosure

Intruders seek to identify an individual or
small group or learn something new about
them (attribution).

* Background knowledge
* Tabular Disclosure scenario’s

* Microdata linkage attacks
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Tabular disclosure

example
Detention Detention days Crime=Assault | Crime=Petty theft
days<30 30-60
Gender Gender Gender Gender Detention days=10 0 7 5
F M F M
Age=18 5 5 1 0 Detention days=10-30 O 7 5
Age=19 10 10 2 2 Detention days>30 5 0 2
Knowledge of the age
and detention days
Deriving i hai
eriving in a chain Crime=Assault 3 2
Crime=Petty theft 10 10

Crime=Murder 0 2



Microdata disclosure -
example - e

* Record linkage \

* Mapping Quasi identifiers

/

* Linkage to EIDs on IMDB /

Movie A

* Requires uniqueness for identification / Non-netflix
| Queer as folk  qyie B Theater views
\\ Bent 1997 Movie C
///
Netflix IMDB

Ratings Ratings



Engineer

Fred Engineer

Privacy models

Alice Writer

* K-anonymity

Cathy Writer
*  Minimum group size for each QID is at
|eaSt k Emily Dance

* Frequency rule EID
¢ Minimum cell size is at least n

e Stricter rules for tables

* Margin inclusions

r

Male

Male

Male

Female

Female

Female

Hepatitis
38 Hepatitis
38 HIV
30 Flu
30 HIV
30 HIV
QIDs SAT

_MMM

10 2 2

10 0 0 o o

| Range | 8-12 | 0-2 | 0-2 | 0-2 | 0-2
| Audited Range | 8 | 2 | 2 | 2 | 2




Prlvacy mOdEIS Engineer Male Hepatitis
* L-diversity Engineer Male 38 Hepatitis
* Every QID group has at minimum | SAT
values. Lawyer Male 38 HIV

* Entropy L-diversity Writer Female 30 Flu

* T-closeness
Writer Female 30 HIV

* Zero cells prevention Dance Female 30 HIV
* Prevention skewed distribution
* No tabular mapping (again) QIDs SAT
Hepatitis Hiv Flu
Male 2 1* 0

Female 0 2 1



Conclusions

Differential privacy
Simplification of microdata models
Differences in likely sources of disclosure

More evaluation of microdata models for
tabular data is needed
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"Before I write my name on the board, I'll need to know

how you're planning to use that data.”



Future work

* Empirical comparisons
* Protection methods comparison

* Ofinterest are how SDC techniques for
structured data types relate to those for
unstructured data, such as textual data.
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