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• Security
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• Social impact
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departments
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• Other topics



Content
1. Open data motivations

2. Statistical Disclosure Control (SDC)

3. Microdata

4. Tabular data

5. Practical differences

6. Sources of disclosure

7. Privacy models

8. Conclusions

9. Future work



Opening data
• Government setting

• Research 

• Verification 

• Transparency 

• Public opinion



Routes for 
releasing data

• Generic or specific

• more eyes or more data

• Contracts
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Why SDC?
SDC is a step between the government data 
and the public

Research remains important due to advances 
in:

• Accessibility of (big) data 

• Legislation (GDPR)



Microdata
One entity per row

High dimensionality

More difficult to protect

• Netflix challenge

• Taxi data

EID QIDs SAT

Name Job Sex Age Disease

Bob Engineer Male 35 Hepatitis

Fred Engineer Male 38 Hepatitis

Doug Lawyer Male 38 HIV

Alice Writer Female 30 Flu

Cathy Writer Female 30 HIV

Emily Dance Female 30 HIV



Tabular data
• Derived from microdata

• Describe groups not individuals

• Sufficient for most transparency and 
verification cases. 

• Still suffers from privacy risks



Practical differences
The information is similar but the difference 
in usage is vast. 

The are difference in:

• Target audience 

• Purpose

• Dimensionality 

• Relations

These differences have split the existing 
research on protection for these data forms.



Sources of disclosure
Intruders seek to identify an individual or
small group or learn something new about 
them (attribution). 

• Background knowledge

• Tabular Disclosure scenario’s 

• Microdata linkage attacks



Tabular disclosure 
example 

Crime=Assault Crime=Petty theft Crime=
Murder

Detention days=10 0 7 5

Detention days=10-30 0 7 5

Detention days>30 5 0 2

Gender=F Gender=M

Crime=Assault 3 2

Crime=Petty theft 10 10

Crime=Murder 0 2

Detention 
days<30

Detention days 
30-60

Gender
F

Gender
M

Gender
F

Gender
M

Age=18 2 2 1 0

Age=19 10 10 2 2

Knowledge of the age 
and detention days

Deriving in a chain



Microdata disclosure 
example
• Record linkage

• Mapping Quasi identifiers

• Linkage to EIDs on IMDB

• Requires uniqueness for identification 
Queer as folk
Bent 1997

Non-netflix
Theater views
…

Movie A
Movie B
Movie C

IMDB
Ratings

Netflix 
Ratings



Privacy models
• K-anonymity 

• Minimum group size for each QID is at 
least k

• Frequency rule

• Minimum cell size is at least n

• Stricter rules for tables

• Margin inclusions

EID QIDs SAT

Total Crimes Section 1 Section 2 Section 3 Section 4

Original 10 2 2 2 2

Rounded 10 0 0 0 0

Audited Range 8 2 2 2 2

Range 8-12 0-2 0-2 0-2 0-2

Name Job Sex Age Disease

Bob Engineer Male 35 Hepatitis

Fred Engineer Male 38 Hepatitis

Doug Lawyer Male 38 HIV

Alice Writer Female 30 Flu

Cathy Writer Female 30 HIV

Emily Dance Female 30 HIV



Privacy models

Job Sex Age Disease

Engineer Male 35 Hepatitis

Engineer Male 38 Hepatitis

Lawyer Male 38 HIV

Writer Female 30 Flu

Writer Female 30 HIV

Dance Female 30 HIV

• L-diversity 

• Every QID group has at minimum l SAT 
values.

• Entropy L-diversity

• T-closeness

• Zero cells prevention 

• Prevention skewed distribution

• No tabular mapping (again) QIDs SAT

Hepatitis Hiv Flu

Male 2 1* 0

Female 0 2 1



Conclusions
• Differential privacy

• Simplification of microdata models

• Differences in likely sources of disclosure

• More evaluation of microdata models for
tabular data is needed



Future work 
• Empirical comparisons 

• Protection methods comparison

• Of interest are how SDC techniques for 
structured data types relate to those for
unstructured data, such as textual data.


