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Anne Coull

Anne applies academic research in the corporate environment.

She is a strategic, hands on, influential leader with an entrepreneurial mindset and a passion for
architecting modern technology that quickly delivers value to customers & stakeholders.

Anne has a track record for mentoring, developing and inspiring high performing teams within an
inclusive culture. She applies her expertise and experience in Cyber Security, SDLC, ITSM,
operational excellence, program management, and cultural change to implement business-
culture-technology transformations.

Dedicated to continuous learning and research, Anne is the director of community for Women in
Cyber Security (Wicys) Australia, a member of the NSW School of Engineering & Information
Technology (SEIT) External Advisory Committee, an active contributor to the development of
technical research papers and conference presenter for the International Academy, Research and
Industry Association (IARIA). Topics include: Four testing types core to informed ICT governance
for cyber-resilient systems; How much cyber security is enough; Most Essential of Eight; and
Cyber security and service management.
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Projects and Areas of Interest

1.
2.
3.
4.

Australian Signals Directorate
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Cyber Security in business
Integrating Cyber Security into everyday life
Integrating Cyber security into IT (service management)

Using intelligence to combat intelligence

CPS 234

Australian Prudential Regulation Authority

AS ISO/IEC 27001

AS ISO/IEC 27002
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NST

National Institute of
Standards and Technology
U.S. Department of Commerce
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Essential Eight

Reduce cyber security risk and increase resilience:

1. Prevent malware delivery and execution.
2. Limit the extent of cyber security incidents and the damage they can cause; and

3. Recover data and Systems availability.

Mitigations to:

Prevent malware delivery and execution Limit extent of cybersecurity incidents
Patch applications - Patch operating systems
Application whitelisting / control - Restrict administrative privileges
User application hardening - Multi-factor authentication
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Configure Microsoft Office macro settings

LAUSTRAV R,

Recover data & systems availability

Daily backups
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. Security vulnerabilities in systems and applications are used to‘execut-e malicious code, and

create a gateway into an organisation’s systems. y ¥

2016 to 2019: s P
Most commonly exploited vulnerabilities in Microsoft’s in pedding (OLE) technology.
Second most commonly exploited vulnerability licrc

2020:
Increase in exploits targeting Virtual Private Networks
(VPN) vulnerabilities

Mitigation goal

1. Extreme risk security vulnerabilities in operating systems and firmware, applications and drivers are
patched, updated or mitigated within 48 hours of the security vulnerabilities being identified

2. Automated mechanism confirms and records that deployed patches have been installed

3. Out of support systems replaced with vendor-supported versions.
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Application whitelisting protects against the execution and spread of malicious code by ensuring
only authorized applications can be executed or installed.

To implementing application whitelisting:
1. Identify applications that are authorised to execute

2. Develop application whitelisting rules to ensure only those authorised
applications can execute

3. Maintain the application whitelisting rules USiNg sy "
change management Tl

Mitigation goal

1. Application whitelisting/control implemented on all =S
workstationsand servers = o
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User Application Hardening

Application hardening reduces the attack surface by configuring business applications to disable functionality
that is not needed.

Web browsers are configured to block and

uninstall Flash, ads and Java from the internet. ’

Users are given access to functionality within
an application on an as-needs basis.

Mitigation goal
1. Web browsers are configured to:

- block or disable support for Flash content.
- block web advertisements.
- block Java from the internet.

2. Microsoft Office is configured to:
- disable support for Flash content.

- prevent activation of Object Linking
and Embedding (OLE) packages.
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Configure MS Office Macro settings

Microsoft Office macro settings configured to block macros from the internet.

Only allow vetted macros from trusted locations or those
that have been digitally signed with a trusted certificate
to execute, and only with limited write access.

Mitigation goal

1. Microsoft Office macros are only allowed to execute
in documents from Trusted Locations where
write access is limited to personnel whose
role is to vet and approve macros.

2. Microsoft Office macros in documents originating
from the internet are blocked.

3. Microsoft Office macro security settings cannot
be changed by users.
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Multi factor authentication

MFA uses a combination of verifications from different sources, including:

1. Something the user knows: a pin, a password or passphrase, or security
qguestions; and

2. Something the user physically possesses, a code or token automatically
generated by an authenticator app and / or SMSed to their mobile phone; and

3. Something the user inherently possesses, biometrics, a finger print, or retina.

Mitigation goal

MFA to authenticate:

1. all users of remote access solutions.

2. all privileged users and any other positions of trust.
3. all users when accessing important data repositories.
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Daily backups

Without backups:

- Lost, destroyed, or altered data cannot be restored,;

- Data integrity cannot be validated;

- A ransomware attack, can bring a business to its knees.

Mitigation goals
1. Backups of important information, software and configuration settings
performed at least daily.

2. Backups stored offline, or online in a non-rewritable and
non-erasable manner.

3. Backups are stored for three months or greater.

4. Full restoration of backups tested initially and each time
fundamental information technology infrastructure changes occur.

5. Partial restoration of backups tested quarterly.
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2020 Threat Landscape

A

Three top malware incidents in 2020:

1. Password dumping to obtain access credentials,
2. Phishing to directly install malware, and
3. Ransomware

4. Droppers and Trojans in the form of downloaders
and keylogger in 20% and 12% malware samples,
but fewer incidents

5. Decrease in incidents caused by malware
that exploits vulnerabilities.
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Address highest risk first

For the most essential mitigations:

First
Implement mitigation for high-risk users and computers:

- access to sensitive or confidential information

- exposed to untrustworthy internet content

- high-availability systems

Then

Implement for all other users and computers.

Test
Perform hands-on testing to verify the effectiveness of implemented mitigation strategies.
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Discussion & Questions

What are your experiences in implementing these mitigations?

Where did you start? Why?
How did you progress?

What challenges did you face?
What did you learn?

What would you like to share?
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