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> loT Challenges

loT resource-constrained is a wide concept, which faces many challenges:

e limited energy

e limited memory and bandwidth

e communication latency

e communication security

achieving of security goals: authentication, confidentiality and integrity
computations

patching

e etc...
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> loT Challenges

loT resource-constrained is a wide concept, which faces many challenges:

e limited energy

e limited memory and bandwidth

e communication latency

e communication security

achieving of security goals: authentication, confidentiality and integrity
computations

patching

e etc ...

Using QUIC, the developed loT gateway aims to:

e make it cheap
e keep it secure
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7 QUIC, TCP vs UDP

I'm new here,
but | wanna be
cheap and
reliable...

I'm cheap,
but unreliable
= ( Why not both?
)
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> QUIC, TCP vs UDP

0 0 " ..

but | wanna be

ou can rely on cheap and

I'm cheap, me but it's reliable...
but unreliable gonna cost you

-(

o)(e) *

—

Why not both?
-)

QUIC (Quick UDP Internet Connections):

e UDP-based multiplexed and secure general-purpose transport protocol
e Stream multiplexing

e Stream- and connection-level flow control

e Low-latency connection establishment

e Authenticated and encrypted header and payload using TLS 1.3
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> QUIC History NV

In 2013, QUIC was announced by Jim Roskind at Google.

In 2015, QUIC was submitted for standardization to the IETF.

In 2016, the IETF established a working group of QUIC.

Until now, the IETF is still working on developing QUIC.

Go gle 1 ET F @QU'C
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> QUIC Layers

TCP
(reliability, congestion)
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> QUIC Layers

TCP
(reliability, congestion)
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> QUIC Layers

Application Data Application Data
HTTP/2, MQTT, ... HTTP/3, ...
TLS(sIrzams) TLS 13 TLS 1.3 TLS 1.3
: : Alert
Handshake Alerts Handshake erts
QUIC Transport
TLS 1.3 Records (streams, reliability, congestion, etc.)
TCP QUIC Packet Protection
(reliability, congestion) UDP
IP

At a high level, there are two main interactions between the TLS and QUIC components:

e TLS sends/receives messages via QUIC providing a reliable stream abstraction to TLS.
e TLS provides a series of updates to QUIC, including

e new packet protection keys to install

e state changes such as handshake completion, the server certificate, etc. ...
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> QUIC IETF Packet

clienthello.pcapng x
Datei Bearbalten Ansicht Navigation Aufzeichnen Analyse ~Statistiken Telephonie Wireless Tools _Hife

RE Q =

Destination Protocol _Length

» Frame 14: 1401 bytes on wire (11208 bits), 1401 bytes captured (1126
» Linux cooked capture
» Internet Protocol Version 4, Src: 10.0.2.15, Dst: 159.65.253.210
» User Datagram Protocol, Src Port: 50024, Dst Port: 443
- QUIC IETF
» QUIC Connection information
[Packet Length: 556]
.. = Header Form: Long Header (1)
Fixed Bit: True
Packet Type: Initial (0)
Reserved: 0
19 = Packet Number Length: 3 bytes (2)
Versmn draft 27 (oxffooe01b)
Destination Connection ID Length: 8
Destination Connection ID: 7dce6331bcca7d46
Source Connection ID Length: 3
Source Connection ID: c4d913
Token Length: @
Length: 535
Packet Number: @
Payload: f7c34990ce5db07fb786412a575fe8db0d846abe7ef6a34a..
» TLSv1.3 Record Layer: Handshake Protocol: Client Hello
- QUIC IETF
[Packet Length: 801]
Remaining Payload:

0000 00 04 00 01 60 06 08 00 27 b9 4a 33 00 00 08 0O
0010 45 00 05 69 8c Ob 40 00 40 11 00 56 0a 00 02 of
P26 af 41 fd d2 ~2 AR A1 hh AR 55 as Ra 2 £ AR AA

Frame (1401 bytes) | Decrypted QUIC (516 bytes)
© 7 QuIC ETF: Protocol Pakete: 55 -

o Ahmed Algattaa & (&', Daniel Loebenberger (&'
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> QUIC IETF Packet

clienthello.pcapng x
Datei Bearbalten Ansicht Navigation Aufzeichnen Analyse ~Statistiken Telephonie Wireless Tools _Hife

AN I@EMPRE Q &=

Destination

1401 Initial, DCID=7dce6331bcca

» Frame 14: 1401 bytes on wire (11208 bits), 1401 bytes captured (1126
» Linux cooked capture
» Internet Protocol Version 4, Src: 10.0.2.15, Dst: 159.65.253.210
» User Datagram Protocol, Src Port: 50024, Dst Port: 443
- QUIC IETF
» QUIC Connection information
[Packet Length: 556]
.. = Header Form: Long Header (1)
Fixed Bit: True
Packet Type: Initial (0)
Reserved: 0
19 = Packet Number Length: 3 bytes (2)
Versmn draft 27 (oxffooe01b)
Destination Connection ID Length: 8
Destination Connection ID: 7dce6331bcca7d46
Source Connection ID Length: 3
Source Connection ID: c4d913
Token Length: @
Length: 535
Packet Number: @
Payload: f7c34990ce5db07fb786412a575fe8db0d846abe7ef6a34a..
» TLSv1.3 Record Layer: Handshake Protocol: Client Hello
- QUIC IETF
[Packet Length: 801]
Remaining Payload:

0000 00 04 00 01 60 06 08 00 27 b9 4a 33 00 00 08 0O
0010 45 00 05 69 8c Ob 40 00 40 11 00 56 0a 00 02 of
P26 af 41 fd d2 ~2 AR A1 hh AR 55 as Ra 2 £ AR AA

Frame (1401 bytes) | Decrypted QUIC (516 bytes)
O 7 QuiCETF: Protocal Pakete: 55 - Angezeigt: 13 (23.6%) _ Profi: Default
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> QUIC IETF Packet

clienthello.pcapng x

Datei Bearbalten Ansicht Navigation Aufzeichnen Analyse ~Statistiken Telephonie Wireless Tools _Hife

AN ZOmMORE Q&= =aaqir

L]

No. Time rce Destination
..0.004.. 10 0.2.. 159.65.

. 10.0.2.. 159.65.

Length  info — g
QUIC 1401 Inltlal DCID=7dce6331bccy

140 DCID=7dce6331bcca

» Frame 14: 1401 bytes on wire (11208 bits), 1401 bytes captured (112@
» Linux cooked capture
» Internet Protocol Version 4, Src: 10.0.2.15, Dst: 159.65.253.210
» User Datagram Protocol, Src Port: 50024, Dst Port: 443
- QUIC IETF
» QUIC Connection information
[Packet Length: 556]
.. = Header Form: Long Header (1)
Fixed Bit: True
Packet Type: Initial (0)
Reserved: 0
19 = Packet Number Length: 3 bytes (2)
Versmn draft 27 (oxffooe01b)
Destination Connection ID Length: 8
Destination Connection ID: 7dce6331bcca7d46
Source Connection ID Length: 3
Source Connection ID: c4d913
Token Length: @
Length: 535
Packet Number: @
Payload: f7c34990ce5db07fb786412a575fe8db0d846abe7ef6a34a..
» TLSv1.3 Record Layer: Handshake Protocol: Client Hello
- QUIC IETF
[Packet Length: 801]
Remaining Payload:

0000 00 04 00 01 60 06 08 00 27 b9 4a 33 00 00 08 0O
0010 45 00 05 69 8c Ob 40 00 40 11 00 56 0a 00 02 of
P26 af 41 fd d2 ~2 AR A1 hh AR 55 as Ra 2 £ AR AA

Frame (1401 bytes) | Decrypted QUIC (516 bytes)
© 7 QuIC ETF: Protocol Pakete: 55
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> QUIC IETF Packet

clienthello.pcapng x

Datei Bearbalten Ansicht Navigation Aufzeichnen Analyse ~Statistiken Telephonie Wireless Tools _Hife

AN ZOmMORE Q&= =aaqir

L]

No. Time rce Destination
..0.004.. 10 0.2.. 159.65.

. 10.0.2.. 159.65.

Length  info
QUIC 1401 Inltlal DCID=7dce6331bccy

140 DCID=7dce6331bcca

» Frame 14: 1401 bytes on wire (11208 bits), 1401 bytes captured (112@
» Linux cooked capture
» Internet Protocol Version 4, Src: 10.0.2.15, Dst: 159.65.253.210
» User Datagram Protocol, Src Port: 50024, Dst Port: 443
- QUIC IETF
» QUIC Connection information
[Packet Length: 556]
.. = Header Form: Long Header (1)
Fixed Bit: True
Packet Type: Initial (0)
Reserved: 0
19 = Packet Number Length: 3 bytes (2)
Versmn draft 27 (oxffooe01b)
Destination Connection ID Length: 8
Destination Connection ID: 7dce6331bcca7d46
Source Connection ID Length: 3
Source Connection ID: c4d913
Token Length: @
Length: 535
Packet Number: @
Raviload. £7.2 dboZzfbh72a440o87E £, db {24 haZa.
I» TLSv1.3 Record Layer: Handshake Protocol: Client Hello I
~QUIC IETF
[Packet Length: 801]
Remaining Payload:

0000 00 04 00 01 60 06 08 00 27 b9 4a 33 00 00 08 0O
0010 45 00 05 69 8c Ob 40 00 40 11 00 56 0a 00 02 of
P26 af 41 fd d2 ~2 AR A1 hh AR 55 as Ra 2 £ AR AA

Frame (1401 bytes) | Decrypted QUIC (516 bytes)
O 7 QuiCETF: Protocal Pakete: 55 - Angezeigt: 13 (23.6%) _ Profi: Default
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> Why not DTLS?

e DTLS stands for Datagram Transport Layer Security protocol.
e It provides communications privacy for UDP.

e DTLS is based on TLS.

So...
e Why do we need QUIC when we have DTLS?

e What difference does it make for the 1oT devices?
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? DTLS vs QUIC (TLS) - - -> Full Handshake

DTLS-Client DTLS-Server
ClientHello
I S
<-do- HelloRetryRequest
+ cookie
ClientHello
3
+ cookie
ServerHello
P - Finished

[Application Data*|

Finished ~  ----=2-- >

[Application Data]
< [ACK]
[Application Data®|
[Application Data] ~ <------- > [Application Data]
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? DTLS vs QUIC (TLS) - - -> Full Handshake

DTLS-Client DTLS-Server TLS-Client
ClientHello ClientHello
N SN
P HelloRetryRequest
+ cookie
ClientHello
SE BN
+ cookie
ServerHello  Finished
[Application Data]
A Finished
[Application Data*|
Finished 2
[Application Data]
- [ACK]
[Application Data*|
[Application Data] ~ <------- > [Application Data]

o Ahmed Algattaa & (&', Daniel Loebenberger (&'

TLS-Server
____1_ - ——>
ServerHello
Finished
P - [Application Data*]
-—— _3-——>
P — > [Application Data]
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> HTTP vs MQTT

Protocol HTTP MQTT
Architecture Request/ Response PUBLISH/ SUBSCRIBE
Message Format ASCII binary
Message Size large small
Complexity complex simple
Service Levels 1 3
Distribution one-to-one one-to-many
SSL/TLS Support Yes No, but possible
QuiC Work in Progress No
Power Demand high low
Usage, e.g. big data, browsers small data, embedded systems
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> HTTP vs MQTT Toad
Protocol HTTP MQTT
Architecture Request/ Response PUBLISH/ SUBSCRIBE
Message Format ASCII binary
.~ large . small
Complexity complex simple
Service Levels 1 3
Distribution one-to-one one-to-many
SSL/TLS Support Yes No, but possible
QuIC Work in Progress No
Power Demand high low
Usage, e.g. big data, browsers small data, embedded systems
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> HTTP vs MQTT Toad
Protocol HTTP MQTT
Architecture Request/ Response PUBLISH/ SUBSCRIBE
Message Format ASCII binary
Message Size large small
Complexity complex simple
Service Levels 1 3
SSL/TLS Support Yes No, but possible
Quic Work in Progress No
Power Demand high low
Usage, e.g. big data, browsers small data, embedded systems
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> HTTP vs MQTT "M
Protocol HTTP MQTT
Architecture Request/ Response PUBLISH/ SUBSCRIBE
Message Format ASCII binary
Message Size large small
Complexity complex simple
Service Levels 1 3
Distribution one-to-one one-to-many
SSL/TLS Support Yes No, but possible
- WorkinProgress ~ No
Power Demand high low
Usage, e.g. big data, browsers small data, embedded systems
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loT crypto Gateway
«? Motivation

7 Issue

«? Contribution
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> Motivation

loT resource-constrained has many challenges:

limited energy

limited memory and bandwidth
communication latency
communication security
computations

etc...

Two scenarios as examples, which are used nowadays ...

B
3 =
R 5G/WPA3/...
N '_ﬂ‘\ Access d
I.\ .‘ﬁ

Cloud

low-power
loT Devices
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? Problem in Performance

B
L] N

o~
— 5G/WPA3/...
_‘O'_m_\ & Access &
OS TCP-TLS-MQTT TCP-TLS-MQTT
Cloud
low-power
loT Devices

First scenario: the loT devices directly secure the connection with the cloud.
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? Problem in Performance

B
A ] ~
) 5G/WPA3/...
_‘O'_ﬂ_\ & Access d &
o N TCP-TLS-MQTT TCP-TLS-MQTT

Cloud

low-power
loT Devices

First scenario: the loT devices directly secure the connection with the cloud.

Problem: secure but not cheap
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> Problem in Security

B

ﬁ ((l convert

= =
E) 5G/WPA3/.,
N '.m_\ Accessd
AR AN TCP-MQTT

Cloud

low-power TLS (opt. Reserve) Proxy
loT Devices

Second scenario: a TLS (opt. reserve) proxy between the IoT devices and the cloud.
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> Problem in Security

N
A

convert
@ =>

A N
Q. ﬂf\\ TCP-MQTT

low-power
loT Devices

o~
5G/WPA3/..
Access d &
TCP-TLS-MQTT

Cloud

TLS (opt. Reserve) Proxy

Second scenario: a TLS (opt. reserve) proxy between the IoT devices and the cloud.

Problem: cheap but not secure enough
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«’» Contribution - - -> Introduction

'—. (('. convert ~~

o~
5G/WPA3/.]
Accessd

Cloud

Y
i
R
\OI m.\
’ .
' ‘a

low-power loT Gateway
loT Devices

Contribution: establishing a connection between the loT crypto gateway and the loT device.
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? Contribution - - -> Communication Layers by Gateway

N
.—m. (({ convert Q
.

) 5G/WPA3/.]
_‘o’_ m_\ [ Access d
AR AN QUIC-MQTT

Cloud

low-power loT Gateway
loT Devices

MQTT-Client MQTT-Broker

Client-Agent Server-Agent
QUIC-TLS-Client QUIC-TLS-Server

UDP/IP UDP/IP
5G/WPA3/... 5G/WPA3/...

Contribution: the gateway secures endpoints connection implementing different layer
protocols.
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? Contribution - - -> Communication Layers by Gateway

._m..& (('. convert =
R 5G/WPA3/.]
R OI' &\ & Access d & O
YA QUIC-MQTT TCP-TLS-MQTT
Cloud
low-power loT Gateway
loT Devices
MQTT-Client MQTT-Broker MQTT-Client MQTT-Broker
Client-Agent Server-Agent Client-Agent Server-Agent
QUIC-TLS-Client QUIC-TLS-Server TLS-Client TLS-Server
UDP/IP UDP/IP TCP/IP TCP/IP
5G/WPA3/... 5G/WPA3/... Ethernet Ethernet

Contribution: the gateway secures endpoints connection implementing different layer
protocols.

Benefit: cheap and secure
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? Packet Exchange - - -> TLS 1.3 FHto TLS 1.3 FH

Client Gataway Server
............... QUIC (with TLS1.3) | TCPwithTLS13 .
ClientHello (+KeyShare) > SYN >
< ServerHello (+KeyShare) < SYN, ACK
P ChangeCipherSpec. ACK >
_ EncryptedExtention ClientHello (+KeyShare) ;
P Certificate, CertificateVerify, Finished ServerHello (+KeyShare)
Finished >l < ChangeCipherSpec.
___________________________ MQTT L. EncryptedExtention
CONNECT P Certificate, CertificateVerify, Finished
B CONNACK 4 D Finished >
_ PUBLISH ] MQTT
CONNECT >
< CONNACK
PUBLISH >
|

o Ahmed Algattaa & (£, Daniel Loebenberger (&'
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> Packet Exchange - - -> TLS 1.3 FH to TLS 1.3 FH

Client Gataway Server
............... QUIC (with TLS1.3) | TCPwith TLS13 .
ClientHello (+KeyShare) > SYN >
B ServerHello (+KeyShare) < SYN, ACK
P ChangeCipherSpec. ACK >
P EncryptedExtention ClientHello (+KeyShare) ;
P Certificate, CertificateVerify, Finished ServerHello (+KeyShare)
Finished >l < ChangeCipherSpec.
___________________________ MQTT L. EncryptedExtention
CONNECT P Certificate, CertificateVerify, Finished
B CONNACK id D Finished >
_ PUBLISH o] MQTT o
CONNECT >
< CONNACK
PUBLISH >
8 messages [ 11 messages
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> Packet Exchange - - -> TLS 1.3 0-RTT to TLS 1.3 0-RTT

Client Gat.eway Server
...MQTT over QUIC (with TLS 1.3) | . MQTT over TCP with TLS 1.3
ClientHello, PSK (+KeyShare) = SYN >
CONNECT *replay attack checkC; < SYN, ACK
_ ServerHello, PSK (+KeyShare), Finished ACK >
D CONNACK ClientHello, PSK (+KeyShare) >
A Finished . CONNECT >
PUBLISH >l < ServerHello, PSK (+KeyShare), Finished
. CONNACK
N Finished >
PUBLISH >
|

o Ahmed Algattaa & (&', Daniel Loebenberger (&'


mailto: a.alqattaa@oth-aw.de
mailto: d.loebenberger@oth-aw.de

> Packet Exchange - - -> TLS 1.3 0-RTT to TLS 1.3 0-RTT

Client Gat.eway Server
....MQTT over QUIC (with TLS 1.3) | . MQTT over TCP with TLS 1.3
ClientHello, PSK (+KeyShare) _ SYN S
CONNECT “replay attack checkC; < SYN, ACK
< ServerHello, PSK (+KeyShare), Finished ACK >
_ CONNACK ClientHello, PSK (+KeyShare) >
Finished > CONNECT >
PUBLISH >l < ServerHello, PSK (+KeyShare), Finished
< CONNACK
Finished >
PUBLISH .
5 messages B 8 messages
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> Packet Exchange - - -> TLS 1.3 0-RTT to TLS 1.3 FH

o Ahmed Algattaa & (£, Daniel Loebenberger (&'

Client Gataway Server
. MQTT over QUIC (with TLS 1.3) [ ... . TCP with TLS 1.3 ...
ClientHello, PSK (+KeyShare) = SYN >
CONNECT *replay attack check _ SYN, ACK
5 ServerHello, PSK (+KeyShare), Finished ACK >
D CONNACK ClientHello (+KeyShare) >
h Finished = ServerHello (+KeyShare)
PUBLISH AP ChangeCipherSpec.
B EncryptedExtention
: Certificate, CertificateVerify, Finished
h Finished .
_____________________________ MQTT
CONNECT >
- CONNACK
D PUBLISH

\4

20
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> Packet Exchange - - -> TLS 1.3 0-RTT to TLS 1.3 FH

Client Gataway Server
. MQTT over QUIC (with TLS 1.3) [ ... . TCP with TLS 1.3 ...
ClientHello, PSK (+KeyShare) = SYN >
CONNECT *replay attack check _ SYN, ACK
5 ServerHello, PSK (+KeyShare), Finished ACK >
D CONNACK ClientHello (+KeyShare) >
h Finished = ServerHello (+KeyShare)
PUBLISH AP ChangeCipherSpec.
B EncryptedExtention
: Certificate, CertificateVerify, Finished
h Finished .
_____________________________ MQTT
CONNECT >
- CONNACK
D PUBLISH .
5 messages [ 11 messages
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> Packet Exchange - - -> TLS 1.3 0-RTT to TLS 1.2 FH

Client Gatsway Server
..... MQTT over QUIC (with TLS 1.3) § . TCPwith TLS12
ClientHello, PSK (+KeyShare) - SYN >
CONNECT “replay attack check SYN, ACK
_ ServerHello, PSK (+KeyShare), Finished ACK >
P CONNACK ClientHello >
) Finished P ServerHello
PUBLISH NP Certificate

ServerKeyExchange, ServerHelloDone
ClientKeyExchange, ChangeCipherSpec.
Finished
ChangeCipherSpec.

< Finished

A

CONNECT >
CONNACK
PUBLISH

A

\4
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> Packet Exchange - - -> TLS 1.3 0-RTT to TLS 1.2 FH

Client Gatsway Server
..... MQTT over QUIC (with TLS1.3) {  TCPwithTLS12
ClientHello, PSK (+KeyShare) _ SYN .
CONNECT “replay attack check SYN, ACK '
_ ServerHello, PSK (+KeyShare), Finished ACK >
< CONNACK ClientHello >
Finished P ServerHello
PUBLISH NP Certificate

ServerKeyExchange, ServerHelloDone
ClientKeyExchange, ChangeCipherSpec.
Finished
ChangeCipherSpec.

< Finished

A

Y Vv

CONNECT >
CONNACK
PUBLISH

A

\4

5 messages [ | 13 messages
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3

Conclusion
> Project Comparison
> Working on!
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> Project Comparison

# loT devices secured via QUIC via TLS directly
Security high* high*
Latency

Resource usage
Battery life
Computations

*Assuming that both connections use the actual versions of TLS.

o Ahmed Algattaa & (&', Daniel Loebenberger (&' 23
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> Project Comparison

# loT devices secured via QUIC via TLS directly
Security high* high*
Latency lower higher

Resource usage
Battery life
Computations

*Assuming that both connections use the actual versions of TLS.
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> Project Comparison

# loT devices secured via QUIC via TLS directly
Security high* high*
Latency lower higher

Resource usage lower higher
Battery life longer shorter
Computations

*Assuming that both connections use the actual versions of TLS.
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> Project Comparison

# loT devices secured via QUIC via TLS directly
Security high* high*
Latency lower higher

Resource usage lower higher
Battery life longer shorter
Computations lower higher

*Assuming that both connections use the actual versions of TLS.
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> Working on . ..

*Single-Use Tickets,
ClientHello Recording,
Time Checks
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