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Research topics

* Internet of Things Security
 Minimum Security Requirements

e Device identification

* Cybersecurity with Al

o |T Security
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Internet of Things (loT)

e Very broad definition

* |oT is defined in ISO/IEC 20924:2018 page 9 as “[...] infrastructure of
interconnected entities, people, systems and information
resources together with services, which processes and reacts to
information from the physical world and virtual world.” [1]

* Not clear which products are included

o Consumer / Industrial / Enterprise products?

e Cars? Planes? ...
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Searching in Research Libraries

o Springer Link, IEEE Xplore, ScienceDirect, ACM digital library, Google
Scholar, Semantic Scholar

o Started with “iot” and after analysing the results, added some terms to
categorise loT

e [he three terms are the most common ones:

e |ndustrial

e Consumer

* Enterprise
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TABLE I. NUMBER OF RESULTS PER SEARCH QUERY

Search term: Springer Link IEEE Xplore  ScienceDirect = ACM digital library  Google Scholar  Semantic Scholar

10t 16,545 10,996 7,203 3,027 44,800 56,000
110t 529 308 359 74 4,730 2,230
smart home 1ot 4,096 615 1,954 814 20,000 11,500
automotive 10t 1,277 117 639 155 8,270 2,830

TABLE II. NUMBER AND PERCENTAGE OF THE RELEVANT IOT CATEGORIES

Search term: Springer Link IEEE Xplore ScienceDirect = ACM digital library  Google Scholar  Semantic Scholar

10t 16,545 10,996 7,203 3,027 44,800 56,000
industrial iot 5,780 1,197 3,281 735 20,400 16,000
consumer 10t 3,738 545 2,010 1,316 17,100 9.620
enterprise 1ot 3,272 157 1,712 424 14,200 6,780
% of iot search:

industrial iot 34.9 % 10.9 % 45.6 % 24.3 % 45.5 % 28.6 %
consumer 1ot 22.6 % 5.0 % 27.9 % 43.5 % 38.2 % 17.2 %
enterprise 1ot 19.8 % 1.4 % 23.8 % 14.0 % 31.7 % 12.1 %
Sum of % 77.3 % 17.3 % 97.2 % 81.8 % 1154 % 57.9 %
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Percentage of the terms

B Industrial loT . Consumer iot " Enterprise iot
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Results

» Different search strategies of the research libraries

e e.9., Google finds the same publications for more than one
category

» |EEE Xplore does not include the whole publication text for
searching

* elC.

* You need to choose the right term and library for your research
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Manual study of 100 publications

o Semantic Scholar with “iot”, Language: English, Publication date:
2019 and 2020, Option: "has PDF", Sort by Relevance

* First 100 publications are used to analyse (the full text)

 Manual categorisation to Industrial, Consumer and Enterprise

o Additional information, how much text is needed to find the right
category (Category can be determined by the keywords, the title,
N the abstract or only by reading the paper text)
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B industrial [ consumer [ enterprise not specific [ not loT

100

75
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Results

* Not easy to tell the category of loT without reading the abstract
» Often, no useful keywords are given

o |t's difficult, for example, to get all the research for consumer loT
products, because no category keywords are provided and you have

to search for “wearable”, “light bulb”, “smart tv”, etc.

* Not the same results as any of the search engines

 Some publications use more than one category in their text (this leads
to wrong search results)
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summary

e |0 as term is too broad

* Limited study, but it shows the differences in searching in research
loraries

 No clear usage of categorisations in nearly all publications (not in
the keywords and even often not in the whole publication)

o Future work: we are trying to find suitable categories for loT
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