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Triple Play Services
Data, IP Telephony, IPTV
IoeT VoD IPTV
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Which a s
data? =

etwork Parameters (dela
RTT, Bandiwdth)?

nformation taken from the data frame

Mobility and position estimation?

Users and servers behavior?

Traffic patterns (traffic changes, state
f the frames, etc.)?

l. SOFTNET
2019

Using Artificial Intelligence in Network Data to

improve Critical Services in Smart Cities

&GIC

2

What can a
we do with — - ]
the data?

- Humdn Behaviour
- Traffic Pattern -
Knowledge -Mobiity Automatic
- Position Estimation Learning
- System requirement
[ Algorithm to take decisions li

Behavior prediction / actions to be done
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What Artifici:
Intelligence
Technology?

.

Convolutional Neural Network (C

Recursive Neural Network (RNN)
Support Vector Machine (SVM)
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Take additional information from the network
and improve the service

Do People like the
football match?

O ao0a O
] ‘ Is the QoE of the
Is there a nice channel/VoD service
program in the TV? good or should be

improved?
What places are

most visited in the Is something happening

network? in critical services that
should use the available

Is it a good bandwidth?

weather?
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M Lopez-Martin, B Carro, J Lloret, S Egea, A Sanchez-Esguevillas, Deep learning model for multimedia quality of
experience prediction based on network flow packets, [EEE Communications Magazine 56 (9), 110-117. 2018
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M Lopez-Martin, B Carro, J Lloret, S Egea, A Sanchez-Esguevillas, Deep learning model for multimedia quality of
experience prediction based on network flow packets, [IEEE Communications Magazine 56 (9), 110-117.2018
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Frequency distribution for QoE label values.
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l. SOFTNET
2019

26/11/2019



Using Artificial Intelligence in Network Data to

improve Critical Services in Smart Cities

= NCE]

A Canovas, JM Jimenez, O Romero, J Lloret, Multimedia Data Flow Traffic Classification Using
Intelligent Models Based on Traffic Patterns, IEEE Network 32 (6), 100-107. 2018

There are 5 labels that represent the type
of traffic during the video transmission:
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Non critical
Low critical
Some critical
Critical

Very critical ..

w
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‘Test traffic classification
w

I
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Results of classification based on the different
methods. Top, (a), Accuracy level. Bottom, (b),
Traffic Classification.
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M Lopez-Martin, B Carro, A Sanchez-Esguevillas, J Lloret, Network traffic classifier with convolutional
and recurrent neural networks for Internet of Things, IEEE Access 5, 18042-18050. 2017
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Combination of CNN and two-layer RNN
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M Lopez-Martin, B Carro, A Sanchez-Esguevillas, J Lloret, Network traffic classifier with convolutional
and recurrent neural networks for Internet of Things, IEEE Access 5, 18042-18050. 2017
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2 Facts
#

1. ~ 80 millions/year | 10 B (2040)
"Die Bildung wird taglich geringer, weil die Hast grof3er wird."
(Friedrich Wilhelm Nietzsche)
“Education is decreasing daily as the hurry grows.”

“La educacion disminuye diariamente a medida que crece la
prisa ."

2. The grows and the
grows

Cyber-protection becomes a challenging continuous
activity, as User Education & Knowledge do not follow

the Complexity of the Systems



~8B (2020) - ~10B (2040) - ~150B devices
#

Different Things Need To Be Protected
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Source: Cisco IBSG projections, UN Economic & Social Affairs http://www. un_org/esa/population/publications/longrange2/WorldPop2300final pdf

https://tools.cisco.com/security/center/tesources/secure 10t proposed framework




On the Data | Information Sharing, a Key
#

« “The loT entities will generally * Yet, ‘Things’:
not be a single-use, single- i, _ _
ownership solution. The devices * Limited security computing
and the control platform on which capabilities
data may be consumed and
shared could have different - Encryption algorithms need higher

ownership, policy, managerial
and connectivity domains.

- Devices will be required to have * Low CPU cycles vs. effective
equal and open access to a encryption
number of data consumers and
controllers concurrently, while
still retaining privacy and

processing power

exclusivity of data where that is * Vulnerability

required between those . :

consumers. Information * Physical Protection

availability while providing data , :

isolation between common Mobile devices can be stolen

customers is critical. . .
Fixed devices can be moved

 Thereis a need for appropriate
identity controls and build trust
relationships between entities to
share the right information.”



Huge Data, Event Patterns, Machine Learnin%

 Huge Data | Volume, Time
* Event Patterns | Status Situations | Plans of Actions

Your ability to do
Gap /somethingwith data
/

* Machine Learning Data Explosion

Available Data

Data Volume

Artificial Intelligence

Machine Learning

Neural Networks )
Time

Deep Neural Networks/
Deep Learning

Big Data

Fraunhofer — FOKUS - Fraunhofer Gesselschaft



Complexity

Decisional: Deep
understanding

NSONSISTENTCANOPY
COVERAGE |

Using: Shallow
Designing: Both gage N
Updating: Both § 7

PO VRLS || <% N IR |

Integrating: Both

.....

Protection:
Both +

Threats +

Solutions + &

Priorities +



Humans | The Weakest Link
#

 Humans | End-users
Education (at (~) the technology speed)

Awareness (incentives and penalties for access/use)

 Strategic critical systems
Governmental strategies

Self-protecting mechanisms

« University curricula
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