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Why it is not an easy problem

Each protocol is different

* Each network is different
* Dependencies between services

Requiring deep knowledge and lot of time
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Possible methods

* Wireshark - manual

* How are the data accessed? \
Active

—»  Predefined

* How is the model created?\
Learned
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Our goals

* Passive analysis from PCAP file

* Predefined rule-based tree model

e Automate administrator’s actions

* Good-readable diagnostic output

* Easily extendible by an administrator

does the PCAP
contain an SMTP
protocol?

YES

Administrator

Y

does the server
successfully
welcomed the client?

YES
did user try to
authenticate?
did server
NO returned an error
code?
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POP3 7 \

welcome detected TCFP
| service up | | NOMNE |

user detected
maybe auth command

| user authemieat /

auth detected

| maybe apop command |

P

apop detected |

| ready for messages'

N

| maybe top |

| client not authenticated |

| top command |

| no auth try

| stis detected | (Mo auth no sils ]

¥
| S§§T | MNOME || NOMNE

retr command |

maybe dele

| dele command |

| check summary |

IMF MOME |
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Proposed architecture
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Protocols Analyzer

e Using Tshark (Wireshark)

» Support over 3000 protocols and over 227000 fields

* Integrated lower layers analysis

* JSON output

"eth":
"eth.
"eth.

I

"dns" :
"dns.
"dns.
"dns.
Ydans.

by

{
dst"™: "EQi19359:%2 ¢ e300,

type": "0x00000800",

{

id": "0x00007956",
flags.response": "O",
flags.opcode": "0",

gry.name": "mail.patriots.in",
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YES_| Did the user try

i t thenticate? |
Does the PCAP | YES Did the s?r},lfer o authenticate
containan | e the
l ?
Events Finder TP proma?—'| "GI0" [ o corer
NO return an error |...
% NO code?

Administrator

* Simulates questions of a real administrator
* E.g., SMTP authentication

* Two step process:
1. Find specific packets
2. Create tuples from packets fulfilling conditions

Queries: ( . )

4
p Replies: ""( !/ )

Find Conditions ( , )
packets events

packets
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Tree Engine

* Binary tree
* Two next states

* Each node refers to the Events Finder
e State represents the knowledge
* Integrates Python code

Does the PCAP
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contain an

Administrator
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Did the server
successfully
welcome the

Did the user try

to authenticate? [~

N

SMTP protocol? client?
2

NO

Did the server

return an error |...

code?

TCP IMF
SSL
DNS
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YES_| Did the user try

Doss the PCAP | YES Did the server

to authenticate? |

successfully
welcome the

contain an —*
?
SMTP protocol? client? Did the server

code?

return an error |...

Output creator .

Administrator 0=

* Predefined output records
* Creates links between records
* JSON format
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id: RULE_NRME
facts:

YES_| Did the user try

Does the PCAP | YES
contain an

Did the server | to authenticate? |~

successfully
welcome the

NO code?

Rules — Events Finder %1 clntr_[7]_['ogthesamer |

Administrator

-~ FACT NAME 1: FACT FILTER 1

— FACT NAME N: FACT FILTER N

Farams.

— PARAM NAME 1

— PARAM NAME N

asserts:

— CONDITION 1

— CONDITION N

=] O LA P fad Dl =

id: welcome ok? § name of the
facts: § which packets we are
- command: smtp.req .command
- reply: smtp.response . code

rule

looking for

in {"HELO"™ "EHLO"}
== "250"

asserts: § packets relation constrain
- command| tep . stream | == reply[tep.stream |
- command| tep.ack] == reply|[tep.seq]
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YES_| Did the user try
i t thenticate? [~
Does the PCAP | YES Tﬂgﬁxr—j+omemme
contain an >
. welcome the
Rules — Tree Engine ey | Lo e
N return an error |...
% 0 NO code?
Administrator
id: NAME
query: EVENTS FINDER RULE
Success.
code: |

PYTHON CODE
state: NEXT PROTOCOL JNE LT STATE
fail:
code: |
PYTHON CODE
state: NEXT PROTOCOL JNE AT STATE

| id: smtp detected # name of the rule

2 gquery: welcome ok? §# Events Finder rule
3 SucCcess:

4 state; client welcomed # next state

5 code: | # Python code follows

6 event("client welcomed™)

7 fail:

8 state; check error § next state

9 code: | # Python code follows

]

event("client not_welcomed")
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Rules - Output

Does the PCAP | YES
contain an —*
SMTP protocol?

%NO

Did the server
successfully
welcome the

client?

YES

Did the user try

to authenticate? |

Did the server

return an error |...

code?
Administrator o=

id: OUTPUT RECORD NAME

description: DESCRIPTION

severity: 'error', 'warning', 'notice', 'information'

message: STEING WITH PLACEHOLDEERS

fields:

— name: FIELD NAME
description: FIELD DESCRIPTION

I — event:
2 id: client welcomed
3 description: "Server welcomed the client™
4 severity: information
3 message: "SMTF_server welcomed the client - SMTP _service is running.”
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Supported protocols

Protocol

Tree rules

Event rules

Diag. report

Success Warning Error
DHCP 25 23 10 9 4
DNS 12 12 8 2 6
FTP 24 10 17 5 6
ICMP 4 2 0 0 4
IMAP 15 8 7 0 11
POP 21 7 8 5 10
SIP 38 22 15 I 8
SLAAC 8 7 l 5 2
SMB 27 25 20 4 5
SMTP 17 13 10 5 9
SSL l l l 0 I
TCP [1 11 0 8 3




b

b

b

b

b

b

@ SMTP: Connection detected
4 @ SMTP: Server welcomed the client

F

@ SMTP: Server is ready
4 @ SMTP: Authentication LOGIN ok
4 SMTP: No encryption
4 SMTP: No email
€3 SMTP: Transaction error

@ DNS: DNS query was detected
4 €3 DNS: DNS reply was not detected

© DNS: No reply detected

@ DNS: DNS query was detected
4 €) DNS: DNS reply was not detected

© DNS: No reply detected

@ DNS: DNS query was detected
4 €3 DNS: DNS reply was not detected

© DNS: No reply detected

@ DNS: DNS query was detected
4 €3 DNS: DNS reply was not detected

© DNS: No reply detected

@ DNS: DNS query was detected
4 €3 DNS: DNS reply was not detected

© DNS: No reply detected

SLAAC: No NS message detectad
4 @ SLAAC: enable IPv6 on client

F ]

SLAAC: Missing DNS setting
© SLAAC: Use DHCPv6 or recursive DNS Server option

-
name S0MmMe error

description Transaction error

Error code 552 - Requested mail actions
aborted - Exceeded storage allocation .

provider SMTP
severity error
flow TCP 74.53.140.153(25)—10.10.1 4(1470)

tcp errors -

event- ) 619556f2-02c1-4014-bald-41c17ead1885
record-id

message

parent- 8ca78da6-51f1-41c5-98ac-2d6bableT26f

Lrecurd—id

(ip.sre 74.53.140.153

ipvh.nxt

1pvo.srec

frame.time epoch 1234722769.956765000
frame.number 17

tcp.stream 0

Requested mail actions aborted -

decoded_error )
- Exceeded storage allocation.

udp.srcport

udp.dstport
smtp.response.code 552
ipv6.dst

ip.proto 6
tep.dstport 1470
udp.stream

tep.sreport 25

ip.dst 10.10.1.4

ip.version 4




Future work

* Use another passive data sources
 Syslog
* SNMP traps

* Optimize performance

* Filtering input data
* Indexing key-data for faster processing

additional data sources

_ (eg. log files)
: _Q N

|Og files Iog files \\
analyzer \
<4
s /0 o
s — -~ Q ~—|/\|— ‘g;
PCAP Protocols Events Tree diagnostics
file Analyzer Finder Engine data
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Conclusion

* Network administrators need to diagnose problems

* Diagnostics is time and knowledge requiring activity

* We use PCAP files as the data source

* We have implemented tree-based analysis

* The diagnostic output is good understandable

@ SMTP:
& SMTP:
@ SMTP:
& SMTP:

SMTP:

SMTP:
€ SMTP:
© SMTP:

Connection detected

Server welcomed the client

Server is ready

Authentication 'gurpartap@patriots.in' - ok

The communication is not encrypted

No email has been sent

Transaction error code 552 - Requested mail actions aborted - Exceeded storage allocation

Empty email account storage (check SPAM folder) or increase the account quota.
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