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PHYSICAL/DIGITAL FACETS

1. Physical vs. Digital Protection

2. Dangers in IoT-based Industry 4.0

3. Case Study: Spoofing Detection
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Physical vs. Digital Protection

Internet of Things, Big/Huge Data, Industry 4.0,
IIoT (Industrial Internet of Things)

Hammer, Bits, Wireless

1001(?)11000(??)10101111

https://www.vksapp.com/resources/use-cases/industrial-revolution-iot-iiot-industry-40?gclid=EAIaIQobChMI2LDNrorK2wIVg_5kCh0aFgqfEAAYAiAAEgJEN_D_BwE
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Dangers in IoT-based Industry 4.0

Techniques/Logistics
- Cloud/Distribution (execution, storage, control)
- Datacenter's Location (physically protected/not-protected)
- Obscurity/unknown Location/Server (of /storage/execution)

IIOT
Remote Access

- Good on TV channels
- Risky in Industrial systems

Acting on
- pre-settings
- current values
- implicit/hidden peer-interactions

Protection (no smart | with small computation power)
- High speed/small communication window
-Setting (temporary) access roles
- Considering side effects
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Case Study: Spoofing Detection

IEEE Communications Magazine
May 2018, vol. 56, no. 5, pp. 66-71

Theme: Spoofing | Safety and Security | Cloud/Fog Computing

Two many connected devices
• Low QoE and QoS as Limited Power/Storage
• In Production: (i) Peer-robots can execute computationally intensive
tasks (as Fog nodes), when robots are deployed in mobile applications
• In Cyber systems (e.g., drones/unmanned aerial vehicles): GPS
spoofing is a major security attack (in this case, the Fog nodes
execute tasks offloaded from users via wireless communication links)

GPS spoofing send fake GPS data to receivers, so it is an easy-
to-launch attack
- case study: Department of Home Security (USA); Mexican drug traffickers used

satellites signal deception technology to attack Border Patrol UAV via wrong
GPS coordinates
Solutions: many spoofing detection methods exist / at a cost and complexity
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Protecting Cyber/Industrial Systems

Challenges: A LOT

General Requirements

- Designing systems with the (self)-Protection as main
requirement

- Building a Response Strategy to attacks

- Minimize the exposition to Critical Risks

- Protect Embedded Systems (more difficult to discover a threat)

- Protect Vital Infrastructure

- Protect Monitoring, Control and Decision Systems

- Protect human-related service delivery systems (water, health,
food, etc.)
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Vulnerabilities of Industry 4.0 Development

Dr. Voicu Groza
School of Electrical Engineering and Computer Science



Industry 4.0 …

… promises major improvements in the industrial
processes

• by connecting local and global networks for
information exchange amongst smart
machinery

• while integrating possibly all stages of the value
chain.



Devil’s Advocate Questions

• Efficiency of the new applications

• Implementation’s cost

• Impact on work: employees retraining

• Preparedness of organization's decision makers



Industry 4.0 Challenges
Small and medium-sized enterprises (SMEs) concerns:

high investment and conversion costs

To evaluate the application of Industry 4.0:
IoT gateways & I4.0 starter kits +

toolkit to retrofit I4.0 sensing & monitoring apps.
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Q & A

More Q’s … than A’s


