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Mobilization And Collective Action

C70 B‘uw
‘FOY Awl‘ism

Whe will You do Por Autism Mortth?

<
Flash Mob in a Saudi Women'’s Right to Autism Awareness 2011 Arab Spring
shopping mall Drive protest Campaign Social Movement

October 9, 2013 October 15, 2013 October 19, October 27, 2007

NSF-funded 4-year study ($750,000) on advancing
understanding of cyber-collective actions
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Health Informatics

Heart Disease Death Rates, 2013-2015
All Ages 35+, by County

Cluster

Amazon
loT
Gateway

loT
Devices

)

Collective
Action

o 4

NSF-funded 3-year study ($1,000,000) on Big Data approach

to address health disparities in the southern U.S.
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Influence Operations

Weaponizing ISIS Recruitment
Narratives Radicalization
Propaganda
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Fake News

Examples

FAKE NEWS EXAMPLES

Michelle Was Caught
Cheating with Eric
Holder - OBAMA IS
FURIOUS!!!

POLITICSPAPER COM

JUST IN: Sarah
Palin Hospitalized
After Being Hit
By Car

SOTICS 2017, Athens, Greece

Bill Clinton
losesitin

interview -
admits he's
a murderer

BREAKING:
Donna Brazille
dies in fiery
car crash




FAKE

Struggle against fake information
about events in Ukraine

STOP
ORG

HOME ABOUT US OPINIONS CONTEXT VIDEOS TOOLS RESEARCH TEST STOPFAKE BINGO f

StopFake #151 with Romeo
Kokriatsky

Fake Ukrainian ISIS militants, Ukraine's new language law and fake
Roshen chocolate expansion in Russia.

Did a Second
Gunman Shoot From

the Fourth Floor of
the Mandalay Bay
Hotel?

Conspiracy theorists spread false
information that a second person
targeted a country music concert crowd
on the Las Vegas Strip during a deadly

mass shooting that left scores dead. wore

Fact Check: Video

COVER YOUR HOME
WITH FARMERS.

* Examples of crowdsourcing effort

» Stopfake.org
* Snopes
* Euvsdisinfo

« Severely limited and easily outnumbered by the vast

roll armies

© f W INTHEMEDIA SUBSCRIBE EN RU DE

NEWS AND ANALYSIS  DISINFO REVIEW  DISINFO CASES ~ READING LIST ~ ABOUT

Latest news and analysis

German aftermath

Less than two weeks ago, elections were held in
Germany. And although the election
campaigning is over, the disinformation
campaign is still ongoing.

READ MORE
share with £ W/

~

Crowdsourcing
Efforts
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Why d

Many people trust news that comes

from their friends circle on socia
media channels
o 34% Americans trust the
information they get from
social media (Pew Research
Center, 2016).

oes it matter?

| Reputable Sources

Percentage of Americans who trust the information they get from ...
LOCAL
NEWS

FRIENDS
AND FAMILY

NATIONAL
NEWS

o 14% Americans consider social sociaL

media as the most important

MEDIA

source of information (the
National Bureau of Econom
Research (NBER), 2017).

@ SOURCE: PEW RESEARCH CENTER

ic

82%
77%
76%
34%
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Fake News Factories — The Business Model

* Running a fake-news campaign is cheap:
o For $55,000 you could discredit a g

Macedonia,

journalist;

o For $200,000 you might instigate a
street protest.

o For $30 an 800-word fake news article,
written by Chinese content marketer
Xiezuobang

o For $621 a video appears in YouTube’s
main page for two minutes, created by
Russian firm SMOService K 1

o For $25 to have 2,500 Twitter . - Pt P
followers all retweet a link for you, : '
using the English-language firm Quick
Follow Now.

Source : Cyber security firm Trend Micro, 2017
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Motivation to Study the Blogosphere

* Blogosphere gives citizens the

power and freedom to express
their opinion, frame narratives—
more effectively than any

other social media platform

e Because blogs:
o Have no characters limit.
o Have no censorship.
o And provide digital town
halls.

How do you use Twitter?

% To promote my blog

Follow Friends
To bring interesting links to kght

To understand what people are buzzing about
Follow news events

Follow groups/ organizations | am apart of
Promote myself professionally

For researc

S

y

Follow readers of my blog
Follow companies

To market my business
Follow Brands

Follow celebrities

Follow politicians

Other

°
5
~
8
w
8
&
&
"
&
a
g
3
3
8

¥ Entrepreneur ¥ Corporate ® professional Full Time ¥ professional Part Time ® Hobbyist Al

g

Technorati, 2011
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Cross-Media Dissemination

@ Uploads

NATO immer aggressiver, die Nt
Demolrate jetzt 100 km vor

1815 From Russia!

USA Moder WELT Die

NATO To Send Troops To Protect ISIS From Russia

Posted by EU Times on Oct 9th, 2015 // 33 Comments

Deployment will effectively provide miltary support for ISIS and al-
Nusta.

NATO boss Jens Stoltenberg said during a meeting of defense
ministers in Brussels on Thursday the alliance is prepared to send
ground troops to protect Turkey's border with Syria.

"Nato is ready and able to defend all allies, including Turkey against
any threats,” Stoltenberg said.

The move is in response to a claim by Turkey a Russian warplane
violated its airspace last week

A YouTube channel with several
Anti-NATO propaganda videos. The
channel is called, “ANTI NATO”.

A blog using YouTube video to
spread anti-NATO propaganda

suggesting NATO's troops

obstructing Russian operations in

Syria thereby helping ISIS.

(MTube] £
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BETRAGE  TSHRTLADEN  SCHWARZESBRETT  WELTGESCHEMEN  GASTEBEITRAGE NTAKT  PASSWORT

VIELEN DANK!

Nato-Kriegspropaganda fliegt auf! Syrische
Fliichtlinge packen aus!

ropaganda fliegt auf! Syrische Fliichtlinge packenaiul®
LUSAL Chating!

JAN VAN HELSING

-~

2%
LS = WHISTLE
L BLONER

A blog using YouTube video to spread
anti-NATO propaganda by suggesting
NATO is waging war against Syrian
refugees.
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Data Collection Methodology

Data

. ol £ = Run the
—- — ( Y Crawler to
‘ ;} Extract the
A
g

Blogs Step 1: Blogs Step 2: Trainin
Exploration the Crawler

Metadata Extraction using
Cyber Forensics

(@

Blogtrackers
Database
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Metadata Extraction - Cyber Forensics
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Metadata Extraction - Cyber Forensics
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Cross Media Affiliations

Founder of

@nomilservice

TWEETS  FOLLOWNG  FOLLOWERS  FAVORITES
1,511 8 458 52
Y aiasll Y —
‘ . y— Tweets  Tweets & replies  Photos & videos
TWEETS ~ FOLLOWING  FOLLOWERS  FAVORITES ¥l yial
¥ -2 Follow GNoMisenvice 31 ¥ retwosted
8,552 326 18.9K 13 i Ak e il i a8 War Resisters* Int' arresistersint - Sap 6
fb.c0m/No.Miltary.Se... No o cas v Peace communities in #Colombia are a collective
Compuisory Miltary Service movement. taking sides, refusing all violence. #COsymposiur
; A'section of GWarResistersint
. . Tweets  Tweets &replies  Photos & videos . 1
Maikel Nabil Sanad 9 Eaypt e 5
@maikelnabil (© Maikel Nabil Sanad retweeted 7 DL BT

Liberal and Atheist Blogger, Peace
Activist, Founder of @NoMilService
Q@ Washington, DC
& maikelnabil.com
(® Joined July 2008

1/, Tweet to Malkel Nabil Sanad

NoMilService ¢ kall 383l - oh
Support Conscientious Objection Movementsl... fb.me/6Q13YRVEE

1 View summary

Maikel Nabil Sanad
“

maikelnabil - 10h

Police and army officers who abused
people were not put on trial. | was put on

20| AR ADEX
e w caett

445 1

Founder of

® Joined April 2012

1/ Tweet to s w1 4 ¥

War Resisters' Int'l uarresistersint - Sep 6
ﬂ Germany executed more than 10,000 deserters in
#COsymposium @VicdaniRetDER

3

(o) | mmContctus | [ b tike | [ W message

iy . Timeline About Photos. Likes More ~
vian
| Pagento PAGE INFO

Founded in 2008

Egypt

Ssal] Rl 1 3 8, Sal] Rndlio Ruodlas 45,5
waw.nomilservice.com a Lyl

An anth-miltarist paciist movement against mandator
miltary service, afilated to War Resisters' International

5 s See More

68 ¢ 2 Follow il e a5 ol et o 5 VS lgi]
7,680 1,046 3,036 Sl oSl Sl JS ] 5 SVl
—_ ff - Roaiahing mumaing ond bresion Seo oo
Tuets  Tweots S eples  Photos & vieos 1o Twtter? arfiliated to
War Resisters’ Int' i b

Vi Ressters Inernatonal works for a
Works wehou var. We are a gobal
antmilarstnetvork. ih ey
member organisations i over forly

& wiegoy

£ Joined Apr 2011

N
ﬂ& Conscientious objectors from #Turkey
#Greece #taly #Cyprus #lsrael #Egypt
publish joint statement:
facebook.com/warresistersin

@MuratKanatli

@uw

hitp:/www nomiservice.comy
hitps2/witier comNoMilService
hitps /www.youtube.com/userMNoMiService

No Military Service Facebook page

@warresistant
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(TARGOTEGR

Tinchafpordtifauiue

o . Tarcateca@riseupne
tacta con tus grupos locales! hiy:/arcotecablogspot.conk/

‘Sabremos que ntm prograda de desinformacion se ha completado
Leudad: . flso. Willam Casey i 8
(nete 21a Resistencia, contacta con tus grupos locale. Envia portaciones, partiipe, comenta. By Pablo Heraklio & cols. Ty

jueves, 3de sepimbre de 2015

Llamamiento Internacional a la accién contra las maniobras de
la OTAN «Trident Juncture 2015»

4] Etiquetas: antimilitar, Convocatoria Intemacional, OTAN, sicarios del estado Publicado por Pablo
Herakien 22:16

La tarcoteca ~ "
iacioe il el esado sl Gampaiia Anti OTAN
P ———— dos porks o ce R OTANen _ PariinaGontralas Maniobras
Octire y Noienbrece 201, “TridentJncture" 2015

A parte de o dicho destacar dos il

pasen N
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Bridge Bl

Blog in Spanish

oggers

Same Blog in English

Blogger’s Google Plus Profile

Pablo Heraklio

People

Have them in crcles.

LR R - 1 Uy

Story

Introduction

Basic Information

Gender  Decine to State

Links

YouTube
@ Pbio Herai

Contributor to

TARCOTECA counterinfo

Join the Resistance, contact your local groups! tarcoteca@riseup.net

Snain: International Call to Action against "Juncture
Trident 2015" NATO maneuvers

en 17:07 Published by Pablo Herakio

Tarcoteca adds to the international appeal

from the various Spanish state anti-miltary nml "nTn camna“m
"

organizations to demonstrate against the Joinagainst "Trident Junction’

miitary exercises organized by NATO armies 2015 Maneuvers

in October and November 2015.

AN

Anart frnm tha facte hinhlinht halnu tharn arn
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Models for Influence Assessment

Modeling

InfluenceFlow(p

I(p) oc Wcomm}/p +11yLuclLu51'LuVV\1//

1(p) = WA (a7, ”n]}VIe}%(g}g}(l)%p%o erful Coordinating Groups
(Focal Structures)

Utility (U)
Power (P) Interest (I)

> Importance (Im) <

3P>=
Threshold
Value

z I
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Tools Developed

2,500 o
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Blogtrackers (blogtrackers.host.ualr.edu) Focal Structures Analysis (focalstructures.net)

Basic Statistics

Sentiment
Advanced Analytics

Social Stats

Social Media Analytics for Everyone

Scraawl (scraawl.com)
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Graham W. Phillips is a British journalist and
blogger.

He went to Ukraine to cover the voice of
Ukrainians during Euromaidan.

He reported that Ukrainians are “happy”
with the previous pro-Russian government
of Ukraine.

He used Vlogging to cover the events.

His Vlogs made him an influential blogger &
an enemy to the current Ukrainian
government so they banned him from
entering Ukraine for three years.

Once he was banned from entering Ukraine
he went to Russia instead of going back to
England.

Case Study 1: 2014 Ukraine-Russia Conflict

©

How A British Blogger Became An
Unlikely Star Of The Ukraine Conflict
— And Russia Today

Graham Phillips has become a fixture on Kremlin television and a micro-celebrity on
the streets of Ukraine.

Max Seddon
J BuzzFeed News World Correspondent
o v (= Jo ]t ]| e

SOTICS 2017, Athens, Greece
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Coordinating Structures in Ukraine-Russia Conflict Blogosphere

Layout Type: Node Style: cicle ¢ Node Size: 10 ¢ EdgeStyle: swaignt ¢ EdgeSize: 8 ¢ Label FontSize: 18 ¢ v Show Label Show Weight Show Direction
‘The nodes with a same color represent a focal structure, whereas the grey nodes are not included in a focal structure at all. Export Focal structures
¢
[ ~ ®
[ o
[
[ ¢ (o
[ < O
¢
[
¢ G
P [
[ [
P [
¢ ¢
[

Copyright © FocalStructures.net

* Atiny sample of blog network for Russia-Ukraine conflict.
* Nodes represent blogs and Edges represent link between blogs (out-links).
* The structure with blue nodes is identified as a focal/coordinating structure.

Blogs were identified using
TweetTracker, an online tool
developed by Arizona State
University, by finding the sites
that have been tweeted and
retweeted the most during the
conflict and have propaganda
messages.
Those sites are manually
classified as blogs or non- blogs.
Blogs are then further
subdivided into categories of:

o Ukraine focused blogs

o News blogs

o Non-Ukraine focused

blogs.

Web Content Extractor, or WCE,
is used to crawl through each of
the identified sites.
We obtained 18,000 blog posts
from 26 different blog sites.

e Although RT.COM is the most central node, the triad “Graham Phillips — Russian News Agency — Voice of Russia ”

is a more influential coordinating structure for information dissemination.

SOTICS 2017, Athens, Greece
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Case Study 2: The 2015 Trident Juncture Exercise

Influential Blog Posts

Blog Post Title

CAMPEGGIO ANTIMILITARISTA A CAGLIARI -
PROGRAXMA!!!

OTAN Di{olucién! Hollande Presidente-Terrorista!
1
1

I/

Sabdto 19 manifestazione a Domusnovas CONTRO
LA"ABBRICA DI BOMBE

Dlnations
1

How Egypt’s Conscription Generates Unemployment
and Refugees!

/]

Blog Post Content

‘ Programma campeggio: OGGI 11 OTTOBRE 2015 MANIFESTAZIONE
ANTIMILITARISTA ALLE 18 A CAGLIARI. CONCENTRAMENTO PIAZZA

D’ARMI. IL CAMPEGGIO SI TROVA NELLA EX CAVA DI MONTE
URPINU (VICINO AGLI ORTI URBANI) VIA RAFFA GARZIA. PER CHI
VOLESSE RIMANE LAPPUNTAMENTO STAMANI 9 OTTOBRE, FINO
ALLE 11 IN PIAZZA DEL CARMINE. Venerdi 9 ottobre: Dalle 9 alle 11
accoglienza in piazza del carmine — apertura del campeggio nella ex
cava a Monte Urpinu- Nel pomeriggio iniziative in citta’ 21.00 cena —
assemblea del campeggio Sabato 10 ottobre 18.00 assemblea sulle
prospettive di lotta antimilitarista e contro la trident juncture -
PRESENTAZIONE DEL NUOVO CALENDARIO DELLE ESERCITAZIONI
IN SARDEGNA A seguire cena Domenica 11 ottobre Mattina
Assemblea conclusiva Pomeriggio corteo Il programma potra’ subire
variazioni per questioni meteo, per colpa degli sbirri o per imprevisti.
PORTA TENDA, SACCO A PELO, PIATTO E POSATE. IL LUOGO DEL

1

We identified the most influential posts

using Blogtrackers that happened to have a
lot of propaganda and a clear call for civil

unrest against NATO forces.

The most influential post is written in
Italian language. We used Google
Translation service to find the post to be
highly propaganda-riddled.

Agarwal, COSMOS, UALR
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AGITPROP - Astroturfing

camp program: TODAY October 11, 2015 EVENT Antimilitarist TO 18 IN CAGLIARI. CONCENTRATION PIAZZA
D'ARMI. THE CAMP IS LOCATED IN THE FORMER QUARRY OF MONTE URPINU (NEAR THE URBAN GARDENS)
VIA RAFFA GARZIA. For visitors REMAINS THE APPOINTMENT this morning on October 9, UP TO 11 IN
PIAZZA DEL CARMINE. Friday, October 9: From 9 to 11 reception in the square of the carmine - the opening
of the camp in the former quarry at Monte Urpinu- afternoon initiatives in the city '21.00 dinner - Assembly
of the camp Saturday, October 10 18:00 meeting on the prospects for anti-militarist struggle and against
the trident juncture - PRESENTATION oF THE NEW CALENDAR oF EXERCISES iN SARDINIA following dinner
Sunday, October 11 Morning conclusive Assembly Afternoon parade The program potra 'vary due to
weather issues, because of the cops or contingency. PORT TENT, SLEEPING BAG, FLAT AND SERVERS. THE
LOCATION OF THE CAMP WILL 'PUBLISHED TOMORROW MORNING, THEN Meet RECEPTION !! CAMPING
Antimilitarist FIGHT - AROUND CAGLIARI 9-10-11 October 2015 Out of the mobilization against the Capo
Frasca polygon of 13 September 2014, initiatives and actions directed against the military presence in
Sardinia have multiplied and diversified to try to jam the mechanism of the war. Cuts of networks, slowing
the means and blocking exercises have taken the "necessary serenity" to the conduct of military activities.
Thanks to its experience and in the wake of the procession of 11 June 2015 in Decimomannu, as No Bases
Network here or elsewhere we decided to call for the second weekend of October an anti-militarist struggle
camping. These three days they want to continue and refine the forms of struggle practiced until now, with
the aim of sabotaging the military and everything revolves around us. For this we would like active
participation and contribution by all and all, then it can be a starting point for a reproducibility of the
practices in their contexts and territories. The campground also wants to act as a springboard for
international mobilization, called for the second half of October, against the exercise Trident Juncture 2015.
With this exercise, NATO intends to test its intervention force in the short term, to prepare for the
increasingly Possible conflict on Middle East fronts, North African and Russian. 36000 men, hundreds of
vehicles, aircraft and ships will fire in Sardinia, Sicily, Spain and Portugal. For this exercise, the largest since
2002, NATO once again a tribute in terms of pollution, resource exploitation and militarization of the
territories to train for war. As it has been for the exercises of Aries brigade, the brigade of Aosta and
STAREX, we can not make ourselves complicit in all of this, do not let them rest assured. Proposal
mobilization against the Trident DOWNLOAD INFORMATION MEMORANDUM ON TRIDENT Juncture 2015.

Agarwal, COSMOS, UALR

As it has been for the
exercises of Aries brigade, the
brigade of Aosta and STAREX,
we can not make ourselves
complicit in all of this, do not
let them rest assured.

NATO once again a tribute in
terms of pollution, resource
exploitation and
militarization of the
territories to train for war.

camp program: TODAY October 11, 2015
EVENT Antimilitarist TO 18 IN CAGLIARI.
CONCENTRATION PIAZZA D'ARMI. THE
CAMP IS LOCATED IN THE FORMER
QUARRY OF MONTE URPINU (NEAR THE
URBAN GARDENS) VIA RAFFA GARZIA.

parade The program potra 'vary due to
weather issues, because of the cops or
contingency. PORT TENT, SLEEPING BAG,
FLAT AND SERVERS.

For this we would like active participation
and contribution by all and all, then it can
be a starting point for a reproducibility of
the practices in their contexts and
territories. The campground also wants to
act as a springboard for international
mobilization, called for the second half of
October, against the exercise Trident
Juncture 2015.
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Case Study 3: The 201

6 Anakonda Exercise

GBlog

Under no circumstances should you make an attempt to retrain ass thinkers on head thinking

NATO Porn: My anaconda do not My anaconda do not My anaconda do
not want none Unless you got buns, hun. - Or: Capybara Staring into the
abyss

Amazing:

fyou in great truth machine Enter "Anaconda", you get 1A-hardcore-porn displayed : In 1 the
Focus with "NATO United maneuvers” Anaconda ": Upon doing so the West's reluctance from" and on 3 Nicki
Minaj performing Anaconda . Let's start with 3, - but I push precaution times Fischers latest commentary on
the current fuss around the Sexualstrafrecht a ( Fischer in law / tIME online, June 7, 2016 ); - Not that I me
einhandle by referring to the video the accusation that I encouraged men - their origin is their Anaconda also - on
sexual violence. (Pop & Porn is actually also another problem, since Cher began in the '70s, performing in
underwear.) View on YouTube - you must be the not view all: daily only once! This raises the question of
what buns the NATO make so hot that they can get out the Anaconda ; - Especially as: The Great
Anaconda moves ashore rather lazy ... it moves sinuously ... and geared .... using its forked tongue . What
still raises the question of what NATO under assistant westcoast promotional one to this because not
unproblematic, if has not thought even treasonous name for the maneuver!?! this will not be clarified. He will not

The post mocks and ridicules the exercise,
by comparing it with the Nicki Minaj’s
raunchy music video titled “anaconda”. Here
are some excerpts: "This raises the question
of what buns the NATO make so hot that
they can get out the Anaconda” "using its
forked tongue” "A fine example of cross-
media-fuck” and many others..

think about sex for the conqueror , but maybe he had this in mind: anaconda devouring capybara The answer is
more likely in 1: NATO United maneuvers "Anaconda” - now puts the West his hesitancy from
‘Wednesday, 08.06. 2016 19:54 - from FOCUS online expert Klaus trowel (media magnate) A fine example of
cross-media-fuck (... as we daily experience it in the news: the search network of ... how Funke Mediengruppe
reports ...) - if the ass is large enough, in which one wants to crawl:: the "media mogul” who runs a blog ( Think
desired - the trowel blog way for common sense and a bit more freedom.! ) where he as Jesse Hughes ( "Eagles
of Death Metal") for its right-wing Bratze praises ( from one who falls off the grid, because it is not a good
person ), is an expert on international relations by! That is nevertheless amazing. As I said on 1in search engine
for keyword Anaconda ! Fuck me running! Quite apart from the grubby NATO Porn is useful to take a larger
context in the view: Who is the fucking capybara ??

Nicki Minaj - Anaconda (Lyrics Vi LEGENDA

Video of Nicki Minaj’s
Anaconda song on the
blog mocking the

exercise Anakonda {
2016.

Minha anaconda nao
’

A picture of Anaconda
eating an animal

Agarwal, COSMOS, UALR SOTICS 2017, Athens, Greece
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Biased or Offensive Contents

Most influential blog during Anakonda 2016
exercise period was marucha.wordpress.com.

* The blog is ridiculing Polish government’s policy
on accepting refugees.

* And further calls US Army participation in
Anakonda exercise as INVASION.

Judeo-Ukrainian T.Sakiewicz Organizes More In "Imeniu Polish
Community"” In The Adventurous Washington said

2016-06-06 (Monday) @ 8:29:46 p.m.

the so-called. "Polish newspaper club" in Washington CONTRACT Judeo-Ukrainian
T.Sakiewicza banderowska hired by the secret police and the CIA organized Jewish
propaganda roundup UKROW Polish speakers living in the US, so that you may gather June
11, 2016, in Washington pm. 14:30 to 16:00 before the Jewish Melina "white house" and its
manifestation of "supported" ALLEGEDLY on behalf "of the entire Polish community"
INVASION 14 thousand soldiers -zabijakéw US Army on Poland!

Look here:

http:/ /niezalezna.pl/81455-mocny-glos-polonii-amerykanskiej-wiec-poparcia-
dla-obecnosci-wojsk-nato-w-polsce

Agarwal, COSMOS, UALR
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Typical Characteristics - Disinformation riddled blogs

Mix/Cross Media Strategies

Fact Check
URLs, Sources u ngh
Disturbing or Controversial
B Medium
Contact us information
Previously Published - 73 " Low

Commentary

Headline, Body Content

0% 20% 40% 60% 80% 100%

* Effectiveness of each of the 8 criteria in identifying misinformation-riddled blog.

e The criteria are sorted in decreasing order of effectiveness.

* The smaller the gray bar the more effective the criterion is.

*  Numbers on the colored bars indicate the number of blog sites identified as containing
misinformation with a confidence of High, Medium, and Low.
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Tracking the origins of the content on these blogs

Note st en Franai

Go gle Ehnp;...AM.meJDQ Song A Y Q

errr— |
o B e @ M B O 00
All | Images | Maps  Shopping  More Settings  Tools
.
bout 25,27 00 results (1.19 seconds i i ’ i
About 25,270,000,000 results (1.19 seconds) Syria. Analyzing Madaya’s Starvation Falsification. Western
Image size: Media Propaganda in Support of US-NATO War Crimes
896 x 478 Mo st Noth Afica

= Reger
By Paul Anion
Theme: Crimes against Humanty, Meda Disinornation
n-depth Report. SYRIA
\MascarNewn 0 January 2016 e

No other sizes of this image found

Public outcry and condemnation against the Syrian government sproad

ke wildfire across mainstream news and social media when the horfic
. o photos of starved chidren and civilans from the besiogod fown of
Pages that include matching images = Wadaya emergod. No one coud understand why Assad woud alow
" " . his to happen to his own pooplo, especially since videos emerged (that
Fadeexadii Kabayare oo la dagaashay daawadayaashii ... - Opify.net can e soan on my leat Medays arice) undor & month ago thal
https://opify.net/.../Fadeexadii_Kabayare_oo_la_dagaashay_daawadayaash... v displayed rallies against the occupying terrorist forces and in support of

320 x 180 - Thumbnail: HANUUNIYE HEESTA GOBANIMO WADANI SONG Official video HD - the Syrian government.
Thumbnail: GABAR YAR ... Thumbnail: Best Somali song - Thumbnail: Farxiya Hours after my last articl, truth seekers quickly unveiled the lies shrouding around the starvation of the

people

It was also interesting to see that an offcial statement by the neutral Red Cross could not verify or

Fadeexadii Kabayare oo la dagaashay daawadayaashii Showgeeda ... E deny the systematic starvation of Madaya's peopl.

https:/www.voutube,com/watch?v=6qXeEz0U49Y v
168 x ‘)4‘ Jan 1,2015 - HANUUNIYE HEESTA GOBANIMO WADANI SONG Official video HD - HBOOKS SERIES

Duration: 5:49. xUsuusonline 168,094 views - 5:49 - Fadeexo:- Khadra Official statement by the #IRCC on #Madaya #Zabadani #Fouaa
#Kafaraya #Nabul #Zahraa #Break_Hunger_Siege

]  Foll

‘GLOBAL RESEARCH VIDEOS

Lacago childcare lagu khiyaano - YouTube
https://www.youtube.com/watch?v=63MzZN8Kq0Oo v
Sl 168 x 94 - Mar 4, 2013 - Lacagta sida khiyaanada ah xanaanada caruurta lagu gaato iyo
dowladaha bixiya maxaa kala heysta. Soomaalida oo waayahan lacag xad ...

Haweeneey Somali ah & Ninkeeda oo lagu xiray Maraykan Musug ...
https://www.sonna.net/.../haweeneey-somali-ah-ninkeeda-oo-lagu-xiray-mara...
E 480 % 360‘ Dec 18,2014 - Nhat is the song? #Qaraami #Somali - Qoyska Lionel Messi Oo War g Melanie Penner ® ( foow )~
N J

@meljenp

Rasmi Ah Ka Soo Saaray Warkii Ay Shaacisay EI Mundo Deportivo
John Choi - WCCO | CBS Minnesota #break_hunger_siege #FreeSyria

chslocal g/john-choi/feed/ v . A .
E #SaveSyriasChildren and save humanity on
#InternationalChildrensDay

Go gle >

12345 Next

Joanna Penner @jopenn
#children under #siege
eating grass

Pattern 1: Reverse Image Search - The images were not unique for anatenpt o sundve
each article and not relevant with the context it was used for. The same
image was reused with different narratives.

2:54PM - 1Jun 2016

2retvees @ @

o a2 Q

Pattern 2: The use of hashtags and links in blog posts serve as

the vehicle connecting other social media channels.
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Mix Media and Cross Media Dissemination Approaches

Towards a Renewed
Imperialist Intervention
in Libya? Anti-NATO
Forces Retake Areas in
Southern Libya

i,

Anti-NATO forces retake areas

in southern Libya %
[, ok

* Mix media information dissemination campaign refers to the
use of multiple social media channels to diffuse a narrative.

* More precisely, the information campaign can be observed
on multiple social media sites with text, images, audio and
video content.

* The content may not be identical on the various social media
channels, but it pertains to a particular information campaign

A cross-media information dissemination campaign
orchestrates the use of specific media channels.

More precisely, the information is hosted on a website (e.g., a
blog site, video on a YouTube channel) and is widely
distributed through other social media channels that provide
established social network structures, such as Twitter,
Facebook, etc.
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Disinformation Campaign Coordination

Meta Network
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The above figure is a network of blogsites and shared
hyperlinks.

The network contains 21 blogs (red nodes) and 2321
hyperlinks (blue nodes).

Size of a node is proportional to the number of shared
hyperlinks (i.e., out-degree centrality).

Edge thickness is proportional to the number of times a
blogsite shared a hyperlink.

* The above figure is a network of blogs based on
commonly shared hyperlinks.

* The network is fully connected, i.e., a clique, where
every blog is connected with every other blog.

* This depicts massively coordinated information
campaign
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What are Bots?

#BotSpot: Bots Boost NFL Divides
Identifying botnets amplifying #TakeAKnee and #BoycottNFL

]
— #TakeAKnee

MM
05:00 06:00 “ 09:00 10:00

The Alt-Right and Antifa Are Waging a

New Kind of Internet Warfare

Intelligence and surveillance powers that once
belonged only to militaries and state spooks are now
available to anyone with a high-speed internet
connection.

JACOB SIEGEL

Computational propaganda
Machine Driven Communications (MADCOMs)
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Spotting Bots

Agarwal, COSMOS, UALR

djfjfu @djfifuz - 1w
RT @joeyglenn_twt: It's interesting #dotard how you say they should be fired when you #TakeAKnee everyday of your term, milking the
clock.

- 3168 @

jdjdjfb @jdjdjfb2 - 1w
RT @joeyglenn_twt: It's interesting #dotard how you say they should be fired when you #TakeAKnee everyday of your term, milking the
clock.

- 1168 @

hdhdhf @hdhdhf64044613 - 1w
RT @joeyglenn_twt: It's interesting #dotard how you say they should be fired when you #TakeAKnee everyday of your term, milking the
clock.

- 1168 @

jdidjhdj @jdjdjhdj1 - 1w

RT @joeyglenn_twt: It's interesting #dotard how you say they should be fired when you #TakeAKnee everyday of your term, milking the
clock.

L) 168 @

jdjfifbfhf @jdjfitbhf - 1w

RT @joeyglenn_twt: It's interesting #dotard how you say they should be fired when you #TakeAKnee everyday of your term, milking the
clock.

Aa) 3168 ©

idififj @jdjfifi21071898 - 1w

RT @joeyglenn_twt: It's interesting #dotard how you say they should be fired when you #TakeAKnee everyday of your term, milking the
clock.

- 3168 @

ididj @jdjdj54161303 - 1w

RT @joeyglenn_twt: It's interesting #dotard how you say they should be fired when you #TakeAKnee everyday of your term, milking the
clock.
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What are Botnets?

Is this spontaneous crowd action or a computer-engineered “story push”?

Tweets from ¥ twitter.com

1t

Agarwal, COSMOS, UALR

France Travel francevoyages - December 24
After the attacks, the executive seeks the right words bit.ly/1rglDeX
™\ Reply t3Retweet wFavorite

France56 @ France562 - December 24
After the attacks, the executive seeks the right words bit.ly/1rglDeX
™\ Reply t3Retweet wFavorite

Federico Baler federicobaler- December 24
After the attacks, the executive seeks the right words bit.ly/1rglDeX
" Reply t3Retweet wFavorite

FansdeNadal FansdeNadal - December 24
After the attacks, the executive seeks the right words bit.ly/1rglDeX
+\Reply t3Retweet wFavorite

E—ﬂ

Expogays Magazine @ expogays2011 - December 24
After the attacks, the executive seeks the right words bit.ly/1rglDeX
*Reply t3Retweet WFavorite

Jean-Pierre Dupont mayracjp - December 24
RT ydekerdrel 2 attacks #islamistes in 24 hours, but officially this st unbalan
Lo =] | v £33 Retwed f*| v [

Expogays expogays - December 24
After the attacks, the executive seeks the right words bit.ly/1rglDeX
= Reply t3Retweet WFavorite

Evagarcia EvagarciaEva - December 24
After the attacks, the executive seeks the right words bit.ly/1rglDeX
= Beply t3Retweet wFavorite

Eurovisiongay eurovisiongay - December 24
After the attacks, the executive seeks the right words bit.ly/1rglDeX
Ll |[\ A Retweet WwFavorite

Identical text plus identical “bit.ly” shortener.
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What are Botnets?

mimar =
EUROPE PRESSE SR 2 s

Time: correct for a spontaneous
NATIONAL

7 Tienda poca push from real-world audience
‘ VEGANOS

PARA TODAS LAS PERSONAS

Apreés les attaques, I'exécutif cherche
les mots justes

QUE VIVEN SIN EXPLOTAR BUT: Europe Presse does not
A LOS ANIMALES
- support a “push button” for
¥ Twitter or any social media
platform.

The URL shortener would have to

PORTRAIT ET STUDIO

06 87 47 59 57 be initiated over and over,

24 Décembre 5% »e © Versin 8 mprimer

® Commenaires

providing a different bit.ly
address for each person.

Lire FarScle complet dans
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What are Botnets?

Yes, they are all bots. Primarily commercial in nature. Most normally tweet in Spanish, on Spanish
texts, to push commercial products. By one person / agency.

: ‘ -_

N B Ecm ’ » &8 78 D1AriO
EOIGOBMA.A ) BARCELONA

AN 74 e x|

Edicosma —h— \ Diar}
i~ s \\\ / S R Barcelons
Canaaus & 1 Acacs oe Miage por & s & Crnge e Prevere - B
Putie Aedtatuts. A G0 e eapatol con 480 Caearml on Fusaras o0 4 Comunana  TOTOdONjiMENO ) ) ) _ Lwewewrmostang Club
rraata Wotarte (LTI arn Gyt e Vo o N Gy Muncial. Tet (+34) 962 058 020 ‘ oplno Rural '-c'hwc&-'- waracconire os  Daro Catalan e Lengua Carwiara Te ————y
Ve Eovoeva Te W00MON maye

v Minge V Malaga Vv Bapefa e - - Viaar 8 0once vitys Messl

= e RIS GOSN Ire COf asorarce Sarcoaroecra om

e At 3900 Joved Decemte 2070 Jored Cooanier 2310 Jored Decemter 2073 Jored December 2050 Jowred Jarwary 281 Jored Jurary 201 Joned Jaruary 2011

More accounts are created for commercial uses from 2010-2011

(PO°

Federico Baler

L) ey
Drgn Gu v Farsses. et 0 pora oecaro o take o [gete Te 8‘"‘ wvo .xm
L rede gy hagers e 900400000 § Corcereacer oe Soten Qe 1 Camgronim B arvm Notaiey or P Ecoogsta Frme osfensor O Bs
Setencagy oM a— w— o e X R RE N - e irean sscaroas
SRS Mty 2011 Jorwt Jrvary 71 Jores Jaruary 201! Jvret Juresary 2501 Joned Jaruary 2041 Joined Maech 2011 Joined Ap 2011

Commercial accounts for blogs and companies created. Focus on gay niche market.
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Influence Bots on Darknet Marketplace

\\\4 Huge Bot Pack (Google, Facebook, Youtub USD 5.50
m& e, Twitter) And Much More! B 0.0022
DrunkDragon [+7149|-87] B ST RPAR(0 )
O
2000 HQ USA Tw"™ L )
y’ DigitalP- —uch
Q E
‘&#& 2000 HC .wITTER RETWEETS USD 6.30
DigitalPablo [+484|-14 B 0.0025
fm]

= Buy Now

Views: 5889

'™ Buy Now

Views: 15

™ Buy Now

Views: 11

Vendors are selling social media bots for profit on the “Darknet”

You can buy Twitter, Facebook, YouTube, Clientele, or Instagram bots from the darknet such as Hansa Market.

Some botnets are also available for sale on standard Internet.

These bots promise to deliver thousands of retweets, likes for your posts, thousands of followers, high quality
views, channels subscribers, and thousands of Instagram likes. The cost of there bots within the price range of

$1.79 - $6.48 USD.

SOTICS 2017, Athens, Greece
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How Botnets Change the Information Environment

Used by botnets to disseminate propaganda
Misdirection: The bot would tweet unrelated news that is
happening somewhere else but mention a hashtag related to the

crises
Hashtag-Latching: strategically associating unrelated FO ur St rategi es
but popular or trending hashtags to target a broader, or
in some cases a very specific audience. For example USEd tO
using the #WorldCup then include a URL of beheading . .
video. disseminate
content.

Smoke Screening: The bot would mention something about ISIS but not
necessary related to the beheading. Similar techniques have been used in
the Syrian Social Bot (SSB) to raise awareness of the Syrian civil war.

Thread-Jacking: the change of topic in a “thread” of discussion in an open
forum. For example using a hashtag of #ISIL but the tweet has a link to a
US elections

Information Maneuver Strategies



Case Studies

Crimean Invasion 2014 Dragoon Ride 2015 Trident Juncture 2015 '25(;?[ Propaganda Study
5
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Coordination Structures in Botnets

 Social bot network disseminating Russian propaganda on
Twitter during Crimean water crisis (2014).

» 118,601 relations were found among 588 users. We start with
1584 relations based on the “who follows whom”

Agarwal, COSMOS, UALR SOTICS 2017, Athens, Greece
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Analyzing Structure-1 Network

Analyzing structure-1 network, reveals dense connections
among its members and inter-group connections with the
other groups, viz., ‘Real Person-network’ and ‘structure-2’.

Closer examination of the within group ties, reveals a
mutually reciprocative relationship, suggesting the
principles of ‘Follow Me and | Follow You’ (FMIFY) and ‘I
Follow You, Follow Me’ (IFYFM) in practice - a well known
practice by Twitter spammers for link farming or quickly
gaining followers.

Unlike ‘Real Person-network’, there is no single most central
node in this network, indicating an absence of a hierarchical
organization structure in ‘structure-1’ network 2>
Characteristic property of a botnet



Analyzing Structure-2 Network

* Analyzing structure-2 network, reveals dense connections among its
» members and inter-group connections with the other groups, viz.,
‘Real Person-network’ and ‘structure-1".

3 * Closer examination of the within group ties, reveal a mutually
reciprocative relationship, suggesting the principles of ‘Follow Me
and | Follow You’ (FMIFY) and ‘I Follow You, Follow Me’ (IFYFM) in

X . practice - a well known practice by Twitter spammers for link farming
or quickly gaining followers.

)y * Like the ‘structure-1’ network, there is no single most central node in
this network, indicating an absence of a hierarchical organization
structure in ‘structure-2’ network - Characteristic property of a
botnet



Network Structures of Botnets

Two different bot behaviors observed in the propaganda dataset.

o A,
e ‘n
Sy >
—_—> Tweet -—
Retweet \
Core/Generator bots Peripheral bots
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Core and Peripheral Bots acting together

Blue Nodes represent accounts

NARA Ul 1

\\\\\\:_ ,l;} : ,.. {,!/ % // / Y

S\\L ”,,{ 7 /
| /f,‘

Size of a node represents outdegree of
the node

4

Black edges represent tweets

Red edges represent retweets
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Trident Juncture Exercise (TJ15)

"SFJZ 13 was only the first step of a process that will continue throughout this and next year with TRJE 15 on the
path to full implementation of NATO's latest Command Structure."

NRF 14 CERTIFICATION

EXCLUSIVE ™

Exercises STEADFAST JAZZ 13 and =
TRIDENT JUNCTURE 15

-

Wy

Pink — mention

—retwegetsal, COSMOS, UALR

Twitter éﬁatter from TJ15

SOTICS 2017, Athens, Gréece

A user-user network extracted from Twitter chatter on TRJE



Transforming to User-URL Graph

A JRL RO o) oo
User e 2= - 22s2 e

Transforming communication network to
user-URL (bipartite) graph, enables
detection of the ring-like coordination
structure among the bots.

»

Agarwal, COSMOS, UALR

SOTICS 2017, Athens, Greece

Each bot (green circle in the center)
in this ‘ring-like’ coordination
structure is tweeting/retweeting
unusually high volume of URLs as
seen here. .

-
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Botnhets Behavioral Evolution

» URL N !
e User .
£ =
No mutual reciprocity. Coordination in information network Organizational hierarchy. Core & peripheral bots
alitlaily
e
Crimean Invasion 2014 Dragoon Ride 2015 Trident Juncture 2015 ISIS Propaganda 2016

SOTICS 2017, Athens, Greece
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What Can be Done?

Over time, the encyclopedia’s software robots can become locked in combat,

e DARPA Bot detection Cha”en ge 2016 undoing each other's edits and changing links, say researchers
e Bots fighting bots T
* Honey pots

Bot-on-bot wars raging on Wikipedia
pages, 23-Feb-2017

https://www.theguardian.com/technology/2017/feb/23/wikipedia-bot-editing-war-study
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Resources

I e N /

Volume 2 | Spring 2017

DEFENCE

STRATEGIC amer Al-khatee itin Agarwal, Rick Galeano, and Rebecca Gools
COMMUNICATIONS Samer Al-khateeb, Nitin Agarwal, Rick Galeano, and Rebecca Goolsby.

Examining the Use of Botnets and their Evolution in
The official journal of the

NATO Strategic Communications Centre of Excellence Propaga nda Dissemination. Journal Of NATO Defence Strategic
Communications, Vol. 2, pp. 87-112. 2017.

STRATEGIC COMMUNICATIONS IN INTERNATIONAL RELATIONS:
PRACTICAL TRAPS AND ETHICAL PUZZLES

‘HACKING’ INTO THE WEST: RUSSIA'S “ANTI-HEGEMONIC DRIVE

Available at: http://www.stratcomcoe.org/academic-journal-defence-

THE RUSSIAN PERSPECTIVE ON INFORMATION WARFARE: CONCEPTUAL ROOTS
AND POLITICISATION IN RUSSIAN ACADEMIC, POLITICAL, AND PUBLIC DISCOURSE

EXAMINING THE USE OF BOTNETS AND THEIR EVOLUTION IN PROPAGANDA DISSEMINATION St rategiC‘CO m m u n i Cati O n S_VO I 2

PUTIN, XI, AND HITLER—PROPAGANDA AND THE PATERNITY OF PSEUDO DEMOCRACY

THE SIGNIFICANCE AND LIMITATIONS OF EMPATHY IN STRATEGIC COMMUNICATIONS
BRITAIN'S PUBLIC WAR STORIES: PUNCHING ABOVE ITS WEIGHT OR VANISHING FORCE?
A CLOSER LOOK AT YEMEN

WEAPONISED HONESTY: COMMUNICATION STRATEGY AND NATO VALUES
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Looking Ahead

* Strategies for misinformation propagation are rapidly evolving

* Cross-media dissemination strategies are widely adopted

* Automated Al programs (bots) quite intensively used

* Smarter information filtering algorithm (avoid information bubbles)
» Stronger media literacy programs (IREX, Ukraine)
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Social Media Course

* Developed and taught a social media analysis
course for NATO officers, sponsored by the
NATO Strategic Communications Center of
Excellence. 20-25 March 2017 in Riga, Latvia.

* Developed a technical demonstration and
hands-on course on social media analysis for
US CyberCommand’s CyberSchool, 3-6 August
2016. Preparations are currently underway to
develop and teach this course to US
information operations analysts at Ft Bragg in
the 2017-2018 time frame.




SBP 2017/

Agarwal, COSMOS, UALR

2017 Challenge Problem 1st Place Award
Thomson Rueters - Authors: Armineh Nourbakhsh, Xiaomo Liu, Quanzhi Li, Sameena Shah
Title: Mapping the echo-chamber: Detecting and characterizing partisan networks on Twitter

Armineh No

MORE VIDEOS

4 P M o) 0:09/10:20 B £ Youlube

http://sbp-brims.org/2018/videos/index.html
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Thank you!

nxagarwal@ualr.edu




