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“Speak only if you have accomplished. “ 



 



WannaCry 

• Friday, May 12, 2017? 
• 100+ countries, 130,000 systems 
• Last for 48 hours 
• $300 - $400 - $500 - $600 /endpoint, est. 39 million  
• WanaCrypt (Shadow Brokers) 
• Strong, Asymmetric Encryption (RSA 2048 bit) 

 
• 6,000% increase from 2015-2016 (IBM X-Force) 
• $ 1 Billion “income” by end of 2016 (FBI) 



DoublePulsar and EternalBlue 

• Worming through SMB (TCP port 445, Server Message Block) 
• Exploit Backdoor DoublePulsar, EternalBlue 
• Knocking the backdoor and injecting DLLs (NSA tool leaked by 

Shadow Brokers in April 2017) 
• 36,000 infected endpoints found in two weeks.  

 
• EnternalBlue scan server for presence of DoublePulsar  
• Compromise the system if none if found 



DoublePulsar and EternalBlue (cont.) 

• Launch a TOR client, apply CTB-Locker etc.  
• Call tasksche.exe to encrypt files 
• Delete shadow copies using VMIC.exe, cssadmin.exe and cmd.exe 
• Display ransom note using SetForegroundWindow() 

 
• www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com 



Guard Against WannaCrypt Ransomware 
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Internet of Things Reference Model  

OSI: All People Seem To Need Data Processing 
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IoT: Can all data depend on each core device? 
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SCADA System Architecture 
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Paired Firewall Architecture 

The first firewall blocks the arbitrary 
packets coming to the SCADA network 
or servers in the DMZ.  
 
The second firewall prevents unwanted 
traffic from a compromised device from 
entering into the SCADA network.  
It also prevents SCADA network traffic 
from impacting the shared servers in the 
DMZ.  
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Defense-in-Depth Architecture 

•Multiple layer 
architecture  
•Two or more security 
mechanisms  
•Impact of  a failure in 
one measure cannot 
cause failure of  the 
whole system  
•Minimizes the business 
services to be 
interrupted.  
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Dual-Data Abstraction Model 
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DDM System Process 

• Read data from serial DB 
• Filter data 
• Send data to a relational DB 
• Data can then be further analyzed and displayed on a dashboard 

Question: Why use two databases to gather data? 
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A robust architecture can reduce the 
possibility of SCADA systems from being 

compromised.  
 

A good data model makes it easy for 
collecting sensor data securely Ar
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Security and Privacy 

• Executive Order 13010 – critical infrastructure protection 
• NIPP – secure critical infrastructure 
• Vulnerabilities in IoT systems: S7-1200 (v2 and v3) 

– S7-1200 has a web server built in 
– Port 80/443 could allow cross-site scripting attacks 
– Local users click the malicious links.  
– NVD/CVSS score 4.3/10 

 

• Vulnerable to DoS attacks via the web server, weak authentication. 
 

 
 

Cookies 
Sessions 
APIs 
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DoD xAPI  

• Vulnerability in xAPI configuration file: 
 
 
 
 
 
 

• Strong authentication (such as oAuth2) is necessary.   
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Networked Cameras 
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“Hello, I’m Cody. My Internet 
address is 168.27.93.199.” 



Microcontroller-based sensors, networked video 
cameras  and other IoT devices are more 

vulnerable to cyber attacks.  
 

Good security practices and approaches have to 
be put into place.  

 

S ← (H + S) + M    (Wang, CSI 2006)  

HiSPO    (Wang, CISSE 2015) 
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Water Treatment Process Diagram 
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image courtesy of  blackdoctor.org 



 



Solutions? 

• Work on a water treatment system with 3,000+ PLCs 
• Build a SCADA system 
• Study the architecture for IoT – API, databases 
• Look into data acquisition –  various sensors 
• Focus on PLC/RTU – com, legacy 
• Assess vulnerability and security  
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Water Treatment SCADA Systems 

• Before smart city project was launched 
– water treatment plants were linked only by cables or standalone PLC systems, 
– do not connect to the Internet,  
– data flow in a closed environment (not shared).  

• With SCADA system 
– the system collects data,  
– it issues commands from dashboard,  
– it can configure or control the PLCs remotely, 
– This also, opens up vulnerabilities to intruders 

Vulnerabilities? 
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SCADA System Water Treatment Implementation 
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Sensors 

Energy harvesting sensors: on bridge, wearable, sensor networks, RFID, crystal radios 

Ca
se
 S

tu
dy
 



PLCs 

Secure PLCs – Web Servers, authentication, firewall, encryption 
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PLC and Communication 

Enable TCP/IP communication on legacy systems 
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Web-based monitoring and control in C&C Center 
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Web Interface  



Data Acquisition  
Ca

se
 S

tu
dy
 



Dual Data Model (cont.)  

• Data are not inserted in rows.  
• Each attribute represents a sensor. DB insertion based on attributes, not rows.  
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Dual-Data Model (cont.) 

• REST – Jason over HTTP 
• MIT - Robotic device for patching for 

pipeline leaks 
• Libelium – smart sensor to monitor 

water quality in rivers 
• Carnegie Mellon Univ. – Water Quest: 

monitor using GIS 
• xAPI  

– serial database: one attribute at a time 
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Legacy Systems 



Dashboard 
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Clean water supply and sewage water treatment are 
important for cities and communities. 

 
SCADA systems are able to monitor the processes 

and take control actions when necessary. 
 

Incidents such as Flint water crisis could have been 
prevented by adopting SCADA systems.  
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Curriculum Development 

• Visualize NICE framework 
 

• Record learners’ progress 
 

• Link competencies to profiles 
 

• Assess security and privacy 
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Takeaways  

• SCADA/IoT/Smart city architecture  
– Paired firewalls, defense in depth 
– Dual-data abstraction model 

• Serial database for PLCs and sensors, Relational DB for dashboard 

• Security  
– Strong authentication and encryption 
– Smart sensor security  
– HiSPO approach 

Hardware + intelligence + Software + Policy + Operation (Wang 2015) 

http://www.afcea.org/content/?q=Article-dual-data-defense-depth-improves-scada-security�


Shuangbao (Paul) Wang, Ph.D. 

paul.wang@computer.org 
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