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Connected Systems

• Components

- Automation

- Infrastructure

- Sensors

Attack surface and security baseline

- Sensors

- Customer equipment

• Connected plant and connected user services

• The attack surface extends dramatically with IIoT

- Simple devices, resource constraints

- Connected through third party networks

- Configuration, management and life-cycle

- Implicit trust between components, phyisical interfaces

• In the same time, getting closer to the customer

- Devices merged into customer premises infrastructure

- Security baselining on same level as customer services



OWASP Top 10

• A1 Injection

• A2 Broken Authentication and Session Management

• A3 Cross-Site Scripting

• A4 Broken Access Control

Web application security

• A4 Broken Access Control

• A5 Security Misconfiguration

• A6 Sensitive Data Exposure

• A7 Insufficient Attack Protection

• A8 Cross-Site Request Forgery

• A9 Using Components with Known Vulnerabilities

• A10 Underprotected APIs



OWASP Top 10 IoT

• I1 Insecure Web Interface

• I2 Insufficient Authentication/Authorization

• I3 Insecure Network Services

• I4 Lack of Transport Encryption

A bit different

• I4 Lack of Transport Encryption

• I5 Privacy Concerns

• I6 Insecure Cloud Interface

• I7 Insecure Mobile Interface

• I8 Insufficient Security Configurability

• I9 Insecure Software/Firmware

• I10 Poor Physical Security



Message

•OWASP Top 10 is a list of the most risky web app vulnerabilities

• Test the devices and services against OWASP Top 10 to establish a common baseline

• Low resources in the devices are not an excuse for not showing due care in security

•OWASP Top 10 IoT is more specialised – maybe less available•OWASP Top 10 IoT is more specialised – maybe less available

• The references on vulnerabilities are randomly selected and there is no relation to how 
secure or insecure the vendor is



• Example: Siemens WinCC login screen, SQL injection vulnerability, CVE-2013-3957

• Allows remote attackers to execute arbitrary SQL commands

• All figures from OWASP Top 10, 2017 Release Candidate 

OWASP Top 10 – A1 Injection

• All figures from OWASP Top 10, 2017 Release Candidate 
https://github.com/OWASP/Top10/raw/master/2017/OWASP%20Top%2010%20-%202017%20RC1-English.pdf



•Moxa: user/administrative level of access can easily circumvented, granting write access to user level. 
ICS-CERT advisory, ICSA-15-246-03

•Multiple vulnerabilities:

• Improper privilege management (this vulnerability)

• Resource exhaustion: crafted packet sent to the embedded browser causes the units to restart

• Cross-Site Scripting: An input field of the administrative web interface lacks input validation, which could be 
abused to inject JavaScript code.

•Default usernames and passwords are also a broken authentication vulnerability

OWASP Top 10 – A2 Broken authentication

•Default usernames and passwords are also a broken authentication vulnerability



• The previous example had several vulnerabilities, amongst others, also Cross-Side Scripting:

• An input field of the administrative web interface lacks input validation, which could be abused to inject 
JavaScript code.

• I’ve met an example, where the web UI itself was implemented by the vendor to load javascript form a different 
domain, but also not protected against XSS

OWASP Top 10 – A3 Cross-Side Scripting



• EWON routers and gateways, ICS-CERT ICSA-15-351-03

• The software allows an unauthenticated user to gather information and status of I/O servers through the use of a 
forged URL.

• eWON firmware web server allows the use of the HTML command GET in place of POST. GET is less secure 
because data that are sent are part of the URL.

OWASP Top 10 – A4 Broken access control



•Management, configuration and life-cycle of devices

•Generic examples:

- Default accounts aren’t changed

- Directory listing is not disabled on server

•Not-directly related to web app, but widespread in embedded

- TFTP/Telnet or other, inherently insecure protocol enabled without reason

- OpenSSL weak ciphers -> «compatibility»

OWASP Top 10 – A5 Security Misconfiguration

- OpenSSL weak ciphers -> «compatibility»

- VPN but running on nullcipher or fail with setting default gateway



• EWON routers and gateways, ICS-CERT ICSA-15-351-03

• Passwords are passed in plain text allowing a malicious party to retrieve them from network traffic. The 
autocomplete setting of some eWON forms also allows these passwords to be retrieved from the browser. 
Compromise of the credentials would allow unauthenticated access.

OWASP Top 10 – A6 Sensitive data exposure



•Monitoring and managmenet challenges, lack of NMS, IDS/IPS 

OWASP Top 10 – A7 Insufficient Attack Protection



• Belden Gecko: ICSA 17-026-02A, Belden Security Bulletin 2017/7

• The Web interface of the Gecko does not verify that requests originate from the user. 

OWASP Top 10 – A8 Cross-Site Request Forgery



• Siemens, ICSA-14-105-03B, Siemens Industrial Products OpenSSL Heartbleed Vulnerability

•Other examples might be outdated PHP, Flash etc.

• Long life, software support and patching challenges

OWASP Top 10 – A9 Using Components with Known Vulnerabilities



• A top vulnerability we will live together for a long time

•Mostly of thistorical, compatiblity and installed-base will force the support of compatilibity-modes on protocols 
or support for outdated versions.

• Fallback to nullcipher if no common cipher suite has been found

•Unencrypted protocols

•M2M interfaces with no modifications expexted.

OWASP Top 10 – A10 Underprotected APIs (new)



Conclusion

•Use for example OWASP Top 10 tests to ensure common baseline with IT and OT

• There should be no device or service failing on Top 10

No reason for special treatment for customer-facing services




