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“Our Journey of Today”

! “The last time we were connected by wire was 
at birth!” [Motorola] 

! “From 1G to 5G” 
➡ The history of an old man 

! Three main take-aways 
➡ Security and Privacy in  IoT 
➡ Change of Business Models 
➡ Sustainability and Digital Inclusion 

!      Social responsibility: access for everyone 
➡      Basic Internet Foundation
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Postulations from 8Jun2005
Postulation 1:  

Challenge yourself to survive: How can I kill my business?

Postulation 3:  
HSPDA does not help you, you still need more and smaller cells. 

Postulation 4:  
Indoor high bandwidth coverage comes from indoor access !  

Challenge Nokia/Ericsson on the price for indoor access (max 50 €) 

Postulation 5:  
Beyond 3G (or 4G) is the integration of access, and higher 

bandwidths access speed

Postulation 2:  
The time for "generations" is over, the winner provides integrated 

service access 
(still needs: seamless authentication, seamless service access) 
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5G: Speed, Bandwidth, latency and much more
! 1G-3G: Speed, flexibility 
! 3G-4G: service view 
! 5G and beyond: 

➡ Business challenges 
➡ ownership 
➡ sustainability
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[adapted from Per Hjalmar Lehne, Telenor, 2000]
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Take-away (1): 

Security and Privacy in IoT 
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- Car industry: Liability in IoT driven business models 
- Energy: Cost of providing of Energy -> Cost of Reliable Network 
- Telecom:  

The change of Business Models 

http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all
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Addressing the Threat Dimension for IoT
! Hollande (FR), Merkel (DE) had their mobile being 

monitored 
! «and we believe it is not happening in Norway?

7

[source: www.rediff.com]
[source: Süddeutsche Zeitung, 
18Dec2014]
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Building the Norwegian Smart Grid Security Centre 
IoTSec.no  
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http://iotsec.no
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Take-away (2): 

The change of Business Models 
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- Car industry: Liability in IoT driven business models 
- Energy: Cost of providing of Energy -> Cost of Reliable Network 
- Telecom: uO (MicroOperator), Partnership

http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all
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http://www.scmagazine.com/iot-security-forcing-
business-model-changes-panel-says/article/448668/ 

http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/


Jun2017, Josef NollWireless Ecosystems & Sustainability

The “sharing economy” for energy companies?
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Sharing Economy:  
“Telenor will create a 
digital ecosystem in 

Pakistan”

[Source: aftenposten.no]

[Source: eSmartSystems.com]

http://aftenposten.no
http://esmartsystems.com
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Take-away (3):
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Sustainability and the Agenda 2030
- 17 main goals 
- 169 associated targets 
- from post-2015 

intergovernmental 
negotiations 

- 193 Member states 
agreed on 25Sep2015

https://sustainabledevelopment.un.org

http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all
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Internet is a basic human right
• Is Internet access and online freedom of 

expression a basic human right?  
• “All people should be allowed to connect to 

and express themselves freely on the 
Internet.“
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! The United Nations’ Human Rights Council unanimously backed that 
notion in a resolution on 5July2012. All 47 members of the Human Rights 
Council including China and Cuba signed the resolution.
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Connectivity & Affordability
! Mobile supported development 
! Affordability (costs of data) 
! industrial perspective (Ind4.0)
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[Source: GSMA, Nov2015]

http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all


Jun2017, Josef NollWireless Ecosystems & Sustainability

The challenge from automation

15

7 %

14 %

16 %

12 % 17 %

16 %

18 %

Predictable physical work Data processing
Data collection Unpredictable physical work
Stakeholder interactions Applying Expertise
Managing others

Predictable 

physical work

Data 

processing

Data 

collection

Unpredictable 

physical work
Stakeholder 

interaction

Applying 

expertise

Managing 

others

0 %

20 %

40 %

60 %

80 %

9 %

18 %20 %
25 %

64 %
69 %

78 %
Technical automation potential 2016 [%]USA work force time spent [%]



5G and Sustainability                              Jun2017, Josef NollBasicInternet.org                            Basic Internet                 @Basic4all

IoT expected impact, only for “the connected”?
! Smart home appliances, 

“wearables”, smart metering, 
autonomous vehicles,… 

! 10 billion (2013) -> 19 - 40 
billion (2019) 

! total global impact: US$ 2.7 - 
14.4 trillion by 2025  

! ~3/4 of devices from IoT++ 
~1/4 from tablet, mobile,…
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billions of devices

year

[Source: A. Thinner and A. Castillo, 2015]
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Why free access to information? 
Connect the Unconnected (CTU)
! Reality in Tanzania (as an example for Africa) 

➡ 49 Million people, 69% living in villages 
➡ over 4.000 villages are unconnected, accounting for 13 M People 
➡ 35% of people without access to mobile data 

! Information for all is sustainable (InfoInternet) 
➡ free access to text and pictures 
➡ requires 2-2,5% of bandwidth, 97.5% available for commercial use  
➡ 10 min with video - or - 10 month with information  
➡ >300 people with free access  - equals - 1 commercial user 
➡ Uptake of commercial use (“Free Basics”)  

! 40% of Free Basics Users convert to paid subscription within a month 
! Break-even in 3 months
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Goal: Include people 
with 1 USD/month 
for communications

http://BasicInternet.org
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5G - demand: “Connect the Unconnected”
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[Source: GSMA, Nov2015]

“Internet is 
my teacher”

“I’m currently learning 
Python and HTML, so I 
can make a website for 
my parents’ business"

Telecom InfoInternet
revenue-driven non-profit

targeting leveraged creation targeting no- and limited use

voice & mobile broadband compressed text & pictures

subscription based (SIM) free access & voucher
mobile network: coverage & 

capacity
Wifi-spots: health-/

community centres, schools

operator cost model target: 0.5 US$/month
operator roll-out NGO & community roll-out
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Partnership for Digital Africa
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Google translate http://www.aftenposten.no/meninger/debatt/
Kronikk-Som-gjesteland-pa-G20-toppmotet-ma-vi-
bidra-til-a-endre-verden--Erna-
Solberg-614076b.html

http://BasicInternet.org
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Sustainability Goals (SDGs) and Agenda 2030
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Our contribution: 
! Information for all (InfoInternet) 

➡ free access to text and pictures 
• the “walk on the Internet” 

➡ paid access to amusement 
• “Toll Roads” 

! The catalyst for the SDGsGoal: Include people 
with 1 USD/month 
for communications

Free local info 
- health 
- education

Péage

http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all
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Non-discriminating access for Digital Inclusion
Pilot in Rural Areas for Information for All

Tanzania
• health as basis for development
• reach women and girls
• towards global digital health

Congo (DRC)
• Internet + GSM network
• enabler for digital society
• digital services, light, radio

Partnership for Information for All

http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all
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2. Migration and Partnership with Africa
! Example: Digital Tanzania 

➡ Unconnected: 13 Million people in 4.000 villages 
➡ Combined effort of  
➡ IT industry,  
➡ World Bank,  
➡ Telecom and  
➡ Industry
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! Funding requirements 
➡  0.25 B€ for Digital Tanzania  
➡  2.5 B€, DE for hosting refugees 

(2016) 
➡  5.4 B€ asked by Banca Monte dei 

Paschi di Siena SpA to be saved 
➡ 55.2 B€ operational Costs for EU 

Frontex border control (total 89 B€)

GSM + Wifi 
- 200W 
- MicroBTS

Cost: 70 kUS$/village
1 USD/month for Telecom

http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all
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Digital Health Spot for 300 €
Creating digital access for the unconnected

300 € digital health hotspot

Digital inclusion

80 € Solar panel
50 € Hotspot
50 € Tablet
20 € Battery

digi.basicinternet.no Founded by:

Food, water and shelter

Health

Education

Agricultural and rural development

Digital society

The catalyst for sustainable development

30 € Regulator
20 € USB-charger
15 € LED light
20 € Materials

60.000 € connecting a village in TZ

250.000.000 € connecting all villages in TZ

89.000.000.000 € EU border control per year

http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all
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Work in DRC
! Addressing Internet as enabler for Digital Society 

➡ existing mobile (GSM only) network 
➡ existing entry through ongoing collaborations 

! Potential services:  
➡ voucher-sales for digital services, 
➡ electrical lights,  
➡ programs and mentoring for education and health 

! Sustainability  
➡ operated by commercial actor 
➡ service continuity (free InfoInternet) 

➡ only 2-2,5% of bandwidth needed

24

http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all


5G and Sustainability                              Jun2017, Josef NollBasicInternet.org                            Basic Internet                 @Basic4all

Conclusions
! Things (IoT) are driving the 5G and digital 

societies 
! Three main take-aways 

– Security and Privacy in IoT  
– IoTSec.no, Privacy Label 

– Change in Business models 
– Liability, Quality of supply,  

– Digitisation of the Society  
– 4 Billion without Internet 

! Sustainability and Digital Inclusion 
– UNO Sustainable Development Goals (SDG 2030) 
– Free access to basic information: InfoInternet 
– Partnership: IT-industry, Banks, Public, Telecom
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