ySomething, that is allegedly secure
is not necessarily secure,
Something, that is allegedly known

might turn out to be unknown.

Appearance can be deceptive,
our senses can deceive us.

Even though experience and knowledge
can limit errors,

reality also limits those.”

Inspired by Berthold Brecht

Author: unknown
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Introduction

Germanwings Flight 9525,
March 24, 2015
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Motivation — Germanwings Flight 9525, March 24, 2015 mSIL
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What does security mean
in this context?

Security means protection of humans
or things from humans.



What does crime mean in
this context?

Violating the right of physical and
psychological integrity and sacredness

of property.



Can we model security by
simulating crime?

P(Security) = 1- P(Crime)
Is security the absence of crime?



Levels of Security

ARKTISCHER OZEA

International security interests
* Terror

e Civil war

Plane hijacking
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' - National security interests
* Extremism

e Amok

* Organized crime

Regional security interests Personal security interests
e Burglary series e Burglary




Aspects of Security

technical security
legal security
perceived security

Actors

[

residents, neighbors ~ >

@ al
;o

Law and Order

Right to physical integrity
Inviolability of the home
data protection

Police officers are your friends.
They want to help you.




Approaches




Top-Down - Approach

Approaches for security from the system theory
Methods in information gathering

Measurement of overall condition

Top-down (deductive)

* Creating experimental data
Data analysis and

* Analysis of data and formulation of . .
integration

hypotheses (iterative)

* Validate hypotheses by means of Network

experiments (iterative) analysis

e @Goal: Identification and characterization of

new mechanisms leading to a better Top-down

understanding of the complex relations in a (deductive)

v

,populated urban structure”

* Integration in the resilience process

Modeling




Top-Down - Approach Fop[H

A Simulation is an approach used for the analysis of systems which are
too complex to be analyzed theoretically or with formulas. This is mostly
the case for dynamic system behavior. In a simulation, experiments are
performed with a model in order to gain knowledge about the real
system.

* Discovering of network structures on different levels

* Gathering of the temporal and spatial dynamic of ,cellular/system”
components using different (environmental) conditions

 Development of detailed mathematical models

* Visualization of networks and the processes taking place within those
networks

-> Understanding of the processes as a whole




Multi-Agent-Systems

Multi Agent System (MAS)

P

Circular
Coupled

A i el ol il il il ol
g ———]
Al ol
e ——

Cellular Automaton

urban system | Local fixed objects

Cellular automata and multi-agent systems can be used for the
simulation of the dynamic of spatial processes.




Cellular automata

Cellular automata model spatial elements such as streets, parcels of land,
and buildings. Those are treated as locally fixed objects, whose state can
change at a certain point in time. In a first step, these elements are
transferred to a cell of a regular grid and saved as the status of this cell.

* Multi Agent System (MAS)

Circular
Coupled

ity p— i e
’ B e e e et i et et et et wtl e wtlie e

Cellular Automaton

urban system | Local fixed objects




Multi-Agent-Systems (MAS)

A second level includes the individual and collective urban actors,
which will be called agents. In comparison to the cells, agents are
mobile and can move freely through the cell grid, the cellular room. It is
possible to define different types of communication between the
agents and between the agents and the cell.

Multi Agent System (MAS)

P N

Circular
Coupled

i p——— p— e
* B T

L

==

urban system | Local fixed objects

Cellular Automaton




FACS (Free Agents in a Cellular Space) Fo It

Multi Agent System (MAS)

P

Circular
Coupled

A i el ol il il il ol
g ———]
Al ol
e ——

Cellular Automaton

urban system | Local fixed objects

Model of an urban system. The system is separated in different levels,
which are represented either by the cells of a CA or the agents of the
MAS.




ldeas for Implementation

P(Security) = 1- P(crime)



Definition of
neighbors by means
of a graph

Cellular Automata

Interaction with neighboring cells *°
in a fixed grid

Neighborly relations havetobe  °
determined at the beginning
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Graph Automata

Neighbor geometry can be
flexibly modified
Neighborly relations can
change at any time




Models of dispersal Foii(H

Near-repeat pattern analysis

Question:

When a criminal event takes place, how does the risk develop in
the surrounding area?

— Repeated attacks at the same or nearby places

P(A|x,t) - P(B|x + Ax, t + At)

What influence does an assault A at the place x at the time t have at
a later point in time t + At and a nearby place x + Ax.

Relations for time and space can be derived from statistics.




BigData — Predictive Policing

First ,statistic of criminal activity” — people mark crimes on a map.
Basic idea — divide in quadrants (grid)




BigData — Predictive Policing FoS [

TN

Early Warning

CRIME DATA

WHAT? WHERE? WHEN?

Q
o
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Number of criminal offences and their ,,circumstances”
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Ausbreitungsmodelle

Near-repeat pattern analysis

Odds Ratios
0 to 15 days 15 to 30 days 30 to 45 days 45 to 60 days 60 to 75 days

Same location 2.6803 0.8033 0.6854 0.4331 0.6208

0 to 121.92 melers 1.2824 1.1158 0.8223 0.9218 1.0476

121.92 to 243.84 meters 1.1851 0.9325% 1.0807 0.9207 0.8254

243.84 to 365.76 meters 1.1203 0 9448 1.0811 0.9923 0.851

365.76 to 487.68 meters 1.065 1.0754 0.9832 0.9271 0.8171
487.68 1o 609.6 meters 1.140 1.0306 0.9577 1.002 0.9482
609.6 to 731.52 meters 1.0259 1.0772 0.9504 0.9865 1.0612
731.52 to 853.44 meters 1.0309 1.0022 1.048 0.9247 1.0202
853.44 to 975.36 meters 1.0423 1.0727 1.0303 1.0683 0.9943
975.36 to 1,097.28 meters 1.0666 1.0307 1.0631 1.0236 0.9784
1,097.28 10 1,219.2 meters 1.0027 0.9971 0.9834 1.0447 1.04
> 1,219.2 meters 0.9943 0.997 0.9963 1.0004 1.0019

Near-Repeat Patterns in Philadelphia Shootings. Jerry H. Ratcliffe and George
F. Rengert, Security Journal 2008.




Kiminalitatsrate

Cyclic-load forecasting

Question:

Are there certain days in the year, certain days of the week or
certain times in the day in which more criminal incidents are

to be expected?
P(Event|Point in time) = P(Event|Month)
+ P(Event|Day) + P(Event|Day of the week)
+ P(Event|Time of day) + ...

0 Wochentage 4

Monate

Kiminali_téitsrate

> Jan Feb Mrz Apr Mai Jun Jul Aug Sep Okt Nov Dez

Mo Di Mi Do Fr Sa So




Result

#* Stadtisches Gymnasium

Schwanenteich
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Securit of a house in an urban structure with a well defined crime rate




Simulation Grid [B)siL




Simulation Urban Structure




Modelling patterns of burglary on streetnetworkE3sIL

Primal Representation Modell [Porta et al.
2006]

* Graph G=(V,E)

* Intersections of streets are nodes V

* Enclosed segments of streets are the
edgesE

Betweenness Centrality




Modelling patterns of burglary on streetnetworkE3sIL

model

The risk of a burglary happening at a certain point in time on a specific stretch of road shall be
determined -> the risk passes from segments with a high risk to segments with a lower risk

Ri(t) = S; + Q;(t)  risk -> static and dynamic components
D, constant for activities, which
Si = (Di + Wipi, cannot be explicitly captured

Activity of pedestrians (in a wider sense) is a function of
Wi = f(Ci). betweenness centrality
(function-> non-linear behavior)

Probability of a criminal offence -> probability within a given

pi=1—e " period of time, determined by the means of the initial
attractiveness including a number of decisions by the
offender
Breakdown

Growth of crime  diffussion from
link to link




Modelling patterns of burglary on streetnetworkE3sIL

diffusion of the risk

\:"%C-—\)’
g

] I\
SO

Diffusion in different stretches of
roads as an answer to burglaries

(e aK.

Street is taken out




Modelling patterns of burglary on streetnetworkE3sIL

Results and future work

 Mathematical network model for the simulation of the spread
of crime
* Non-linear effects show the significance -> targeted Policing
* Requirement is the presence of relations between network
characteristics and crime rates
* Even though an empiric basis was developed, there have been
no analyses with the presented metrics
* Next steps:
* Creating a model showing the consequences of the
predictions made for the organization of police operations
 statistical analyses
* Influence of the network configuration on the phenomenon
of the near-repeat victimization
* Implementation in practical police work




This is what defines us.... Our Identity

e

Real World Cyben World

Separation?



Introduction

Hacker hits on U.S. power and
nuclear targets spiked in 2012

Anzahl der jahrlichen Cyberangriffe weltweit in den Jahren 2009 bis 2014 (in
Millionen)
50

42,8

40

ooooo Weitere Informationen

the years 2009 to 2014 (in millions)

Number of annual cyber attacks in \




Introduction

Energy

Chemical
Dams
Defense Critical
Industrial Base - Manufacturing
: . _ Government
mergency Services  Facilities
Food and ! Healthcare and

Agriculture / Public Health

aaaaa

Transportation - .

b\ / Information
Systems ..

"/ Technology
Nuclear Reactors, y

Water and E 1 '_i::' vl / :_f,-f' ,-I
Wastewater Systems L P ~ Materials, and Waste




Examples

2013: using a hacked account of the US news agency AP, hacker spread the news that of
an explosion in the White House = within minutes the Dow Jones looses about 1 %

2012: within 45 minutes the publically traded company Knight Capital losses USS 440

Million because of a flawed computer software (Malware) > Shares loose 75 % of their
value




Modern communication mSIL

N— —

Communication and content have changed due to the digitalization.

Digital identity and real identity




Modern communication and crime

Modern ways of
communication is not
only used in order to
perform criminal acts, yet
especially to plan criminal
activities.

ahds wasstume i.smi;’i{ i
1001 1010 1011 1100 1
100001 g !

Consideration of digital
communication for the modeling
and simulation of criminal
offences.




Prediction of criminal offences (tendencies), which are
planned in virtuality and executed in reality ...

P(security) = 1- P(crime)



Computational Forensics

Hypothesis

circumstances

of a crime

Evaluation

plausibility

traces

Forensics information

modelling

Crime scene hypotheses cycle




Computational Forensics

e Communication
* |nformation transfer

* Feelings * Analyses
* Emotions :> * Validation HIDF in groups, sub-groups
* Sentiments e Evaluation

* Statements




Individual Digital Footprint

JorProjectiorg

[y T P T T T —

DIGI TAL
FOOTPRINT W - E =

Human Individual Digital Footprint (HIDF) Network




Digital Forensics

Definition of syntax of terms
and symbols in a network of
associations

An ontology is a specification
of a conceptualization.

Formalizes

7 _—

Expresses

/

Structures

Knowledge ke

Domain
= - Applications \
“Things" Relationships Domain

Functional
Domain




Social Networks

Human Individual Digital Footprint (HIDF) Network

' ' Opennass
Spouse (0.58) F—— ————————— , :sr”mﬂ]
B e ey | e P, | gl Tt Avergs
0.6 Humans' Average Accuracy (0.49) f——————~ : AN
: : . p / ':’:,. Neuroticism
05 : A /

Summary of the Study:

* 86.000 participants

* Facebook-Account

* Analyze the Likes

e personality test 100 questions

Number of Facebook Likes (log scaled) frlends and more
 "Big Five” model

(W) o
Computer-based personality judgments are more
accurate than those made by humans

Wu Youyou™'2, Michal Kosinski®', and David Stillwell®

Friend (0.45)
Cohabitant (0.45)

-

2
~

-

Accuracy (self-other agreement)

/. , ™~ —] Work Colleague (0.27)

“Department of Psychology, University of Cambridge, Cambridge CB2 3EB, United Kingdom; and "Department of Computer Science, Stanford University,
Stanford, CA 94305




Social networks [D)siL

Social networks -
Sentiment analyses of groups in social networks
and




Social networks

Sentiment Detection:

* sub-area of text mining

* automatic analysis of texts with the aim of
identifying an expressed attitude as
positive or negative

Statistical analysis starts from a basic set of concepts (or n-grams),
which is associated positive or negative sentiments.

* Occurrences of positive or negative sentiments

* Comparison

* Designation of trends, opinions Statements

Inside the Web --- feelings, beliefs and personal opinions!




Social networks

Generation of person landscapes from Facebook

PEGIDA — Patriotische Europder gegen die Islamisierung des Abendlandes
(Patriotic Europeans Against the Islamisation of the West)

“Slogan”

e Asylindustrie — alysum industry
e Lugenpresse — lies press

* Volksverrater — public traitor

* Der Untergang des Abendlandes
e ,the decline of the West”

* Islamisierung ... Islamic

Eurpa

uns
E urgpdern|




Social networks

PEGIDA — Patriotische Europaer gegen die Islamisierung des Abendlandes
(Patriotic Europeans Against the Islamisation of the West)

A political movement

 far-right, conservative, nationalist
* anti-Islam

e formed in October 2014
* present in Saxony region of Germany, many offshoots exist(ed) in other
German cities and countries

Causes for the group’s sudden uprising and gain in popularity:

* Nationalist anti-EU movements had grown to significant sizes in entire
Europe in 2014

* refugee crisis

* Acts of Islamist terrorism and violence in Europe

—Increase of Islamophobia




Social networks

Generation of landscapes from Facebook

BEI;.I.D.SPAZIERGANG
’:.UM 8 3OUHR

PEGIDA

@pegidaevofficial

Home

About

Photos Like Message Save More ~

Likes

Notes ﬁ PEGIDA shared Siegfried Daebritz's post Community
1hr-€

Videos
#PEGIDA #SchautHin

Posts Im Vorfeld des 3. Oktober in Dresden, wird die Stadt Stiick fur Stiick zu
Legoland, gegen Schall von Trillerpfeifen helfen diese Klétze trotzdem nicht.

Create a Page D) 32,516 people like this

See Translation

0

Invite friends to like this Page

ABOUT >

PEGIDA - Patriotische Europaer
GEMEINSAM SIND WIR STARK

hitn| €3 a0z i & Phat i




Social networks

Generation of person landscapes from Facebook

Information exchange via FB

[Struktu raufbau von Facebook]

Shares

Likes
Shares
iLikesN3 Posts
Likes Shares
Likes - Replys J o ers] Likes
. Comments
Shares Replys
Likes
Shares Shares
Likes

) Likes
i - Posts
Graph API @M ) e
. . Posts - )
application L 2

p rOg ra m m i ng Pages [, This represents a Facebook Page

interface
-\ Represents a Facebook event

- A Facebook application

= A user represents a person on Facebook




Social networks

Generation of landscapes from Facebook

Comments

- Marika Heimer Hallo Merkel. tschiss bitte... Sie sind der Gefolgsmann der
. Industrie und ein Verrater

See Translation
Like - Reply - @ 3 - 3 hrs - Edited

Kerstin Muschke Diese Frau hat jeglichen Bezug zur Realitat verloren, ich
frage mich, WER oder WAS sie noch stoppen kann ...
See Translation




Social networks

Definition of a general Data Model — based on the Graph API

Information from FB via APl —> Data model

l “all” relevant Data (Subsets)

Search relations and correlations

and sentence




Social networks

File Help Repository

T m

PEGIDA % Navigation
i Visualization Visualize your favourite information & ‘ “ PEGIDA
Contact Network & @\ s 2 S

Press T or P to switch between Transforming and Picking mode.
sH01

i
n
Onstettel
-

o

Visualization Properties

Time Range

P

From: (10012016 | To:[18012016 ~

[] Only show relevant comments
Reset relevance

Search| Results‘ = a

Search

Search in:
[V] Users [¥] Posts [¥] Comments

Outline
Post Comments
1D: 790669100971515_1038725212832568 “Nach Charlie Hebdo hat man gesagt: Ich bin Charlie(.)" - Eddie Graf
Caption: epochtimes.de “Das sind doch alles nur Phrasen ... " - Ute Fugmann
Message "Polizei ging voll Hass gegen #PEGIDA vor.https://(..)" - www.unzensuriert.at
#PEGIDA #InformiertEuch #InformiertAndere “Lasst erst mal die Freibadsaison u. den Sommer kom(. Toane Xevsur
“also musste dem mit gemeinschaftlich begangenem EI(.)" - Herbert Graf -
Ja, vom sogenannten "arabischen Friihling” kennen wir das alle.

In Skandinavien kennt man es schon langer als #Vergewaltigungsjihad.

Das BKA kenne aus einigen arabischen Landern das Pha der inschaftlich sexuellen
Belastigung von Frauen durch junge Manner in der Offentlichkeit. Dies gehe bis zur Vergewaltigungen. Ein
vergleichbares Phanomen sei in Deutschland bislang nicht bekannt.

"Towards Predictive Policing: Knowledge-based Monitoring of Social Networks”
Autoren:

Michael Spranger, Florian Heinke, Steffen Grunert, Dirk Labudde
verdffentlicht:

IMMM2015




Das Phanomen Massendaten — Soziale Netzwerke

Generierung von Wissenslandkarten aus Facebook

Social Network Analyzer

7 50NA - Social Network Analyzer

- o X
e Heln
Navigation Termlres -0 =a
Navigation
I B w2 poie
SRR
n FaCE000K ANalySS
® Delete Project
e rceccs i o x
Stor M Dot
Visualization Properties -
L —
Activate
2 Fom: 16062017 - Ter 18062017 -
Fiter
Activate
O Relevant comments anly
O etevant pasts oy
Relevontusers oy
O  showtopics
Search| Results =0
Search @  outline Cammene oG oA
o AT
= Comments D s s -
S | e i B ——
P P~ pomy Athor: T e
A Users (] igmore Case Message Comment Buthar
Dross ) Whole-Werd
Gitommens  [Regex
S—
Relevamtonty (] Phanetic X X

B New Facebook Query u]
Create new Facebook Model

Enter a new Facebook Page ID or URL.

Fetch
Facebook Page ID/URL

CitizensForTrump

Limits
@ Time Range O Amount
From: 120617 12:14 ) 5
To: 140617 1214 L 5
I No time limits for comments, links, and likes hotos. 5
3 5
LDA

] Extract topics from posts and comments

(Can take several hours with large ammounts of data.
in that case, extraction after download is recommended.)



SoNA Presentation.mp4
SoNA Presentation.mp4

Social networks — Detection of Information

Participants FB_ID = user profiles

User activities
Topics
Subgroups

User-specific content
Sentiments of the network




Social networks — Detection of Information

All information are labeled by time and user!

Analyze der opinion in der Group

a.
b.
C.

positive
negative
neutral

Sentiment Analyze

-

Time and geographical
Monitoring




0p)
V4
—
o
=
+—
Q
c
T
o
o
Up)

Opinions and moods (Sentences)

hot phase

A

Negative Comment Sentences

- Negative Post Sentences

N o N o [Wp) o
< < o o o o
1 1 1 1
\\V
_/V
- em o | “
+
o o o o o o
o o o o o o
o o o o o o
(o) n < o N ol




Digitized traces - geographical
Monitoring

Digital traces



Digitized traces - geographical Monitoring




Digitized traces - geographical Monitoring mS"-

What makes pictures and videos from the perspective of
Forensics so interesting?

» Database forensics

» Mobile device forensics
» Forensic video

» Forensic audio

* Manipulation of pictures
 artificial generation of Pictures
» class of devices (digital camera, scanner, etc.)

Content Meta-data




Pictures — Fotos - Content

& £ # 11 Extracted 512 x 288 53-kilobyte “Composite:ThumbnailImage” JPG
Displayed here at 88% width ('/, the area of the original)

=

Basic Image Information
Target file: IMG_20151018_142938734.jpg

Camera: | Motorola XT1072

Lens: 35mm
(Max aperture £/2) (shot wide open)

Exposure: | Auto exposure, Program AE, 1/38 sec, /2, 1SO 80
Flash: Off, Did not fire
Date: October 18,2015 _2;

, 16 minutes, 6 seconds ago, assuming image timezone Ol
l@ Latitude/longitude:  53° 35' 53.7" Nortn, 9°45'7.7" Eas
53598240, 9.752140

L i d from Ji 5

Feldwe; 85 24, 22559 Hamburg, Germany

Click image to isolnte; click this text to show histogram

Map via embedded coordinates at: Google, Yahoo, WikiMapis, OpenStrectMap, Bing (also camera- und shootin g-re lated data:
see the Google Maps pance below)
Altitude: 90 meters (295 feet) ° A p € rt ure
File: 3,264 x 1,836 JPEG (6.0 megapixels) b Tl me
3,543,061 bytes (3.4 megabytes)
Color || WARNING: Color space tagged as SRGB, without an embedded color * Place
Encoding: || profile. Windows and Mac browsers and treat the colors
dl G » Camera type etc.

Images for the web are most widely viewable when in the SRGB color space and with an
embedded color profile. See my Introduction to Digital-Image Color Spaces for more

information.

EXIF Metadata (TIFF or JPEG) IS Geo-location data




Digitized traces - geographical Monitoring

View 2 more comments PHOTOS >

“J Herta Hofeditz Das ist sonnenklar! Sonst wiirden die illegalen Gliicksritter nicht
I nur Deutschland, Schweden und Osterreich amstsuern. Dann wéren die auch
nach Tschechien und Polen und Ruménien gegangen. Alles sichere Lander
Das liegt alles klar auf der Hand!
See Translation

Like - Reply @8- 1 hr
a' Dieter Krause Das Sozialsystem wird kollabieren. Muss es, da reicht es nur

comparison to
famous persons

kurz druber nachzudenken.
Genau deshalb handelt die Merkel verantwortungslos. Es wird dann alle treffen.
See Translation

Like - Reply - @ 3 - 48 mins

VIDEOS >

& ‘051'/.l ® Chat (2)

Realtions

T

similarity score

@
Ed
3]

Bild.1
Bild.2




Digitized traces - geographical Monitoring

facial proportions

B TIRTEER L R ra T2 o Tim
: ra1 T22 0 T2
R™Xn — :
Fmal Tm,2 -~ Tmmn
,J
B 8 .
(a) Gesicht 1 (b) Gesicht 2 Gesicht 3 @it1,5

d(j. k) = d(k,j) = \/(rn,j —rik)?+(ra; —rep)?+ -+ (Pmyj — Tmk)?

m
= Z(TZJ - riak)‘z'
i=1

Euclidean distance to the pairwise
distances of faces j and k




Social networks — Detection of Information

Content Meta-data

User-list

All information are labeled by time, locations and user!

Sentiment Analyze
+

Posible geo-information




Digital traces Digitized traces

Digital traces Digitized traces

. . Digiti :
Digital traces igitized traces

Digital traces Digitized traces
Digital traces Digitized traces
Prediction

BigData — Predictive Policing



Questions

s it possible to identify | &%
threat hot-spots ? AN .

Can we support long- °
term resource and
strategy planning ?

__Street Threat View *

Can we predict the /\/\/j
long-term development :

of groups that pose a ||Il| .Il
threat ?




BigData — Predictive Policing

AN,

Early Warning

CRIME DATA

WHAT? WHERE? WHEN?

2.

Number of crimes and their "conditions"

(g




BigData — Predictive Policing

Towards Predictive Policing: Knowledge-based
Monitoring of Social Networks

Michael Spranger, Florian Heinke, Steffen Grunert and Dirk Labudde
University of Applied Sciences Mittweida

Mittweida, Germany
Email: {name.surname}@hs-mittweida.de

Abstract—Increasing the resilience of the society against dis-
orders, such as disasters, attacks or threatening groups, is one
of the biggest challenges. Recent events highlight the importance
of a resilient society and steps which are required to be taken in
resilicnce engineering. A priori the optimal way to handle such

adverse events is to prevent them, or at least provide appropriate < Threat Specific Experience Ontology Modelling > :
courses of preparation, The essential requirement for every kind Threatontologie (— )

of preparation is information about relevant upcoming events. ! [®) <Long Term Reaction >
Such information can be gained for example from social networks H ,_[‘J —] « Planning and Straegy Mol
and can form the basis for a long-term and short-term strategic § @ ﬁ) < Short Tem Reaction>| !
planning by security forces. For that purpose, an application i = =4 - = “TheatScoing :
framework for knowledge-based monitoring of social networks Tf_—@ - N H
is proposed, which is able to predict short-term activities as well =

as the long-term development of potentially dangerous groups, :
and discuss its basic concepts, i o
: < Monitoring >

Index Terms—forensic; text processing; resilience engineering

< Long Term>

' < Short Term >

) ey
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* Extraction of profiles for monitoring

* Extraction of post or comment content
relating to the threat ontology and a
sentiment analysis

- enables short-term reaction Tl |

* Simulation of temporal development of é =" photverd |
groups and hot-spots — gég;fj e

—enables long-term resource and strategic *mm (. 4

planning < Monitoring > =

* Increasing resilience e et v view
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Opinions and moods (Sentences)

rights rioters in Leipzig-Connewitz

Montag, 11. Januar 2016

Entsetzen in Leipzig

hot phase Rechte Randalierer verwiisten Connewitz

die Lage unter Kontrolle bekommt.

‘Wahrend in der Leipziger Innenstadt das fremdenfeindliche Legida-Biindnis

demonstriert, nutzen rund 250 Hooligans die Gelegenheit, in Connewitz einzufallen. Sie
ziehen eine Schneise der Verwiistung durch das linksalternative Viertel, bevor die Polizei

4000

N
\

3000

2000 -

1000

45
40
35
30
25
20
15
10

Negative Comment Sentences

- Negative Post Sentences
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statistical testing units

,energy agents”

» comprised by a set of independent statistical testing units
* the role of each unit is to test the degree of change between
sentiment statistics obtained for two points in time
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Sentiment analyses of user comments made on officials PEGIDA’s facebook page
- per day ‘temper’ tracking

Boltzmann-stochastic Chi-Squared Tester Network

Network energy
100 200 300 400 500
1

0
L

2015 2016
1.Q 2Q 3.0 '4Q 1.Q 2.0 '3.0

The networking energy is the sum of all unit energy values
- Representation of ‘network awareness’
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* an energy value is assigned to each unit

 for each observation (sentiment and comment frequencies), it is decided whether a given
unit conducts a statistical test on the new data depending on its energy value

* in the test, the new data is compared to the data the unit processed during the last test!
-> the network memorizes the data and underlying dynamics!
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Sentiment analyses of user comments made on officials PEGIDA’s facebook page
- per day ‘temper’ tracking

Boltzmann-stochastic Chi-Squared Tester Network

Network energy
1 1 |

1

0 100 200 300 400 500
1

2015 2016
T T T T T T
1.Q 2.Q 3.Q 4.Q 1.Q 2.Q 3.Q

Are energy peaks correlated to major criminal incidents
with anti-Islam and anti-refugee background?

The networking energy is the sum of all unit energy values
- Representation of ‘network awareness’
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Sentiment analyses of user comments made on officials PEGIDA’s facebook page
—> per day ‘temper’ tracking

1.0
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£TMIS 15 SKIPPED Mitte Jan 16 Altenberg Rechusradikaler beleidigt und schlagr zei Afghanen (21, 26) mit seines stahineln auf den Kopf + auch als ein opfer am Soden
iegt, v erst als passanten eingreifen lasst zeigt den Hitlergruf und verschwindet http://www.freiepresse. de/NACHRICHTEN/SACHSEN/Polizei-fasst-

re( srzdika'len S:h'laeger Cartikelad31387.

27.06.2015 Heiben “erandanschlag auf geplance rlochlingsuncerkunft” + Tarer sind in cebiude eingedrungen und haben eine wohnung angezondet

htep: 3 1. de/panor ama/ Just 12 neissen-. anscnug(auf asylunterkunft-brandstifter-zu-haftstrafen-verurtei 1t-a-1089616; htn)

10.07.2015° Lei imali liche Schusse auf ein bewohites Fluchtlingsheta, 20 dass mehrere scheiben zu sruch gingen

0.8

1:67, 2015 Q (eoh S50 hacheliche Schucss SUF - ein hawohmee o achuinesheie, 1o dast mehrere Schejben su Bruch gingen
Ttp./ . 1V, depiteel et achtand/pol 1201t TekaE-micrel et schtand /Asylsuchende-in-Angst_schuesse-auf. Fluecht1ngsheta-In-soehien
7.07 Freftal sprengsatz explodiert {m Auto von ichael Richter, vorsitzender der Linken-Fraktion in Stadtrat ReTps //vaw, 1pb-bw. de/frendenfeindlchiet. hra)
22.08,2015 nuaem Fluchtlingsheim straBenschlacht zwischen hunderten Rechtsradikalen und der Polize] o Poiiz aschen, Steinen und Feuerwerkskorpern
worfen + auch Auselnind:rsux\mgen mit Rechtsradikalen und Gegendemonstranten der Antifa-szene https: 7 /o 1ob-iw: 08 e e e g1 eI e &
http: ,’/W.spiz?ﬂ da/pu]ﬁt: awalle-ve htal + http://www. ol Lo ae,pmi:ik/aenscmamfar:ideussn:n/smfessehep
etzre-polizisten.
= 20.09.2015 Freftal anschiag et Flachtlingsunterkunft mit Pyrotechnik + fast ungmch anschlag auf ortliches eiro der Linkspartei hteps: //www. 1pb-
bw. de/fremdenfeina'h(hkdl hem
10.10. immitschau Ans: mit 3 7o dsss setvere, Fensterscheiben zu sruch g1ngen + Firmenschild und Eingangstor
des !uros mit re(men Parolen wie vn!ksverra(er" oder ir kri e?en euch a“e hes:mi ://b11 ckpuni
Tohnangages e 1o chaE e zussameang-Sur L Tuech T Ingsoncerbr Ingung= T ege_nahey s HEeps/ /wemn:Freeprossn. dofLOKALE S ETEkAY gein-bleib
ynaufgekTaert-art fke13598091. php
30.10. 201 Dippoidiswalde und presden srande in zukinftigen Flachtlingsuncerkinften https:/ 4. de/nachrcht fgeklaert-
- nuecnnmgsunurkunf -hotel-visa- fesmahmen brandsuftu 474
08.11. Leipzig (Beuch: ) kannte versuchten geplante Fluchtlingsunterkunft in Brand zu seczen 4 Tater zerstorten die Eingangstur und Fenster und warfen einen

Brandiags in das Gebaude Iecps: /P a1 do/be T s/ anecnl g it gp At eI CRt T Ingsneer kunte bl Yeipsig
11.11.2015 crimmitschay  Brandanschlag auf Wohnhaus, in dem Fiichtlinge untergebracht wurden v Tater warfen srandsatz ?egen die wand des Hauses und Blumenkabel auf ein
Fenster p: / /v fre(epresse ﬂe/Lom:s'zwxchwwElnAu/urar\dans(hhg auf -F uemmngsunwkunﬁ e {mm Cachau artIKe19354515. php
10.12.2015 eanitz (3ahnsdorf) a 30 Leute attackieren einen Bus mit Fluchtlingen mit Steinen und Feuerwerkskorper
http://www. welt. de po]lt1k/dzu!s(h]arﬂ/a{(i(le)dQ!/SBJX Fluecht1inge-wollten-nur-wiedes -aus-Jahnsdorf. html
- 11.01.2016 Leipzig-Connewitz Randale durch circa 250 Rechtsextreme in Leipzig-Connewitz, welches fur seine linksalternative Szene bekannt ist + die Scheiben

T T T T i T dutzender Geschafte wirden zerschaertert + zeftgleich demonstrierte Legida fn der Innenstadt  hrp://wm.welt.de/pol {tik/deutschland/article150933467/€ i ges-gemohnt -aber-

50-etwas-gab-es-noch-n
39612018 Chemnitz, Grimma, Leipzig (2Mal) yier Fluchtlingsheine angegnffen durch werfen von stefnen auf das cebdude + in den Leipziger Fallen solte such ein
0 100 200 300 400 500 Sprengsatz gezindet werden + Ermittler gehen von frzmdenfzimﬂ chem Hintergrur /www. netz-gegen-nazis. de/artikel/chronik-rechtsextremer -rassistischer - und
antizemivischer-genaltin-februar + http: de/po o yih t#fen-pol1zei-pogromst immung-n_gessmten-land/12408372.

3 Vo einer Flucht]{ngsunterkontc mencere M e xusmnges(hoben und 1n Brand gesetzr = hTTp://wew.nerz-gegen-nazis. Gesareielenronik-
Fechtsexcrener- rass(s((s(her und-ant isemftischer -gewalt-{m-februar-2016-10853
T: 02.02.2016 Freital unbekannte Tater beschmierten Fassade und Eingangstur eines Linken-parteibiros mit schwarzer Farbe + auf Eingangstir stand .NS® und an LitfaBsaule in
ag her mw aren rechte Symbo1e und AntIoAsyloSpriche | RLCP://wew. dna. de/MITteldentschland/pol1ze1t cker MITte deurschland/L inken-parelbuero- In-Freital-mit-schwarzer -Farbe-
eschmiert

mittl. Energie

04

0.2

0.0

in prahlc vor Zwel uadchen (11 und 12) wit pistole. Klappmesser, Feuerzeugbenzin und Feuerzeug + anschlieSend zeigr der Mann einen Hitlergrud
ﬂd dmm Cutt A:s(h\lg aul ein r\u(h( mnge«- htep: f/m netz-gegen-nazis. de/: arnkq\/(hromk rechtsexcr emer -rassistischer -und-antisemttischer - g(wﬂl in-februar-2016-1085'
1.

2-

L/ -gew: g-!
05:53: 5018 Griama Neonazi hat_ 1mksal(ernaﬂven Jugendﬁ(hen Tebensgefahriich verletzt + Tater hat das Opfer mit einem Messer en - er
yerfehite knapp das Werz,  durchstach aber die Lunge und das Opfer 1 S henreitich Ia Kona s vorher 9ub o wohl Strore vl schin Coner recheoradikaien und ciner
linksalcernativen Gruppe Tctps /a1, de/bettrag)sachsen-neonazi-nach- mor dver such-verharter

L2016 h unbekannte Tater attackieren einen FIGCNTTING (325 MIT Prefferspray .« WTp://wiw.netz-gegen-nazis. de/artikel/chronik-rechtsextremer-rassistischer -
Und-ant senttischer sgewalte m-f ebruar 301601
07.02.2016 Heidenau {ITEINANGER" Mahnna] gegen Auslanderfeindlichkeit versutlich von Neonazis ubermalt + 15 weter langer Schriftzug komplett in rot-schwarz-weis
ubersalc (vationalfarben von Nazi- -peutschland) heep: /e, rp-onl ine. de/panor -mahrmal Lebernalt-atd-1. 574673
18.02.20 Tz e R R TR e B B (o e B i g ] Flocht1ingen und beschimpfen die Insassen + .wir sind das
Voik:nute .: . 10b- b e T emdunt a1 oy hiess. Aot

h-oberfrohna 11-jahriger syrischer Junge von zwei Mannern verprigelt und getreten  https://mopo24.de/nache ichten/junge-verpruegelt-unbekannte-
mzemern Timbach-ober fronah-40893
18.02. Lobau Brandanschlag auf bewohntes Fluchtlingsheim + - zwei Tater, die der rechten Szene zugeordnet werden, warfen Molotowcocktails gegen die Eingangstur und
gegen Fenster der Unterkunft | NECp/ wam: s2-0nTine. de/nache Jchten/branganschiag-auf - Joepauer -F1uecht ) ingaheim. 3327766, neml
1.02.2016 sautzen schwerer srand in noch unbewohnites Fluchtlingshein + in Nebenstrate rectite parolen gerufen und Schaulustige jubeln https: //www. 1pb-
b, de7 Fremdenfeindl1chkelt. MR o NECD: //wmwcwelts de/pol ik deutsch anﬂ/ar!ic\e15246§749/5chau|ust|?A bejubeln-Brand-in-Asylheim-1in-sautzen. html +
htp: //war. tagesspiegel. de/politik/brandstiftung-in-bautzen-gepla nterk: e-jube1n/12993480. htm
27.02. 201 emnitz circa zehn v Schen zogen mii Bengalos und Feucrwerkskorper vor ein bewohntes Fluchtlingsheim
http: / /. welt. de/pcliﬂk’deuts(hland/art(del5274622S/Benqa‘los-und- oeller-gege 1
28.02.2016 emnitz drei verkleidetet manner attackieren Taxifahrer mit auslandischen wurzeln + als er fluchten will versucht efn Kostamierter den ihn zu treten +
Tater ri r1efer\ rechte parolen und zeigten den Hitlergrub HLTp: //www. netz-gegen-nazis. de/artikel/chronik-rechtsextreser-rassistischer-und-antisemitischer-gewalt-

g el

0.0

Possible events

-1.0

The networking energy is the sum of all unit energy values
- Representation of ‘network awareness’
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Network energy

0 100 200 300 400 500
1

Boltzmann-stochastic Chi-Squared Tester Network

2015 2016

1.Q

Are energy peaks correlated to major criminal incidents
with anti-Islam and anti-refugee background?

Answer ...... next time
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