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Massive amount of embedded software in many
applications
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Space Shuttle
~500.000 LOCs

Boeing 777
~3 Millions LOCs

Ref: Christopher Davey, MBSE Workshop 2013

High-end vehicle
~15 Millions LOCs



Multi-/many-core scenario the possibilities

Multi-/many-core architectures offer
huge amount of computing
capabilities

Distributed sw can be integrated into a
single device

Multiple-independent computing devices
can be consolidated into a single device
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Multi-/many-core scenario the challenges

Functional interference Temporal interference
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The sw running on one core alters the memory
allocated to the sw running on the other core

The functional interference can be controlled using
virtualization solutions, e.g., hypervisors
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The sw running on one core alters the execution
time of the sw running on the other core

The time interference requires novel hw features
to guarantee QoS



Conclusions

Multi-/many-core architecture will dominate high-performance embedded system
landscape

Novel solutions are needed to enable their usage in mission-/safety-critical
applications to cope with functional/temporal interference

No silver bullet available today!
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Personal Background
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20+ years in HW test

10+ years in verification

Last years: coordinating/participating in EU
collaborative research projects

- FP7 DIAMOND (2010-12)

- FP7 BASTION (2014-16)

- H2020 IMMORTAL (2015-18)

- Partners: IBM, Ericsson, Infineon, DLR,
Recore, Testonica

- Resiliency in many-core systems



Why System Resilience?

A trade-off (depending on the application!)

Fault tolerance:

Simple to implement/no downtime

Redundancy/hardware overhead

No information about system health status

Resilience:

Complex/time penalty involved

Potentially less redundancy(?)

System health status/management ->
relevant concerning degradation issues
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Improving System Reliability
Challenges/Industry Practices

Achieving system resilience a challenge

of dots and about connecting them

A cross layer approach needed

Latency of FDIR is crucial!
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Fast detection

NoC router control part (routing + arbitration)

5 checkers, F.C. 100%, area overhead ~60%

However, checking flow control (hand-shaking) costly
(temporal checkers, more area or time needed!)
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Fast fault detection (partner: IBM)

Fault management infrastructure, health map
(Testonica, Ericsson)

Resilience in many-core systems (SW run-
time): (Recore)

FDIR at system level (DLR)

See also www.h2020-immortal.eu
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Thank You!



SYSTEM-LEVEL,RAN KED
RELIABILITY BASED ON

COST/CON SEQ U EN CE METRIC

B i llE k lo w

R e ti r e d f r o m C i s co



W HAT COMPRISES A SYSTEM?



FROM COMPON EN T COMPLEXITY TO SYSTEM
COMPLEXITY



THE COMPON EN T COMPLEXITY CHALLEN G E

Functional Specs over 1000 pages

Millions -> Billions offlops

G iga to Terabytes ofm em ory

Extrem ely high speeds

Margins are very tight

Zero access to any signals

Very long test tim es

Add 3D-SIC and Heterogeneous Integration



SYSTEM ON SYSTEM HIERARCHY
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Integrating Switches into the Network

© 2 0 0 5 C i s co S y s te m s , Inc.Allr i ghts r e s e r v e d .Chi p s @ C i s co 2 0 0 5



Diagnosing through the System Hierarchy

© 2 0 0 5 C i s co S y s te m s , Inc.Allr i ghts r e s e r v e d .Chi p s @ C i s co 2 0 0 5

Diagnose and Isolate Extremely Difficult but Critical

Detection and Mass Replacement no clue here

Localize Misbehavior



SYSTEM/APPLICATION LEVEL TEST

Co r r e lati ng Te s tDataf r o m S y s te m Te s tto ATE , VTS 2 0 0 7



SYSTEM TESTIN G METHODOLOGY

Functi o nalTe s t

Functi o n bas e d bas e d o n f uncti o nals p e c

U s ually d r i v e n by o n bo ar d p r o ce s s o r

O ni o n s k i n ap p r o ach s i m p le lo gi c f i r s t

Te s ts s e que nce d to ai d d i agno s i s

Ap p li cati o n Te s t

Cus to m e r bas e d /li k e ap p li cati o ns (N e tw o r k tr af f i c)

U s e o p e r ati ng s y s te m s o f tw ar e

S o m e m o ni to r s ats y s te m le v e l
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POSSIBLE CAU SES OF LATEN T SYSTEM FAILU RES



C o m p le xi ty (# gate s , # Lo C , # Tr ans acti o ns )

Lack o f Acce s s (De ns i ty , S I)

S ubtle ty o f De f e cts (Ti m i ng, S I, PI)

Inte r m i tte ntFai lur e s

FaultC o ntai nm e nt(B lo ck le v e l)

Fai lur e Pr o p agati o n (S e v e r alClo ck C y cle s )

* R e qui r e s De d i cate d E xp e r ti s e

** A p p li cati o n Le v e lDi agno s i s M o r e Di f f i cult
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PHYSICAL DEFECT MODELIN G

C o ns tr uctp i n-le v e lf aultm o d e lto m i m i c the e r r o r s caus e d by
i nte r nalp hy s i cald e f e cts

O ne p i n-le v e lf aultr e p r e s e nts m ulti p le i nte r nald e f e cts

Phy s i cald e f e cts : s ho r ts /o p e ns ;p i n-le v e lf aults : ar ti f i ci alf aults

DFF DFF

ManifestationInternal defects

Pin-level faults

Chip

Sub-module
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FAU LT-IN SERTION TEST (FIT)

Inte nti o nally i ns e r tf aults to e v aluate s y s te m r e li abi li ty and d i agno s ti c p r o gr am s

Ve r i f y e r r o r d e te cti o n, e r r o r hand li ng, r e co v e r y

C r e ate f aulty s ce nar i o s
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p r o ce s s o r

G N D
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Chi p
und e r
te s t



DIAG N OSIS SYSTEM U SIN G MACHIN E LEARN IN G

Pr o ble m s o n m anuf actur i ng li ne
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SMT

AOI

AXI

Burn in

Functional Test

ICT

Pr o p o s e d d i ag.s y s te m

S e lf -le ar ni ng

A d ap ti v e

H i ghaccur acy

Inf o .f e e d back

Lo w y i e ld

hi gh r e tur n r ate s

Lo ng d e bug ti m e

H i gh r e p ai r co s ts R e p o r tam bi gui ty
De v e lo p ne w te s ts

R o o tcaus e

Fai le d bo ar d
Repair
room

f i xe d bo ar d

Test
Development

Auto Diag. System



RELIABILITY ECON OMICS

C o s t o f Pr o acti v e v s R e acti v e

Po te nti alC o ns e que nce s (co s t, r e p utati o n)

De f e ctf r e e s y s te m = $$$$, and le ad ti m e s

DataDr i v e n FaultDi agno s i s /C o ntai nm e nt

N o r d s tr o m s /Le xus m o d e l s e r v i ce tr um p s p e r f e ct

M anuf actur i ng and r e p ai r d e p o t e f f i ci e ncy

R e li abi li ty v s .W ar r anty



SMALL SYSTEM COMPLEXITY



THAN K YOU !


