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Introduction to NFC
Technologies
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Smartcard Genesis

1980, First BO’ French bank card, from CP8
1988, SIM card specification

1990, First ISO7816 standards ::z ‘:—
1991, First SIM devices L ;
1995, First EMV standards

1997, First Javacard 1988, the 21 (B0') chip

— The javacard is a subset of the java language
— Patent US 6,308,317

1998, JCOP (IBM JC/OP)
1999, Global Platform (GP) 2
2002, First USIM cards JAVA
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NFC Genesis

1994, Mifare 1K

— In 2011 Mifare chips represent 70% of the transport
market.

2001, ISO 14443 Standards (13,56 Mhz)

— Type A (Mifare)

— Type B

— Type F (Felica)

2004, NFC Forum

— Mifare (NXP), ISO14443A, 1ISO14443B, Felica (Sony)

— Three functional modes :
* Reader/Writer, Card Emulation, Peer to Peer

NFC controllers realize NFC modes
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From ISO 7816 to ISO 14443

* The basic idea of Wi-Fi design was Wireless Ethernet.

 The basic idea of ISO 14443 design was Wireless (I1SO

7816) Smartcard.

— Contrary to IEEE 802.11 there is no security features at
the radio frame level.

ISO 14443
Contactless Mode

~F
~K

fa g\\\

H=5A/m ( -~
fc= 13,56 Mhz ( { NFG

S=40 10
V= 2,2V

ISO 7816
Contact Mode
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What is a Secure Element ?

A Secure Element (SE) is a Secure Microcontroller,
equipped with host interfaces such as 1ISO7816, SPI or I°C .

EXAMPLE: NXP PN532
OS JAVACARD JCOP

GP (Global Platform) | o | | !

S ROM EEFROM A
F“:)I\/l ]-e;() I<:E; N R el T3 KD -
N - . 16 72 Kyles 4508 bytes
INTERFACE ) 15014263 ] 50 Kbytes DATH & TATh _

EEPROM 72 KB SIGOUT [ 1 PROSTAN FROGRAY iy [ Famexe

- -or : ennanced FUBLIC
RAM 4KB @ T ity
Crypto-processor - E: RO | e |, i == e

oz o12 || 1so7sts fe -

3XDES, AES, RSA, ECC Memary Management Linit (MR

Certification CC EAL5S+ @ -

Security Certificates EMVCo = [
) SECURE_MX51 CPU A
MFC secure modules Lok I ‘
Product features PM&SL AKCH FuTER [~ GENERATION
Embedded MFC IC PMS32 —
Available host interfaces serial, SPI, 12C E jI ‘l_ TRISLE-DES
Embedded Secure IC PSCNO72 TMERS Co-FROCESSCR
05 for secure device JCOP or 3rd party =] ii‘;é:g‘é;::ﬁfgﬁ 1. ‘ Pt
Stacked passive component IC yes E?I' E-?I' CRETE AN
Package thickness 1.2 mm P ———— Ta | T
Package size 7x7 mm? PasTaI Urien; SMART 2013, june 24,
Package type HLOFMN48 {1 L] 7
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NFC and Secure Elements

e Some NFC Controllers embed a Secure Element

— In that case the card emulation mode may be managed by the
embedded secure element

— This is the Google Secure Element Android Model

HOST INTERFACE

SIM {uart]| spi || rc |
INTERFACE |

SWP

SAM
INTERFACE 1
[ weron ]

CLESS UART
INTERRUPT

TX COREX GPIO

]

H CLESS INTERFAGE RX CODEX MEMORY
(\ ] UNIT —| | sianal  |[H| conTrotier | cru NTEREACE
{ I—l PROCESSING HTBOCE1MX

| POWER
MANAGEMENT RNG
UNIT

CLOCK | DEBUG-IF |
MAMAGEMENT

UNIT

debugitest

00Taak781

Reader/writer 1SO 14443 —A-B, MIFARE, FeliCa®, NFC Forum tags, ISO 15693

Card Emulation SO 14443 A’y MIEAREFGlICH0R5, 15W(Ba, roma

RAM 5Ko, ROM 128 Ko, EEPROM 52 Ko 8 /54



The SIM card becomes an NFC device:
the Contactless Front-end (CLF)

The ETSI TS 102 613 Standard

S1
CLF to UICC
e ™\ ‘s N\

SWIO ' . —  SWIO
OUTPUT o INPUT EE
CLF UICC
(Master) S1 (Slave)

Gnd Gnd

] |
. / . 4
S2

UICC to CLF

A simplified HDLC protocol: SHDLC
A physical Link: Single Wire Protocol (SWP)
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NFC Reader/Writer

& Card Emulation

-~

Swio

S1

OTA(Over The Air)

Administration
SMS, GSM 3.48

CLF to UICC

R

Swio

L INPUT

UIiCC

S2

(SlaveE
B Gnd
T

v

UICC to CLF

-

ELEMENT

|

Secure Element
Administration

OUTPUT |
CLF
})) (Master)
Gnd 1
\ A
s 2
NFE })) @ NFC
CONTROLER
\_
s
})) NFC
CONTROLER
\_ y,
Reader/Writer Card Emulation

Pascal Urien, SMART 2013, june 24, ROMA
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NFC P2P Mode Illustration

* Android NDEF Push Protocol Specification
— Version 1, 2011-02-22

— Proprietary protocol, Android 2.3
— Replace by SNEP for Android 4.x

“The NDEF Push Protocol
(NPP) is a simple protocol
built on top of LLCP which is
designed to push an NDEF
message from one device to

Initiator
V44
another. Pascal Urien, SMART 2013, june 24, ROMA




Using the Google NDEF Push
Protocol (NPP)

NFC Initiator NFC Target

ATR_REQ, NFC-MAGIC VERSION WKS (Well-Known Service)
LTO (Link-Timeout)

v

ATR_RES, NFC-MAGIC VERSION WKS (Well-Known Service)
LTO (Link-Timeout)

LLCP-SYMM [0000]

CONNECT [0521 060F 636F6D2E616E64726F69642E6E7070]
DSAP=1, SSAP=33, Service=“com.android.npp”

cC (Connection Complete) [859002020078]
DSAP=33, SSAP=16, MUl (Maximum Information Unit)

v

~
7

Information
[432100 0100000001010000000F D1010B5402656E 6B657976616C7565]

DSAP=16, SSAP=33, N(S)=0, N(R)=0, NPP HEADER, NDEF RECORD, keyvalue
'RR(1) [855001], SSAP=16, DSAP=33 X

DISCONNECT [4161]f2oAf O o> 3MARP2013, june 24, ROMA 12 /54




Smartcard Administration: GP

Other
Issuer Securit
: .y Other
Security Domain Aoblicati
Domain /pplca 'on
Card /
Manager
()
=
]AVA
/ \ Issuer
Application
Global
leltform Runtime

The VISA Model*

Environment

CSN (Chip Serial
KMC-ID (6B) Number, 4B)

KMC (DES Master Key for
Personalization Session Keys)

KENC KMAC KDEK

Select ISD

Mutual Authentication

SKUgye  SKUpae SKUpg«

Secure Channel

Application Management
downloading - deletion

*EMV Card Personalization Specififades WeesioyMART2R130[0ne 24, ROMA 13 /54



The In2Pay Administration Model*

U [ TSM generated HTTPS packet containing APDU command for Smart Chip

s
p— B standard SD file R/W to NAND
PSS In2Pay® API generated SD file R/W packet containing APDU command

APDU command/response meant for/from Smart Chip

1

NAND Flash
Inerface

SD20/SPI
IMterface

integrated antenna

* http://www.devifi.com/assets/whitepaper.pdf
Pascal Urien, SMART 2013, june 24, ROMA 1 4




The Google Platform

Reader/Writer Card Emulation Peer to Peer

V)

Google wallet

Google places

- EMV Magnetic

NFC Tags Stripe Profile SNEP
- Cloud Storage

Pascal Urien, SMART 2013, june 24, ROMA 15 /54
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HID NFC White Paper:

SIM centric Services

. Trusted
e | O€rVice
Bank ey Manager

o

Tc;ll SP
‘

Bank

TSM-5P
a—

/o

TSH SP

Lz_ﬁ

I[J TSM

_—

\Tsn MHO

_."@

MNO

"
(D"

/UI mgmt

2

Sy

NFC phone

wallet

-\(.))‘

SIM OTA ~~a

-

o

3))’ E

¢

Reader infrasctucture

—
|

'’ 3 |
. \ s Yy
ﬂ Bank E Store ! Office m TSM-SP | .~ TSM-MNO NFC SIM Phone
Payment card Transit card Issues Issues access Connects service Secure Element Stores credentials NFC antenna
issuer issuer coupons and cards to providers and management securly
loyalty cards employees MNOs nifc chip
SIM OTA
¥ &, -2 Manages cards =, Memory magmt ) ) 2

Credentials

Payment
Access Control

- Transport

Pascal Urien, SMART 2013, june 24, ROMA
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About NFC
Specifications

In the NFC Jungle

Urien, SMART 2013, june 24, ROMA 17 / 54



NFC Standards Overview

Activity Technology / Device Platform
Listen, RF ) _
Collision NFC-A NFC-B NFEC-F NDEF
Avoidance. 14443
Technology 1SO 14443-2A . ISO 14443-2A
Collision ISO 14443-3A ISO 14443-3A
Resolution 14443 SNEP
FELICA
-3B

Device Type 1 Type 2 Type 4A |Type 4B | Type 3 Tag LLCP
Activation Tag Tag Tag Tag Platform

Platform |Platform |Platform |Platform

Passive Mode

Data NFC-DEP Type 1. 2. ngc;gllzp Active Mode
Exchange Protocol |Type 1.2.and 3 Tag |ISO-DEP Protocol and 3 Tag

Half-duplex Protocol Half-duplex

. Protocols NFCIP-1 NFCIP-1

Device NFCIP-1 ISO 14443-4
Deactivation

*ISO/IEC_18092 standard and NFCIP-1 standards are similar

DEP: Data Exchange Protocol (Supports Read/Write Operations for Tags) 18
Pascal Urien, SMART 2013, june 24, ROMA /54



NFC Radio

Standard PCD to ICCC PICC to PCD
ISO 14443 Reader to Card Card to Reader

106 kb
1 kbg: ISO 14443-2A  ASK 100% Subcarrier fc/16
NFC-A Modified Miller OOK Manchester
424 kbps
848 kbps  1SO 14443-2B  ASK 10%, Subcarrier fc/16
NFC-B NRZ-L BPSK, NRZ-L
tgate  ltator | Target
NFCIP-1 106 kbps ASK 100% Subcarrier fc/16
Passive Modified Miller OOK Manchester
Mode 212-424 kbps ASK 8-30% ASK 8-30%
OOK Manchester OOK Manchester
BitRate [Initiator  |Target |
NFCIP-1
Active 106 kbps ASK 100% ASK 100%,
Modified Miller Modified Miller
Mode
212-424 kbps ASK 8-30 % ASK 8-30%,

pascal Urien, SUNRMAS)RiHE'2a, RETRH Manchester g -y



NFC TAGs

NDEF Format for passive TAG LLCP NDEF services

* Typel . Qi
— Based on ISO 14443-A * SNEP: Slmple NDEF
— Innovision Topaz, Broadcom BCM20203 Excha nge Protoco|

* Type2
—  Similar to Typel  SNEP RequeStS and SNEP
— Based on ISO 144413-A
—  Compatible with NXP MIFARE Ultralight. Responses

* Type3 . .
— Similar to Typel * LLC service access point
— Based onthe) Industrial Standard

(J?Ss)ex gg\lg_zapanese ndustrial Standar addreSS 4

— Compatible with Sony Felica

e Service Name
* Typed

—  Similar to Typel “urn:nfc:sn:snep”
— Based on ISO 14443-A

— Compatible with standard ISO 14433-4
Smartcards

* NXP-specific type tag
— Mifare Classic
Pascal Urien, SMART 2013, june 24, ROMA 20 /54



LLCP: a Bridge to LAN Technologies

LLC

MAC

PHY

|EEE 802 LAN
Reference Model

Data Link
layer

Physical
layer

0OSI| Reference
Model

LLC-MAC mapping

NFC Forum

Digital Protocols

NCPIP-1

Table 3: PDU Type Values

LLCP

Figure 1: Relationship to OS| Reference Model

PDU Type PTYPE Link Service
SYMM 0000 1.2,3
PAX 0001 1,2,3
AGF 0010 1.2,3
Ul 0011 1,3
PDU Type PTYPE Link Service
CONNECT 0100 2,3
DISC 0101 1,2,3
CcC 0110 2,3
DM 0111 1,2,3
FRMR 1000 2,3
SNL 1001 1,2,3
reserved 1010
reserved 1011
I 1100 2,3
RR 1101 2.3
RNR 1110 2.3
reserved 1111

e — LLCP Header I LLCP Payload —
DSAP PTYPE SSAP Sequence Information
NES) | NR)
6 bits 4 bits 6 bits 0 or 8 hits M = 8 hits
7lels|4lal2|1]o|7]6ls]4l3]2]1]o|7]6]5|4|3]2]1]o|7]6]|5|4]3]2]1]o] - [7]6]5[4[3]2]1]0]
byte offset 0 byte offset 1 byte offset 2 byte 24003 —
Pascal Urien,

SVIART 2013, jJne 24, ROMA
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1=Record 1=First 1= Payload N D E F: N FC Data

Start Chunk
1=Record Length

Ed /S /1=ID Length EXChange Format

Structure
ME | ME | CF | 3R | IL TNF // of TYPE Field
- o 1= Well Known  NDEF Record Example:

o (NFC Text Record Type Definition)

PAYLOAD LENGTH 3

- D1:11010001

PAYLOAD LENGTH Z2

e |dentifier 01: Type Length
PAYLOAD LENGTH 1 describing OA: Payload Length
i ' ——— the TYPE of 54: Type= ‘T’, Text
| et the payload 02: ID= UTF8
ID LENGTH 65 6E: “EN”

S R URI reference 53 61 6D 70 6C 65 20: "Sample "

1 V (RFC 3986)

i I I | | | | | [ A summary of record TYPE may be found in “NFC Tags A technical introduction,
: PAYLOAD i applications and products Rev. 1.3 - 1 December 2011 White paper”, NXP
! ' ' ! ! ! | ! [ Semiconductors.

Figure 3. NDEF Record Layout Pascal Urien, SMART 2013, june 24, ROMA 22 /54




Example of Type2 Tag with Mifare

NDEF AID

Mifare Ultralight

Block Hex
0  D4D3
1 0277
Z  EB4R
3 _E110
4 TDSGE
5 |oBsa
& | 6E53
7 | To8&C
g | FEOO
5 | 0ooo

10 | oooo

11 | oooo

12 | oooo

13 | oooo

14| oooo

15| oooo

!
Type2 Tag

EOBF
1E80
0000
0600
D101
0265
6laD
6520
Qo000
0000
0000
Qo000
Qo000
0000
0000
Qo000

nSam

!
Size 48 bytes

MAD Sector
(Sector 0)

Non-
proprietary
NFC Forum
Sector
(Sector 1)

Non-
proprietary
NFC Forum
Sector
(Sector 2)

\

Mifare Classic

\

Manufacturer Block

Info-

CRC byte

03E1h

03E1h

0000h

0000h

0000h | 0000h

0000h

0000h

0000h

0000h

0000h

0000h

0000h | 0000h

0000h

Key A =

ADATAZAZA4ASh

Access Bits = | 68

737788h cih

Key B = [SECRET]

0300h

Empty NDEF
Message TLV

Key A = D3F7D3F7D3F7h

ccess Bits = | &re

7F0788h 40h

Key B = [SECRE

Key A = D3F7D3F7D3F7h

Access Bits = | 68
TFO786h 40h
1 I

Key B = [SECRET]

|
[

! ! '
I I |
I I |

Mifare Application Directory, MAD

Block O
Block 1
Block 2

Sector
Trailer

Block 0
Block 1
Block 2

Sector
Trailer

Block O
Block 1
Block 2

Sector
Trailer

Pascal Ugrfa RMABT 3Pd 3d4894AARAMAd Mobiles 23 / 54



SNEP, Android 4.x

NFC Initiator Atp REQ, NFC-MAGIC VERSION WKS LTO
~ATR_RES, NFC-MAGIC VERSION WKS LTO

"LLCP-SYMM [0000]
'LLCP-SYMM [0000]
“LLCP-SYMM [0000]
CONNECT [1120], DSAP=4, SSAP=32

CC [818402020078], DSAP=32, SSAP=4, MUI

Information , SNEP PUT
[132000 10020000000F D1010B5402656E 6B657976616C7565]
DSAP=4, SSAP=32, NS=0, NR=0, SNEP HEADER, NDEF RECORD, keyvalue

'RR(1) [834401], SSAP=4, DSAP=32 .
Information, SNEP Success [830401 108100000000],
SSAP=4, DSAP=32, N5=0, NR=1

RR(1) [13600], DSAP=4, SSAP=32
DISCONNECT [1160] DSAP=4, SSAP=32
'DM [C400], DSAP=16, SSAP=32

LLCP-SYMM [0000]

NFC Target

\ 4

v

v

\ 4

\

\

Pascal Urien, SMART 2013, june 24, ROMA 24 /54



NFC In Mobile Phones

Pascal Urien, SMART 2013, june 24, ROMA 25 /54



NFC and Smartphones

Nokia
— Card Emulation and SWP ¥
— NOKIA 6131

Android 2.3 (Gingerbread), Android 4.0
— Reader/Writer and P2P
— Nexus S (v2.3), Galaxy Nexus (v4.0), Galaxy S2(v2.3)
— NXP NFC Controller PN65N
RIM JDE 7.0.0, Blackberry 10
— Reader/Writter and Card Emulation
— JSR 177 (SIM Access)
— Blackberry Bold 9900, 9930
— INSIDE SecureRead NFC Controller
IPHONE
— External NFC Reader
— Rumors for the NFC support

........




Hardware and Software Architecture

of the Nexus S Android Phone

ROM —
|- - - -=-=-=-====-=== |
| : CA || AccE
! APPLICATIONS ! TB'“teh wiFi || Gps | | NE€H 1 e [l Lero || COM
- 00 CTL
1| NFC TELEPHONY | 1 RA | IMETER|[ PASS
|
| |
| FRAMEWORK 1 . |FLASH|| RAM wic || co
: /java/android/ » 1+15 || 512 | |SCREEN Hp DEC USB
: JINI I Go Mo
| |
|
LIBRAIRIES T~ icati
1| DALVIK A Application CPU core,
: NFC R}( I Processor (1GHz) "Humminebird"
. — | +GPU -
| |
: LINUX KERNEL ! ot End
: /dev/nfc /dev/basepand |1 Baseband Radio Layer Module
S p—— Processor Interface (RIL) (FEM)
NFC BASE \ [
CTL BAND Pascal UrigE@RT}Olgl%ne 24, ROMA 27 / 5 4




Proprietary Libraries

Orientation sensor AKM
Wi-Fi, Bluetooth, GPS Broadcom
Graphics Imagination
NFC NXP
GSM Samsung

Pascal Urien, SMART 2013, june 24, ROMA 28 /54



Applications

Call Tracker

Phone Application

SMS Dispatch

Service Tracker

Data Tracker

Application
Framework

Libraries
(user space)

Linux Kernel

Baseband

Fhone

fjavafandroiditelephony

RIl

liavalandroid/telephony/gsm

Radio Dasmon (rild)
fcommands/rild

Vendor RIL
systemflibsfibril-vendor.so

FPacket Service

Linux IP Stack
Voice and
Control

Packet Driver
PPP, for example

Baseband

Unix

RIL
Daemon

http://www.kandroid.org/onlipsse kifgerigsiiakaptoisy jot@ ka, ROMA

RIL
Details

Telephony services
(ingoing call, outgoing
calls are managed
through RIL packets

29 /54



2011, Open Mobile API

= NFC APl —

Open Mokile AP| Interface =

SrmartcardSarvice
MNFC Seryice
Aocess Controd Enforder
A5SD plhugjan

e% L termimmal SIM feirmuireal
Eepmy sl Lernirel

Telephonw s .
frameasork Terminall.apk

ARSI ke nard

RIL hbrary device nad

Baze
band

CLF

SR
Pascal Urien, SMART 2013, june 24, ROMA 30 /54




The APl defines a generic framework
for the access to Secure Elements in a
mobile environment. It is based on four
main objects.

The SEService is the abstract
representation of all SEs that are
available for applications running in the
mobile phone.

The Reader is the logical interface with
a Secure Element. It is an abstraction
from electronics devices which are
needed for contact (ISO 7816) and
contactless (ISO 14443) smartcards.

The Session is opened and closed with
a Reader. It establishes the logical path
with the SE managed by the Reader.

The Channel is associated with an
application running in the SE and
identified by an ID (the AID=
Application IDentifier)

Open Mobile APl & Security Policy

In order to protect the USIM from a
non-authorized Android
application, an access control (AC)
mechanism based on the PKCS#15
standard is used.

The PKCS#15 repertory (hosted by
the SIM) contains three files
defined for the access rules

The Access Control Main File (EF-
ACMF) gives a reference to the
Access Control Rules File (EF-ACRF)

The Access Control Rules File (EF-
ACRF) stores a list of Access Control
Conditions File (EF-ACCF), each of
them being associated to a
particular AID.

Each Access Control Conditions
File (EF-ACCF), contains a SHA1
digest of the mobile application
whose access to embedded
software running in the Secure

Pascal Urien, SMART 2013, (i€ 34/ goadentified byjly AT§4



ldentity For NFC

“On the Internet, nobody knows you're a dog.” 3 2 / 54



A NFC Identity Model (NFC-ID)

e SSL/TLS is THE Internet security standard
e Atiny SSL/TLS STACK embedded in a Secure Element

— Javacard 2.x / \
— WORE! Write Once, Run Everywhere | EE
— A small memory footprint Certific

o

* 20 KB for Client only mode

e 25 KB for Client/Server mode RS_A h
* Atransport free from TCP/IP flavors Private Key
— Datagram like transport KSSL/TLS Embedded Stack/

— Specified by an IETF draft, draft-urien-eap-smartcard

* Each client has a Certificate
— Each Secure Element has an Identity (its X509 Certificate)
— Strong mutual authentication, between SE and remote server
— Establishment of Secure Channels
— Optional transfer of SSL/TLS session from SE to terminals (i.e. mobile)

Urien, P, "An OpenlD Provider based on SSL Smart Cards", IEEE CCNC 2010.

Urien, P.,, “Convergent Identity: Seamless OPENID services for 3G dongles using SSL enabled USIM smart cards”, IEEE CCNC 2011

Urien, P. et All, "A breakthrough for prepaid payment: end to end token exchange and management using secure SSL channels created by
EAP-TLS smart cards", IEEE CTS 2011

Urien, P. et All, “A new keying system for RFID lock based on SSL dual interface NFC chips and android mobiles”, IEEE CCNC 201233 /54



/fc_lient }?::i | Server Client | L) Serveh\\

Tt :---; ..................... T N FC
E Client hello (ClientRandom) @ i Client hello (Session-id, @
::::::'_'_'_'_'_:::::::'_::::'_'_::t_'_'_:': i ChientRandotm) > E
i Server Hello (Session-id, -i T | S S L / T LS
i ) ServerRandom) i _________________________________ ]
: Certificate | i I
i : CertificateRequest i verver HeuO(SSZivSl:g{zli’dom) i E XC h a n g e
| - ChangeCipherSpec Full Mod
e || e [T U IVIOQE
Mmoot | (T T | and
i Certificate Vernfy ” @ q P,
; ChangeCipherSpec g i II’HASEI | Re S u m e
i (Encrypted) Finished g i
b —. ' ChangeCipherSpec | Mo d e
E < i:lan]::fye[ig);e;‘is:;se;ed @ E (Encrypted) Finished: E

s i J

Record Layer in Ciphered Mode Record Layer in Ciphered Mode

Encrypted Application Messages Encrypted Application Messages -
< > & < »

°

PHASE II upr 34 /54




The NFC-ID Lifecycle

Container: Information
protected (i.e.
ciphered) by the SE
public key, and signed
by a trusted entity

Secure Element Certificate

End EE

of Life

8 User Agent . IDentity
~— Provider

(1dP)

Application Certificate
*http://www.morpho.com/IMG/pdf/morpho_telecoms_simply_me_2p_gb.pdf 35 /54



Use Case 1 : NFC Keys for the
Internet of Things

36 /54



Dual Interface NFC Device : 3 components

- o o o o o e

;7 Sector 0 N

Blocko[__UID [  Manufacturer Data ||

M LTI T T T T TTTTTTTT T

Card Manager I ' [T T T KeyValuel [ [T [

Runtime — E |B|0ck3| KEYA | ACCESS | KEYB |I
Environment Java Card 2.2.1 Globa; I;l?tfonn Al Sector 1 :
Java Card 2.2.1 - R:Block4IIIIIIIIIIIIIIIIIl
Virtual Machine, Java Card 2.2.1 I T T S l:

| E |, N N A B
/

_@ o /7
Secure Microcontroller Emulation (C_\C}

" :\\\ with NFC resources L!

equipped with a Java Virtual Machine

NFC Mobile Legacy lea§9 L?ga




The CES 2012 Demonstration (30s)

http://www.facebook.com/photo.php?v=3030751173533

A Key for the Internet of Things CES 2012, Las Vegas

Retour 3 l'album Préc. - Suiv.

G-i-, ETHEM
TS T

IEEE ComSoc Meetings Titre : A Key for the Internet of Things

In this new system by EtherTrust (CCNC Demo), the RFID is equipped with an SSL Ouverta: @ Public

stack performing mutual authentication with the remote Keys Servers and securely T ' 3 8 / 5 4
downloading key value in the RFID (i.e. MIFARE blocks).


http://www.facebook.com/photo.php?v=3030751173533

Use Case 2
The Emergence of the Cloud Of
Secure Elements (CoSE)

Pascal Urien, SMART 2013, june 24, ROMA 39 /54



Read Mag Stripe
Application Data

About NFC Payments

Y
Mag Stripe Application
Version Number Checking

 Some NFC payments are based on the

MasterCard PayPass specification Compute cr‘,'fp:gag;.mc
* Thereis two modes

- Mag St”pe, d fOUF dIgItS CVC3 (Cal’d Standard Mag S'tripeCardholder

Verification

Verification Value) is computed from a 3xDES

and various parameters (PAN, ATC counter,...) I

— Contactless EMV Standerd Hag Stipe onine}
 The Secure Element securely performs
calculations or runs the EMV application v

Standard Mag Stripe Completion

Where is
running the SE
application ?

* Contactless payments introduce a new
paradigm, the virtualization of the bank
card.

 The merchant terminal doesn’t known
where is running the payment application

on the mobile side.
* MasterCard® PayPass™ M/Chip, Acquirer Implementation
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Some Details with EMV Mag. Stripe*

4 digits _
ATC PAD (Zero blt)
SELECT 2PAY.SYS.DDFO1 - pan JT
N 7N
paN || = ()t () h28b
SELECT MasterCard I .
Google Prepaid Card 16 digits °°" od) KeyA Left /[ Right
g P Bcp  EXpiry Date (4d) 8 64b ,f’f,:"f \\ 64b
Service Code (3d) %;/ ‘\‘*\
GET PROCESSING . ENCRYP \\
OPTIONS i} L
64b ©
READ first record ] @ "/
N
| | KeyA KeyB KeyA
COMPUTE Cryptographic i o F
Checksum DI JL ENcrRYPT <l  DECRYPT < ENCRYPT
G=A23FB35FC89AE3AY \ | ﬁéi%
Sido | ep&l-| F o) 6

23358939AFBFCAEA
12335893905152040 CVC3=233

*Visa Contactless Payment SpeBi€atidiieves{ARD 2033, iupe 3geROMA 41 /54



Google Wallet 2

Customer’s

Google Issuer Bank
Acquirer

Google
Issuer

Card
Network

Virtual
prepaid card
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About Relay Attack oroxy

* In 2005, G.Hancke introduced the
concept of the “Relay Attack”

 The basic idea is that a reader working
with 1SO14443 device, reads a fake card
(the proxy) which is connected via radio ————
to an other device (the mole) working
with a legacy card .

* As aresult the reader manages a
session with a remote device

PROXY RELAY MOLE LEGACY
READER })) 1SO 14443 150 14443 ((( 4B CARD
READER

EMULATION

“A Practical Relay Attack on ISO 14443 Proximity Cards” Gerhard Hancke, 2005

Keep Your Enemies Close: Dlsgar}fégl%ﬁ%ﬂﬁmﬁaﬁai&,smﬁgﬁ,rg&ﬁ?y Attacks”, Saa&§r|7e5r4

and Steven J. Murdoch, 2007



Where is

In the SIM/USIM

— Use SWP for NFC
communication

— MNO model

located a bank card ?

2012 Google fees

Less than $3,000 2.9% +50.30
$3,000 - $9,999.99 2.5% + S0.30
$10,000 - $99,999.99 2.2% + 50.30
$100,000 or more 1.9% + $0.30

In @ NFC SecureSD 2017 Forecasts

— Tyfone, DeviceFidelity

-Mobile Payments 1300 billions $
-NFC payments 200 billions S

In @ NFC Controller atingn

— The Google Model
Somewhere in the Cloud

— GoogleWallet2
— SimplyTapp
— EtherTrust

2015

Pascal Urien, SMARWRIHe jBayrde ROWEY ket 44 /54



Cloud Of Secure Elements

A cloud of secure elements (CSE) comprises the following five elements

Applications (typically written in javacard) stored in secure elements.
Grids of secure elements (GoSE). Secure Elements embed Issuer Security Domain, which manage
the lifecycle of applications. Applications may move from a grid to another.

A Relay-Protocol (RP) enforces security between the GoSE and the NFC proxy, thanks to a secure
channel, such as TLS.

The NFC Secure Proxy (NSP) controls the session with the NFC reader (or initiator) and the dialog
with the GoSE according to the relay protocol. This software entity should manage a SE located in
the smartphone.

A NFC reader (or NFC initiator) is used by legacy applications (payment, transport,...); however
future services could work with the P2P mode.

NFC-READER NFC RELAY-PROTOCOL GRID
NFC-INITIATOR

SECURE PROXY of SECURE ELEMENTS

“ <SECURE CHANNE>

Controller Memoryl

fone  1.068
(lecsiderap™ e




LEGACY
READER

Experimental Platform

PROXY SERVER
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Request Data | Con- | Re- | Re- | Relay Request Data | Con- | Re- Re- | Relay
Size | tact lay play | -Replay Size | tact law plav | -Replay
-Contact -Contact
1 Select AID 7 47 221 67 60 17 Read Record 1, File 2 157 202
2 Read Result 41 47 18 Read Record 2, File 2 7 31 240 | 30 54
3 Read Record 1 File 1 7 31 150 | 20 | 36 19 Read Record 2, File 2 93 135
4 Readrecord 1. File 1 32|63 20 Read Record 3. File 2 7 32 | 411 | 80 | 80
3 7 Ti : 7 43
3 Read Record 2, File 1 7 4710204 71 ReadRecord3. File 2 | 157 | 210
6 Read Record 2, File 1 36 78
Fac hecord s Hie 22 Read Record 4, File 2 7 31 370 | 80 | 41
7 Read Record 3, File 1 7 47 121 |20 | 54
23 Read Record 4, File 2 158 218
8 Select AID 7 47 210 | 40 | 45
24 Read Record 1, File 3 7 15 240 | 30 35
Q Read result 60 T8
25 Read Record 1, File 3 95 140
10 Get Processing Options 7 187 330 40 72
3 ) 3 ¥ )
1 Read Reoalt 73 3 26 FRead Record 2, File 3 7 31 210 20 66
g g 1
12 Read Record 1, File 1 7 16 120 | 40 | 2 27 Read Record 2, File 3 60 93
13 Read Record 1: File 1 30 62 28 Read Record 3‘= File 3 7 31 130 20 32
14 Read Record 2. File 1 7 31 220 | 70 | 25 29 Read Record 3, File 3 17 47
15 Read Record 2, File 1 63 94 30 DDA 7 437 820 | 60 151
16 Read Record 1, File 2 7 31 368 30 85 31 Read Result 138 172
32 Generate AC 7 421 | 360 | 62 31
. L. 33 Bead Result 39 46
EMV transaction timings, Intranet —
Total 1320 ( 3228Y 4911)Y 769 ¥ Mean
51

Network Cost

<Tcost = Trelay — Tcontact — Treplay> = 51ms

Cache Operation
769 — 60 — 62 + 820 + 560 = 2027 Rascal Urien, SMART 2013

READER

PROXY




Test with EMV magstripe profile

Request Data | Con- | Grid | Relay | Re- Grid
S Grd | pl Repl
One TCP packet per 1ISO7816 command (APDU), S e i I R
RTT 70 ms (Paris — Hanover) 1 Select AID 21 16 o4 219 62 63
JReadResult | 53 | O 41 | 265 | 47 77
3Select AID | 23 | 15 | 109 | 219 | 63 7
Network Cost (Internet) iReadResult | 41 | 0 109 | 296 | 78 109
<Tcost = Trelay — Tgrid — Treplay>= 83 ms SReadRecord | 7 | 16 | 78 | 142 | 47 17
1, File 1
6 ReadRecord | 115 | 16 | 203 | 531 | 141 | 187
1, File 1
Total 260 | 63 | 734 | 1672 | 438 | Mean
83

Hanover

Trc=TrO+LxD

where Tr0 is a fix delay (about 20-40 ms), L is the length of exchanged data, D is the NFC
throughput (104 Kbits/s in our platform, i.e. D= 0,1ms/byte)

Trr="Trc + RTT + Tse,
Where Trc is the time consumed by the NFC proxy, RTT is the round trip time over
internet (ranging between 50ms to 100ms), and Tse is a time consumed by a legacy

secure element for the request (suc 35 Uﬂf&m%"%’é‘ﬁﬁ’& 9 Sl%or'\QfénerateAC) 48 /54



Use Case 3
Security for NFC
LLCPS

urn:nfc:sn:tls:snep

Pascal Urien, SMART 2013, june 24, ROMA 49 / 54



2012 LLCPS Platform

OpenSSL

NDEF

SNEP

nToNr

NDEF
SNEP
TLS
LLCP
NFCIP-1

R oA

TLS

LLCP

Controller(s) www.youtbiseatomighysvaRT2O0H NP RS REWWOU

NFCIP-1

"

TLS(Y)
N/
Sl /54



2013 First Tests Wlth BB 10

http://www.youtub&Eanfwt¥eh™W:ews43%zylw 51 /54



LLC PS Tnitiator - ) (([ - Target

|Connection Process | |Connection Process
| |

* The LLCPS layer manages five exclusive send sy Receive SYMM
processes in order to exchange TLS messages. = S € ot e ancp"

* The connection process (CP) and the Recoive SYMM Sond SyMM g8
disconnection process (DP) are in charge of f——==TLS Session-— TLS
establishing and releasing LLCP sessions with Receiving Process | |Sending Process | Client
the "com.ietf.tls.snep" service. send sy receive sam f Hello

. Receive INFORMATION z Send INFORMATION

* The sending process (SP) sends a requested send RR Receive RR
amount of data according to a simple strategy Receive Srme 4  sena s
that performs segmentation, transmits | _—
INFORMATION PDUs and waits for [rectiviey Proccas] lReceiving Process
acknowledgments (RR). OpenSSE  rcceive sy Send SYMM

* The receiving process (RP) waits for a SZIFVS;r | Sending Frocess |

requested amount of incoming data; the 7 .~ e o
reception of each incoming INFORMATION Snd TNFORMATION "] Fecsive ™
packet is acknowledged by a RR PDU. ! !

|Receiving Process | |Inactivity Processl

* The inactivity process (IP) periodically . .
generates SYMM symbols which may be [Send sam Recelve SO aF
echoed by other processes such as IP, SP or RP.
SYMM generation is a consequence of slow TLS , ¥
. . . Send SYMM Receive SYMM Client
processing by a secure element, or Interaction  receive INFORMATION:I Send INFORMATION

‘ lReceiving Process | TLS

. . . : Finished
between the mobile operating system and its sena R Receive RR B
user ==========fFEnd of TLS Sessionf{=—=========
‘Inactivity Processl ‘Inactivity Processl

[Disconnection Process |

Pascal Urien, SMART 2013, june 24, ROMA receive Dﬁsz
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SNEP - Simple NDEF Exchange Protocol
& NDEF - NFC Data Exchange Format

* Once a TLS session is
established, SNEP packets
are securely exchanged.

* In our demonstration we
use only SNEP-Put and
SNEP-Success packets.

* Avalue, i.e. as a key
encoded according to the
NDEF format, is pushed
from the target to the
virtual lock

SNEP Put Packet

10 SNEP Version
02 Put
00 00 00 OE Payload Length

NDEF Record :
(NFC Text Record Type Definition)

D1:11010001

01: Type Length

OA: Payload Length

54: Type= ‘T, Text

02: ID= UTF8

65 6E: “EN”

5361 6D 706C6520: "Sample"

Pascal Urien, SMART 2013, june 24, ROMA 53 /54



(({ Thank You )))

Questions
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