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Generations of Mobile Networks

1G:
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Service view

[adapted from Per Hjalmar Lehne, Telenor, 2000]
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Security in Mobile Networks
! NMT

– tap the line
! GSM

– No authentication of network: 
IMSI catcher pretend to be BTS 
and request IMSI 

– Undisclosed crypto algorithms
! UMTS

– adds integrity and freshness 
checks on signalling data from 
network to MS

– forced attack to 2G
! LTE

– full IP security package
– heterogeneous access networks

7
[Source: Lars Strand: “Security Architecture for Mobile Telephony Systems”, PhD presentation, UiO, 2011]]
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Summary of Mobile Security

8

Threats/attacks Security services Security mechanisms

Cloning

Eavesdropping
(voice sent in clear)

Spying (identity tracking)

Authentication

Confidentiality

Confidentiality

Authentication mechanism 
(challenge-response with a 
shared secret)

Encryption of call content
(A5/1, A5/2, A5/3)

Location security (TMSI)
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[adopted from: Lars Strand: “Security Architecture for Mobile Telephony Systems”, PhD presentation, UiO, 2011]]
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Security in Mobile Networks
! Main focus so far on accountability (for billing)
! End-to-end encryption is a challenge

– Interoperability: variety of access networks, coding
– key handling in TLS
– application specific solutions: SIP

! Privacy
– personal privacy
– business value privacy

! Dependability, reliability
– infrastructures
– systems of systems

9

[Source: Lars Strand: “Security Architecture for Mobile Telephony Systems”, PhD presentation, UiO, 2011]]
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Physical vs Organisational privacy

! don’t touch me
! don’t invade
! preferences

! locations

10
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Physical vs Organisational privacy

! don’t touch me
! don’t invade
! preferences

! locations
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! What is in Coca Cola?

! When will VW launch 
the new Golf?

! Access to fingerprints 
of all people

Value of Information
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Protecting the identity?

! 8 million US residents victims of identity theft in 2006 
(4% of adults) 

! US total (known) cost of identity theft was $49 billion 
– ~10% was paid by customers
– remaining by merchants and financial institutions 

! Average victim spent $531 and 25 hours to repair  
for damages 

11

Source: Lasse Øverlier & California Office of Privacy Protection

ID theft in seconds
http://itpro.no/art/11501.html

http://itpro.no/art/11501.html
http://itpro.no/art/11501.html
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IoT paradigm
• The present "Internet of PCs" will move towards an "Internet of 

Things" in which 50 to 100 billion devices will be connected to 
the Internet by 2020. [CERP-IoT, 03.2010]

• “We are entering a new paradigm where things have their own 
identity and enter into dialogue with both other things and 
humans mediated through processes that are being formed 
today. [IoT Europe 2010 conf., 06.2010]

source: Gerhard Fettweis, TU Dresden

! The speed of development
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"Now we have roughly 5.2 Mio mobile 

subscribers. In some year we will have 

30...50 Mio devices on the mobile network” 

–   Hans Christian Haugli, CEO, Telenor Objects

2010

“In 2012 there were more devices than 

people on the mobile network of Telenor”.

–   Hans Christian Haugli, CEO, Telenor Objects
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The IoT technology and 
application domain

15

privacy

business
decisions
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The security challenge of the 
Internet

17
11 ©2007 Deloitte & Touche GmbH WirtschaftsprüfungsgesellschaftWeb 2.0 Expo Berlin 2007

How come these guys didn’t think of that?

Source: http://www.michaelkaul.de/History/history.html

1973 Kjeller

Jon Postel

Steve Crocker

Vinton Cerf1972

“If we would have 

known how Internet 

developed, ...”

http://www.michaelkaul.de/History/history.html
http://www.michaelkaul.de/History/history.html
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Security in the Internet of Things?

18

Source: L. Atzori et al., The 
Internet of Things: A survey, 
Comput. Netw. (2010), doi:
10.1016/ j.comnet.2010.05.010

Text
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Security in the Internet of Things?

18

Source: L. Atzori et al., The 
Internet of Things: A survey, 
Comput. Netw. (2010), doi:
10.1016/ j.comnet.2010.05.010

Text

* context-aware, 
* “privacy”
* personalised

Trust
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Contacts

Calendar

SMS, ...

Security challenges

! Sensors everywhere
– SOA based

! Bring your own device 
(BYOD)
– 30-100 devices/employee
– “phone in the cloud”

19

PC, MAC, phone, tab, 

pod, pad, embedded... 

medical, home, 

industrial sensors

Request

Service

Mobile/Proximity/
Sensor services

Mobile,

Proximity,

Sensor

Internet

Service Registry

sensors

Semantic layerSemantic layer

sensors
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Measurable Security
! Value of information

– Identify
– Analyse
– Evaluate Risk

! Measurable security
– “Banks are secure”
– IETF working group: Better 

than nothing security
– Cardinal numbers?

20

Risk Analysis & 

Assessment

Cost - B
enefit analysis
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Security Challenges in sensor-
enabled clouds

! Security, here
– security (S)
– privacy (P)
– dependability (D)

!  across the value chain
– from sensors to 

services
! measurable security?

21

Intelligence
Overlay

Sensors, 
Embedded Systems

Network

Cloud services

challenge:
physics

challenge:
physics

Is made by
Could be

can be 
composed

System Components and 
functionalities

SPD Components, 
SPD functionalities



Oct 2012, Josef NollSecurity, Privacy and Dependability in Mobile Networks

Is made by Could be

can be 
composed

Is mapped 
into

are 
affected by

Are counter
measured by

realise

Ontology logical representation: each concept is modelled and the relations are 
identified in order to have the logical chains that enables the SPD-aware 
composability

Measuring Security, Privacy and 
Dependability (SPD) in the IoT

22

System
Components 

and 
functionalities

SPD Components, 
SPD functionalities

SPD level SPD Attributes SPD Threats

SPD Means

[source: Andrea Fiaschetti, pSHIELD project, Sep 2011]
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Base of knowledge

SPD Metrics specification

Factors to be 
considered

•Elapsed Time
•Expertise
•Knowledge of 
functionality

•Window of opportunity
•Equipmentwith

Essential to build

Factor Value

Elapsed Time

<= one day 0

<= one week 1

<= one month 4

<= two months 7

<= three months 10

<= four months 13

<= five months 15

<= six months 17

> six months 19

Expertise

Layman 0

Proficient 3*(1)

Expert 6

Multiple experts 8

Knowledge of 
functionality

Public 0

Restricted 3

Sensitive 7

Critical 11

Window of 

Unnecessary / unlimited 
access 

0

Easy 1

Moderate 4

Difficult 10

Unfeasible 25**(2)

Equipment

Standard 0

Specialised 4(3)

Bespoke 7

Multiple bespoke 9

where

23

System Functio
nality

SPD 
system

Attack scenarios
SPD
level

SPD 
attributes

SPD 
threats

Calculated attack 
potential

Minimum attack potential value to 
exploit a vulnerability 

= SPD value

[source: Andrea Fiaschetti, pSHIELD project, Sep 2011]
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Use case:
SPD in heterogeneous systems 

! Nano-Micro-Personal-M2M Platform 
– identity, cryptography, 

dependability
! SPD levels through overlay 

functionality
– answering threat level
– composing services

! Policy-based management
– composable security

! Integration into Telecom Platform
– from information to business 

decisions

25
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Application Example: 
Socialtainment (eMobility)

! From Entertainment
to Socialtainment

! Social mobility
through inclusion of
social networks

26

people
traffic

Social
Mobility

vehicles

Pool

charging

warning
parking

micro-
coordination

social

IoT

tour

smart grid
www

info

music
maps

energy
control

CO2

! answering the need for CO2 
reduction in transport
! SAP 45% (2009)

6 %
33 %

6 %25 %

31 %

CO2 consumption 

Corporate travel
Corporate cars
Commuting
Flights
Energy & Logistics
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Semantic Representation

Desired 
service

Overlay  “Embedded 
Intelligence”

System

Policy-based

Semantic Technologies

Cloud service representation through semantic integration

Policy

OWL 
integration

OWL 
goals OWL 

integration

Core ServicesOverlay

DiscoveryComposition

27

Intelligence
Overlay

Trust

Sensors, 
Embedded Systems

Network

Cloud services Suggested 
service

s
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The IoT ecosystem

! Creating business
– openness, competitive
– climate for innovation

! Public authorities
– trust, confidence
– demand

! Consumers
– (early) adapters
– education

! Infrastructure
– broadband, mobile
– competition

28

Academia
research,
education

Public
Authorities
demand

Entrepreneurs
ideas

Consumers
adaptation Business

climate:
market

Sensor
providers

IoT - Business
Ecosystem

infrastructure:
broadband, 

mobile

Creative
programmers

software

Trust ?



Oct 2012, Josef NollSecurity, Privacy and Dependability in Mobile Networks

40

50

60

70

80

90

100

Ty
rk

ia
Ro

m
an

ia
He

lla
s

Bu
lg

ar
ia

Po
rtu

ga
l

Ky
pr

os
Kr

oa
tia

Ita
lia

M
al

ta
Li

ta
ue

n
Po

le
n

Un
ga

rn
Sp

an
ia

La
tv

ia
Sl

ov
en

ia
Ts

je
kk

ia
Irl

an
d

EU
 s

ni
tt

Ø
st

er
ik

e
Es

tla
nd

Fr
an

kr
ik

e
Be

lg
ia

Sl
ov

en
ia

Ty
sk

la
nd

St
or

br
ita

ni
a

Fi
nl

an
d

Da
nm

ar
k

Lu
xe

m
bo

ur
g

Ne
de

rla
nd

Sv
er

ig
e

No
rg

e

Is
la

nd

% of people used the Internet

Internet usage across Europe
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[Robert Madelin, Directorate-General for Information Society and Media, EU commission, Aug 2010]

* “use of IT in a proper way can increase effectiveness with 30-40%”
* “we are good in technology development. But access to venture 
capital is bad in Europe as compared to the USA”.
[Aftenposten, 3. October 2011] gunhild@aftenposten.no

EU
73,7%

IS
95,1%

NO
94,8%

SE
93,2%DK

90,7%

HE
47,5%

IT
58,8%

mailto:gunhild@aftenposten.no
mailto:gunhild@aftenposten.no
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Internet service usage
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Conclusions

• The mobile system is secure, 
but...
– evolvement to provable security
– bring your own devices, heterogeneity
– from sensors to business decisions

• Building the IoT architecture
– Cross-layer intelligence & knowledge 
– Accounting for security

• Measurable security
– Metrics describing threats
– Overlay description for system of systems

• Building the Ecosystem
– Human perspective: trust, privacy, context
– Security based on measures of components, 

attacks and human interaction

The world is wireless
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