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* Global platform to initiate global cooperation towards
future wireless world

* Vision from user perspective = requirements for the
enabling technologies

* Unique way of active cooperation within and between
iIndustry and academia

* Reduce risk for investment in research

* Ease future standardisation by globally harmonising views

* Proven history of creating large scale research
cooperation and

* facilitating funding

* Open to all actors
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What is 'centric'?
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An ambient life style where ... seven trilli

wireless devices serve seven billion people i
2020, and

B privacy, security and trust is considered as an
enabler and integrated part of use cases,

B dark scenarios are identified and tackled or just -
like the movie Minority Report - remain science
fiction, and

B omni presence (always on) does not lead to omni
persistence (always there)
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An ambient life style where ... secure, int
and wireless interaction becomes the key
enabler of smart environments, where ...

B |dentity Lifecycle: All entities — both real and
virtual — involved in wireless interaction (i.e. end-

users, devices, services) can choose whether they
like to identify themselves (by real name or

pseudonyms) or remain anonymous at all levels
and

B [nformation Lifecycle: Usage of any kind of data
can be limited, bound to a specific purpose or
specifically authorised under the entities’ control,

I.e. information can be revealed, restricted and
revoked.
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Integration of Privacy, Security and Trust into ...

Integration Layers Protection Goals

Application Layer Availability

Confidentiality
Platforms/Middleware

Integrity

Mobile Devices Accountability

Infrastructure Authenticity
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Application Layer

= Open Applications: Privacy, security and trust in futu
ambient environments, contexts and open applications
(see scenarios of WG1)

" Context security: User moves with his mobile and body
network (monitoring vital functions) from intelligent home

into automotive scenario into public places into office etc.
(Who has access to what, why and when?)

" [nteroperability: Seamless interoperability of security
policies, e.g. technical solution for: my mobile allows
incoming calls from family but office policy does not

* |dentity: Protection of authenticity and identity of users,
services, and devices
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Major Challenges (3/6) RESEARCH FORUM

Platform/Middleware

* |oT&S: Privacy, security and trust in the Internet of Th
& Services, e.g. authenticity, confidentiality, accountabili

* Holistic security: Vertical and horizontal (the whole is
more than the sum of its parts)

" Trust models: Open service creation (see WG2)

= Secure HW tokens: Smart cards, national ID cards

= Secure communication: Machine to machine, machine to
infrastructure, e.g. safety, reliability, robustness,
transparency
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Mobile Devices

= Usable security: User experience, complexity,
transparency

= Surveillance: Malicious software, misusage, spying out,
tracking & tracing

* Missing interoperability: Different PST levels and
implementations for operating systems

= Open interfaces: Wireless and mobile interfaces need
protected/stealth modes to support confidentiality and
privacy of users
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Infrastructure

= PST in the Future Internet, e.g. availability and integrit

" [ncreasing variety and number of wireless and mobile
access technologies and devices (e.g. sensors)

* Trustworthy (at least trusted) devices
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Inter-/Cross-Layer Issues

* Pace of technology and encryption algorithms

= Data traces

— left willingly

~— but also unwillingly and without consensus

— virtually everywhere at anytime

= Omni-presence without omni-persistence

* |Implementation ... of countermeasures

— Data minimisation, purpose binding
— User empowerment

— Education, Awareness

— Transparency of existing data sets

=» Informational self-determination
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Privacy, Security & Trust by Design

* Taking PST into account in the design phase of
ambient environments minimizes misusage, attacks
and additional costs at runtime.

Multilateral Security Approach for Security
and Risk Analyses

* Take all parties of a transaction into account
considering security requirements and privacy
concerns.

* For a comprehensive security analysis consider each
communication partner as a possible attacker.

* Try to find a reasonable balance between different
interests.
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R&D Questions
- How to ...
@
—— * specify, negotiate, enforce and monitor a cert
ey I Privacy, Security & Trust (PST) context or leve
e between cooperation and communication
N = partners in ambient environments?
S * Implementation and integration of security
m“&“mm enablers
ErmEsmems e * Risk and security analysis
* Spy out, deny, tamper, misuse, misinform

* User empowerment, user awareness, enforcing
security policies, establishing context security

* Transparency, usable security
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Contact RESEARCH FORUM

Join WWRF and WG7
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I ¥ Website: www.wireless-world-research.org/

User Profiles, S
Personalization and Privacy

WWRF Oulock
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Subscribe to our mailing list!
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A — Contact: Mario Hoffmann (Chair)

*Umversiy Graduse Cense, Usik, Kyeler, Norway
* Frassbofer Insirese SIT, Gasching. Germay
* Tumpere Unrversity of Tectmology, Faland

e mario.hoffmann@sit.fraunhofer.de
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Wireless World Research Forum LalETE

Dear Reader, The latestversion of the

wieleome to the weh page of the Wireless World
Research Forum

For nor-members, you can find backaround ovenigw ofthe plans of
infarmation on WWRF, as well as details of future the WGs and 51Gs,
meetings, and a guide 1o joining the Forum. including a summary of
Non-members can contribute to, and participate in, plans for white papers.
our meetings. Mernbers have (va password) access | and briefings

1o the latest dacumentation from the working groups

and Forum meetings, and beneft from reduced ARE: eeniation
attendance fees atthe meetings. o

The Forum s a global organisation, which was IEAESD

founded in August 2001. We now have over 140
mermbers from five continents, representing all

sectors ofthe mobile communications industry and
the research community

The abjective ofthe forum is to formulate visians on | The next mesting
sirategic future research directions inthe wireless VRF 20 will take
fleld, amang industry and acadermia, and to place in Ottawa, Canada
generate, identify, and promots research areas and | 2.24 April 2008
technical trends for mobile and wireless systern Registration herel
technologies. Special hotel roorm rate

far Westin Otawa is

W are developing a common global vision for the e
NLYI

future of wireless to drive research and
standardization. In addition to influencing regional
and national research programmes (such as the.
European Union's FPT programme) WWRF
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User Centric Systems:

Assistance

El6d EGYED-ZSIGMOND

elod.egyed-zsigmond@liris.cnrs.fr

Laboratoire d'InfoRmatique en Image et Systemes d'information
http://liris.cnrs.fr
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Jser centric / For the user
Help the user

Proactivity

_et him/her control

User profile

Context

= Capitalize and reuse personal and

collective experience

= Privacy =
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The assistance concerns:
« What to do? »
rather than
« How to do?»
type problems
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PRIVACY IN TELEMEDICINE

DR. HMP SINGH, MD, PhD, MASLM SUSA)
ASSOC. PROF, INTERNAL MEDICINE,

PROJECT LEADER TELECARDIOLOGY,
FACULTY OF MEDICINE,

UNIVERSITI MALAYSIA SABAH,
hmpsingh@ums.edu.my




Conventional medicine
Doctor patient relationship

Bond of trust

Privacy isthe basic right of patient

Sensitive information

Emotional trauma




HISTORICAL BACKGROUND

Clinical medicine dates back to early 19 century

Hippocrates “father of medicing”

Doctors were salf styled leaders of society of
considered to be faithful to the society at large and thelir
patients in particulars

HEALERS of MISERY
NEXT to GOD ALMIGHTY
FAITH FUL MESSENGERS




TECHNOLOGICAL DEVELOPMENT

. Inthelast 50 years

. Technological developments have changed the

diagnostic scenerio
. Clinical medicine is no more an ART of practice

. DOCTORS are MOre 0)] HIGH TECH
TECHNOCRATS

. Computers, CT, MRI, USG, ICT has changed the

scenerio




DOCTORSARE NO MORE HEALERS 7

Conventionally doctors had more time for patients

Now they are sitting behind computers, echo & USG

machines

Diagnostic Dilemmas are more challenging

Newer Diagnostic & therapeutics are ever changing

Lasers, endoscopies, distant learning & diagnostics

have left doctors with no time for patients




PRIVACY AT THE COST OF LIFE

* Isit essential to maintain the privacy

o Will it be more beneficial really to patients to

expose to the paramedics

o \What about the bond of relationship

e TRUST IsLOST or DILUTED




COUNSELLARY
ASSISTANT MEDICAL PHY SICIANS

* New concept is of Consellars/Fecilitators

o Assistant Medical Physicians

o Data storage agencies

 Early Diagnosisis KEY to SUCCESS
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VIRTUAL SPECIALISTS
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“Gentlemen...may | present hi-tech at work!”




JUDICIAL USE
NO BODY DENIES to Newer technical devices

Cost of treatment Is making patients more aware

|nsurance companies are WATCH FUL DOGS
MONEY i1sthe KEY FACTOR
DEMARCATION LINEISTHIN

KEEPTHE ETHICAL ISSUES In MIND
USE THE TECHNOLOGY JUDICIALLY
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